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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

3apeructpupoBaHo B MuHtocte Poccumn 28 ceHTabpsa 2016 r. N 43857

MUHUCTEPCTBO TPYAA U COLMUATBHOW 3ALLUTLI POCCUNCKOWN ®EOEPALIMN

MPUKA3
oT 15 ceHTAGpA 2016 r. N 522H

OB YTBEPXXOEHUN NPO®ECCUOHAINIBHOIO CTAHOAPTA
"CMNEUMANUCT NO 3AWLUTE MHO®OPMALIUN
B ABTOMATU3UPOBAHHbLIX CUCTEMAX"

B cooTtBetctBMM C nyHkTOM 16 [MpaBun paspaboTku n yTBEepxaeHus nNpodecCMoHarnbHbIX CTaHAapToB,
yTBEPXAEHHbIX nocTaHoBrneHnem [lpasutenbctBa Poccuiickonn ®epepauum ot 22 gaHeBapa 2013 r. N 23
(CobpaHue 3akoHopaTtenbcTBa Poccuickon ®enepauun, 2013, N 4, cT. 293; 2014, N 39, cT. 5266; 2016, N 21,
cT. 3002), npukasbiBato:

YTBEpaAUTb npunaraembin  npodeccnoHaneHbin  ctaHgapT "CneumanucT no 3awute uHgopmauum B
aBTOMaTU3MPOBaHHbIX cucTemax".

MuHucTp
M.A.TOMUITNH

YTBEpXKaeH

npukasom MuHucTepcTBa Tpyaa
N coLmanbHOM 3aLuThl
Poccuiickon depepaumm

oT 15 ceHTa6ps 2016 r. N 522H

NPO®ECCUOHANBbHbLIW CTAHOAPT

CNMEUMANNCT NO 3ALUINTE MHOPOPMALIUN
B ABTOMATU3UPOBAHHbIX CUCTEMAX

843

PernctpaunoHHbIn Homep

|. Obwue cBepeHus

Ob6ecneyeHne 6e3onacHOCTM MHOPMALUN B aBTOMATU3NPOBAHHbBIX CUCTEMAX 06.033

(HaMmeHoBaHWe BMaa npodeccuoHansHON AeATEeNbLHOCTH) Kon

OcHoBHas uenb Buga ﬂpO(beCCMOHaﬂbHOVI AeATeNbHOCTU:

O6ecneyeHre 6e30MacHOCTM MHpOPMaLIMKN B aBTOMaTMU3UPOBAHHbIX CUCTEMaX, (OYHKLMOHMPYIOLLIMX
B YCIOBUSIX CYLLECTBOBAHUS Yrpo3 B MHGpOpMaLIMOHHON cdhepe 1 oGnagatoLmx
MHPOPMALIMOHHO-TEXHOSIOTVHECKVMMI pecypcamMm, NoAnexalmmmy 3awmre
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBEepxaeHnn NpodeccnoHanbHOro cTaHgapTa

"Cneumanunct no 3awmute nHdopMaLmu. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

pynna 3aHATUiA:

1213 PykoBoguTenu B o6nactu onpegeneHus 1223 Pykosoautenu
NONUTUKM 1 NNAHNPOBaHUS AeATENbHOCTU noapasgeneHnii no Hay4HbIm
nccneaoBaHnsam U
paspaboTkam
1330 PykoBoguTtenu cnyx6 v nogpasgeneHun B | 2425 CneuunanuncTbl opraHoB
cthepe rocyapCTBeHHOW BNacTu
WMHOPMAaLIMOHHO-KOMMYHMKALIMOHHBIX
TEXHOSOrmm
2511 CucteMHble aHaNUTMKK 2512 Pa3paboTumnkn nporpammMHOro
obecneyeHus
2519 PaspaboTunkm n aHanuTunku 2523 CneuuwanucTbl no
nporpaMmHoro obecneyeHns n KOMMbIOTEPHLIM CETAM
NPUNOXEHUA, He BXOAsALLME B Apyrue
rpynnbl
3511 CneumanncTbl-TEXHUKM Mo akcnnyaTtaumm | 3513 CneunanncTbl-TEXHUKX MO
WHOPMALMOHHO-KOMMYHMUKALMOHHBIX KOMMbIOTEPHBLIM CETAM U
TexXHoMornm cuctemam
3359 CpegHeTexHN4Yeckuin nepcoHan Ha - -
rocyaapCTBeHHON cnyxbe, He BXOASLLMUN
B Apyrue rpynnbl
(kog OK3 (HaMmeHoBaHue) (kog OK3) (HanmeHoBaHue)
<1>)

OTHeceHue K BUgam 9KOHOMUYECKON OeATENbHOCTH:

62.01 Pa3paboTka KOMMNbIOTEPHOrO NPorpamMmmMHoro obecneyeHus

62.02.1 [eatenbHOCTb MO NaHMPOBaHMIO, MPOEKTUPOBAHMIO KOMMBIOTEPHbLIX CUCTEM

62.02.2 [earenbHoCTb N0 06CNEfOBaHMIO U SKCMEPTU3E KOMMBIOTEPHBLIX CUCTEM

62.02.3 HesTenbHocTb No 00yYeHWIO NoNb3oBaTeNEN

62.02.4 [eAatenbHOCTb NO NOArOTOBKE KOMMBKOTEPHBIX CUCTEM K 3KCMTyaTaumum

62.02.9 [esatenbHOCTb KOHCYNbTaTMBHAsA B 0611acT KOMMNBbIOTEPHbBIX TEXHOMOMMIA NpoYyas

62.09 [eaTtenbHOCTb, CBsAI3aHHas C UCMOMNb30BaHUEM BbIYUCIIUTENBHON TEXHUKU U
WHOPMALIMOHHBIX TEXHONOIMIN, Npoyas

71.20.9 [eaTenbHOCTb N0 TEXHUYECKOMY KOHTPOJ0, UCMLITAHUAM U aHanuay npoyas

KoHcynbTaHTlInt0C: npnmeyaHme.

72.19.2

NameHeHnem 8/2016 OKB3[2 koa 72.19.2 aHHynvpoBaH ¢ 1 Hosa6psa 2016 roaa.

HayuHble nccnegoBanuna n paspaboTkm B 06n1act TEXHUYECKMX HayK

HafeXHasa npaBoBas noaaepXxka
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa

"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc

[aTta coxpaHeHus: 11.11.2020

(kog OKB3[

<2>)

(HaumeHoBaHWe BMAa 9KOHOMUYECKON AesATeNbHOCTH)

[I. OnncaHue TpyaoBbIX OYHKLMIA, BXOASLLNX
B NpodbeccroHarnbHbI CTaHAapT (PyHKUMOHarnbHast kKapTa

BMAa NPOgECCUOHaNbHON AeATEeNbHOCTM)

0O6006LeHHbIe TpyaoBblE hYHKLMM TpyaoBble YHKLMK
KOA4 | HaMMeHoBaHWe | YpOBEHb HaumeHoBaHve KoA4 | ypoBeHb
KBanupwm (nogypo
Kaumm BEHb)
KBanuau
Kaumm
A O6cnyxuBaHne 5 lMpoBeneHne pernameHTHbIX paboT no A/01.5 5
CUCTEM 3aLLunThl aKcnnyaTaumm cucTem 3almTel MHpopmauum
UHdopmauun B aBTOMATU3MPOBAHHbBIX CUCTEM
aBTOMaTU3MpoBa
HHbIX cucTEMaXx BeneHue TexHn4eckon okyMeHTauuu, A/02.5 5
CBSI3aHHOW C 3KCnnyaTauuen cuctem
3aLWnTbl MHOPMaLMK
aBTOMAaTU3MPOBAHHbBIX CUCTEM
ObecneyeHne 3awwmTbl MHpOpMaLum npu A/03.5 5
BbIBOAE U3 3KCMnyaTauum
aBTOMATU3MPOBAHHBIX CUCTEM
B ObecneyeHne 6 HwnarHoctuka cuctem 3awmTol nHcopmaumm | B/01.6 6
3aLWunThbI aBTOMATU3MPOBAHHbLIX CUCTEM
WHpopmaLnm B
aBTOMaTun3npoBa AOMUHNCTPUPOBAHME CUCTEM 3aLLUTbI B/02.6 6
HHbIX CMUCTEMAX B MHdOopMaLMM aBTOMaTU3MPOBAHHBIX CUCTEM
npovecce nx
aKkcnnyaTauum YnpasneHue 3auTton nHdopmarmm B B/03.6 6
aBTOMAaTU3MPOBAHHbIX CUCTEMAX
Ob6ecneyenne pabotocnocobHocTn cuctem | B/04.6 6
3aLWnTbl MHOPMAaLMKN NMPU BO3HUKHOBEHNM
HeLUTaTHbIX CUTyaLmMi
MOHUTOPWHT 3alumLEeHHOCTN nHopmaumm B | B/05.6 6
aBTOMAaTU3MPOBAHHbIX CUCTEMAaX
AyauT 3awmiLeHHocTU Hpopmaunm B B/06.6 6
aBTOMAaTU3MPOBAHHbIX CUCTEMAX
C BHepgpeHue 6 YcTaHOBKa M HacTponka cpeacTB 3aluThl C/01.6 6
CUCTEM 3aLLunThl MHdopMaLMM B aBTOMaTU3NPOBaHHbIX
nHdopmaumm cucTemax
aBTOMaTU3MpoBa
HHbIX CUCTEM PaspaboTka C/02.6 6
OpraH13auUMOHHO-PacnopPsSANTENbHbIX
JOKYMEHTOB MO 3aLumTe nHdopmaumm B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX
AHanus yassumocTten BHegpsiemon cuctemsl | C/03.6 6

HafeXHasa npaBoBas noaaepXxka
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa

"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc

[aTta coxpaHeHus: 11.11.2020

3alWmnTbl MHopMaLmm
BHeapeHue opraHn3aumMoHHbIX Mep No C/04.6 6
3awmTe nHgopmaumm B
aBTOMAaTU3MPOBAHHBLIX CUCTEMAX
D Pa3paboTka 7 TecTnpoBaHne CMCTEM 3aLMUThI D/01.7 7
CUCTEM 3aLLunThl MHOopMaLMM aBTOMATU3MPOBAHHBLIX CUCTEM
MHdopMaLnn
aBTOMaTU3NpOBa PaspaboTka NpOEeKTHbIX peLueHnin no D/02.7 7
HHbIX CUCTEM 3awuTe nHopmaumm B
aBTOMAaTU3MPOBAHHbLIX CUCTEMAX
PaspaboTka skcnnyaTtaumoHHON D/03.7 7
OOKyMEeHTauum Ha CUCTEMbI 3aLLnTbl
WHopMaLM aBTOMaTU3NPOBAHHbLIX CUCTEM
PaspaboTka nporpaMmHbIX U D/04.7 7
nporpaMMHo-annapaTHbIX CPeacTB Anst
CcuCTeM 3aLnTbl MHopMaLmn
aBTOMaTU3NPOBAHHBIX CUCTEM
E dopmMmmpoBaHmne 8 ObocHoBaHMe HeobxoaMMOCTH 3aLUUThI E/01.8 8
TpeboBaHui K WHopmaunn B aBTOMaTU3MpoOBaHHOMN
3awmTe cucteme
WHpopmaLnm B
aBTOMaTun3npoBa OnpegeneHue yrpo3 6e3onacHocTu E/02.8 8
HHbIX cUCTemMax WMHopmaumm, obpabaTtbiBaemom
aBTOMaTU3NPOBAHHOWN CUCTEMOWN
Pa3paboTka apxutekTypbl cuctembl 3awmTel | E/03.8 8
MHdopmaL aBTOMaTU3MPOBAHHON
CUCTEMBI
MoaenupoBaHue 3allnLLEHHbIX E/04.8 8
aBTOMATU3MPOBAHHbLIX CUCTEM C LiENbLO
aHanusa nx yassumocTen n adpekTMBHOCTU
cpencTs v cnocoboB 3awmnTel MHOPMaLUK
[ll. XapakTepucTrka 0606LWeHHbIX TPYA0BbIX (YHKLUA
3.1. O6obueHHasa TpygoBas pyHKUNS
O6cnyxnBaHne cucTeM 3alUnThbl
YpoBeHb
HavnmeHoBaHue | MHpopmaLmn B aBTOMaTU3MPOBAHHBIX Kog A 5
KBanudukaumnm
cucremax
Mpouncx HU
ogg6uc.l,e(|)-|”|-<f)e|7l Tpe nosoi | OpurmuHan X 3aUMCTBOBAHO
Y P 13 opurnHana
dPYHKUNN
Kop, PernctpaunoHHbIN
opuruHana HoMep
npodeccuoHarnbLHoro
cTaHgapTa

HafeXHasa npaBoBas noaaepXxka
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KYMEHT N TaBneH KoHcynbTaHutn
"O6 yTBEpXAEHUM NPO(ECCUOHANBLHOIO CTaHAapTa AokymenT npepoctasnet Koncynetantilatoc

[aTta coxpaHeHus: 11.11.2020

"Cneumanunct no 3awmute nHdopMaLmu. ..

BoamoxHble
HanMeHoBaHuUs
DOMKHOCTEN, npodeccui

TexHuk no 3awmTe nHdopmauum | kateropum
TexHuk no 3awmte nHdopmauuu Il kateropum
TexHuk no 3awmrte nHdopmaumm

TpeboBaHusa kK
obpasoBaHuio 1
oby4yeHuto

CpenHee npodpeccrmoHansHoe obpasoBaHue - nporpamMMbl MOArFOTOBKM
cneumanvcToB CpefHero 3BeHa no Npoduo AeaTensHOCTH

TpeboBaHuMs K ONbITY
npakTuyeckon paboTol

[na pormkHocTen 6e3 KaTeropun - onbIT paboTbl He TpebyeTcs
[nsa gomkHOCTen ¢ kateropuen - onbiT paboTbl B AOMXHOCTU C Bornee
HU3KOW (NpeLUecTBYIOLLEN) KaTEropnuen He MeHee O4HOro roga

Ocobble ycriosust
ponycka k pabote

Lpyrue xapakTepucTmKm

PekomeHnayeTcs dononHuTenbHoe npodeccuoHanbHoe obpasoBaHue -
nporpaMmbl MOBbILWIEHMS KBanudukaumm B obnactM MHPOPMAaLMOHHOM
©e3onacHocTn

[lononHuTenbHble XapakTepUCTUKK

HanmeHoBaHue Kog HanmeHoBaHue 6a3oBon rpynmnbl, 4OMMKHOCTM (Npodeccun) unm
OOKYMeHTa crneumanbHOCTH
K3 3511 CneunanncTbl-TEXHUKM MO 3KcnnyaTaumm
MHOPMALMOHHO-KOMMYHUKALMOHHBIX TEXHOMOMMIA
3513 CneunanncTbl-TEXHUKM MO KOMMBIOTEPHBIM CETAM U cCUcTeMaMm
3359 CpenHeTexHUYECKMI NepcoHan Ha rocygapCTBEHHON cryx0e, He
BXOASLUMI B ApYyrue rpynmbl
EKC <3> - TexHuk no 3awmTte nHdopmaumm
oKnaTP <4> 27032 TexHuK no 3awmTte nHgpopmaumm
OKCQ <5> 090108 MHdbopmMaLmoHHas 6e3onacHOCTb

3.1.1. Tpyposas dyHKUMSA

MpoBeneHne pernameHTHbIX paboT no YpoBeHb
HavnmeHoBaHue | akcnnyaTtauuu CUCTEM 3aLLMUThI Kog |A/01.5 | (nogypoBeHb) 5
MHpopMaLM aBTOMaTU3NPOBAHHbBIX CUCTEM KBanudukauum
MNpouncx HU MMCTBOBaH
povcxoxaeHue OpuriHan X 3anmcTBOBaHO
TPYLOBOW hyHKLMM 13 opurMHana
Kop, PernctpaunoHHbIn
opuruHana Homep
npodgeccnoHansHoro
cTaHgapTa

HafeXHasa npaBoBas noaaepXxka
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

TpyLoBble AeNCTBUSA MpoBepka paboToCNOCOBHOCTM  CUCTEMBI  3aWnUTbl  MHGOPMAaLMK
aBTOMaTU3MPOBAHHOW CUCTEMBI

KOHTpOnb COOTBETCTBUA KOHGUIypauum cMCTeMbIl 3aLmnTbl MHOpMaLunm
aBTOMaTI/I3I/IF)OBaHHOI7I CUCTEMbI ee 3KCI‘IJ‘IyaTaLLI/IOHHOI7I OOKyMeHTauunmn

KOHTpOﬂb cTabunbHOCTU XapaKTepucTtuk cCUCTtemMbl 3aLlinThbl I/IH(*)OpMaLI,VII/I
aBTOMaTVI3I/IpOBaHHOIZ CUCTEMBbI

Heobxogumeble ymeHus KoHdurypupoBatb napameTpbl CUCTEMbl  3aliMTbl  MHGOPMALMK
aBTOMaTU3MPOBAHHOW CUCTEMbI B COOTBETCTBUM C €€ IKCMNyaTauMOHHON
JOKyMeHTaunemn

O6GHapyxmBaTb UM YCTpaHATb HEWCNPaBHOCTU CUCTEMbI  3aUThI
nHdopmaumm aBTOMaTU3MPOBaHHOM cuUcTeMbl cornacHo
3KCnnyaTaumoHHOW AOKYyMEeHTaumm

Mpoun3BoaUTb MOHTAX U ONArHOCTUKY KOMMbIOTEPHbLIX CETEeW

Mcnonb3oBaTb  TUMOBbLIE KpMI'ITOFpad)W-IeCKMe cpeacrtea  3allUThbl
VIH(*)OpMaLI,I/II/I, B TOM 4Ynucne cpeacrea C-)J'IeKTpOHHOIZ noanuncu

Heobxoaumble 3HaHus TunoBble CpeacTBa M MeTOoAbl 3aluTbl MHAOPMAaLMU B NOKanbHbIX U
rno6anbHbIX BbIYUCTIUTENbHBLIX CETAX

Ba3zoBasi KOHUrypaums cucTeMbl 3aWwuTbl nHcpopMaLmm
aBTOMaTU3MPOBAHHON CUCTEMbI

OcobeHHoCTH NPUMEHEHNA NPOrpaMMHbIX U MporpaMmmMHoO-annapaTHbIX
cpeacTsB 3allunTbl VIH(bOpMaLI,I/IVI B aBTOMAaTU3NPOBAHHbIX CUCTEMAX

TunoBble  cpefacTBa, MeTOAbl W MPOTOKOMbl  MAeHTMdMKauuw,
ayTeHTMdVKauum 1 aBTopmsaLum

HOpMaTVIBHbIe npaBoOBbI€ aKTbl B obnacTu 3awmThl VIHd)OpMaU,VIVI

OpraHu3aumoHHbIe Mepbl NO 3almTe MHopMaLmm

Lpyrve xapakTepucTukm | -

3.1.2. Tpynosas pyHKUMSA

BegeHune TexHMYeCKON JOKyMeHTaumm, YpOBEHb
CBA3aHHOW C 3KcnnyaTtauuen cuctem
HanmeHoBaHwue yarail Kog |A/02.5 |(nogypoBeHb) 5
3aLnThl MHopmaLun
KBanudmkaumm
aBTOMaTU3MPOBAHHbLIX CUCTEM
MpoucxoxaeHve 3aMmMcTBOBaHO
P KA OpwurunHan X
TPYLAOBOW OYyHKLMK 13 opurnHana
Kon PernctpaunoHHbIn
opurnHana Homep
npodeccnoHanbLHOro
cTaHgapTa
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

TpyLoBble AeNCTBUSA BeneHne pokymeHTOB y4yeTa, 00OpaboTKM, XpaHeHus U nepegayu
WHpopmMaLmn, cocTaBnAaoLLEN TanHy

MHdopmMmpoBaHme nepcoHarna ob yrposax 6esonacHocTn nHdopmMaumm

WHdopmMmmpoBaHe nepcoHana o npaBunax aJKcnnyataumm CucTembl
3alLMTbl aBTOMATU3NPOBAHHOW CUCTEMbI U OTAENbHbLIX CPEACTB 3alLMThbl
MHdopMaLmn

BeneHne NpoTOKOMOB 1 XXypHaNoB yyeta npy M3MeHeHUN KoHUrypaumm
CMCTEM 3aLluTbl MHpOpMaLMM aBTOMATU3MPOBaHHbBIX CUCTEM

BegeHne nMpoOTOKOMOB M XKypHanoB y4yeTa MpuM  OCYLECTBREHUU
MOHUTOPUHrA CUCTEM 3allMTbl MHGOPMAaLMM aBTOMAaTU3UPOBaHHbLIX
cuctem

BeneHwne NMPOTOKOJIOB U XypHaroB y4yeTa npu ocCyllecTBlieHun ayaguTta
cucTtem 3allnTbl VIHCpOpMaLI,VIVI aBTOMaATU3NPOBAHHbIX CUCTEM

Heobxoaumele yMeHuaA Od)OpMJ'IFlTb OOKyMeHTauuio no pernaMmeHtaunmn MepOﬂpMﬂTMVI n
OKasaHWKo ycnyr B obnacTu 3awmThl I/IH(bOpMaLI,I/IVI

OgopMnsaTb  TEXHUYECKYD  OOKYMEHTauuio B COOTBETCTBUM C
HOPMaTUBHbLIMW NPABOBLIMW akTamun B 061acTh 3aLLmTbl MHopMaLuum

Heobxogumble 3HaHus HOpMaTMBHbIe npaBoOBbI€ aKTbl B obnacTu 3awmThl VIHd)OpMaU,VIVI

OCHOBHblE METOOUYECKME U PYKOBOAALLME OOKYMEHTbI YNOSTHOMOYEHHbIX
denepanbHblX  OpraHoB  UCMOMHUTENBHOM  BNacTM NO  3awmTte
MHdopMaLunn

3KCI'IJ'IyaTaLLI/IOHHaF| n NpoeKTHanA OOKyMeHTauuA Ha
aBTOMaTU3NPOBAHHYKO CUCTEMY

OcHOBHble  MeToAbl OpraHM3auMM W MPOBEAEHUS  TEXHUYECKOro
06CnyXMBaHUS TEXHUYECKMX CPeACTB MHOpMaTU3aLmMn

OpFaHI/ISaLI,MOHHbIe Mepbl No 3aliuTe I/IHd)OpMaLI,I/IM

Lpyrne xapaktepuctmkm |-

3.1.3. TpyaoBasg yHKUNA

Ob6ecneyeHne 3aWwuTbl MHGOPMaLUK Npu YpoBeHb
HavnmeHoBaHue | BbIBOgE U3 aKCnnyaTaumm Kog |A/03.5 | (nogypoBeHb) 5
aBTOMaTU3MPOBAHHbLIX CUCTEM KBanudmkaumm
MpoucxoxaeHve 3aMmMcTBOBaHO
P KA OpwurunHan X
TPYLAOBOW OYyHKLMK 13 opurnHana

Kon PernctpaunoHHbIn
opurnHana Homep
npodeccnoHanbLHOro
cTaHgapTa
www.consultant.ru CrpaHvua 7 uz 41

HafeXHasa npaBoBas noaaepXxka


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
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"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

TpynoBble gencTeums YHu4TOXEHUE UHPOopMauun, obpabaTbiBaemMon aBTOMaTU3NPOBAHHOW
cucTemon

YHUUTOXEHME MaLUMHHBIX HOcuTenen uHdopmauun, obpabaTbiBaemon
aBTOMaTU3NPOBAHHOM CUCTEMON

ApxuBnpoBaHne nHdopmaumm, obpabaTtbiBaeMon aBToOMaTU3NPOBaAHHOWN
cucTemom

Heobxogumble ymeHus Mcnonb3oBate  MporpamMMHble  CpeacTBa AN apXMBUMPOBaHMUSA
WHpopmaumm

Mcrnonb3oBaTtb nNporpamMmmHble 1 NporpaMmMHo-annapartHble cpeacTsa Ans
YHUYTOXEHNS MHopMaLmMmn n Hocutenen nHopmMaumm

Mcnonb3oBaTb  TUMOBbLIE KpMﬂTOFpad)VI‘-IeCKVIe cpeacrtea  3alliuUThbl
VIH(*)OpMaLI,VIVI, B TOM YUCIi€ 3JIEKTPOHHYH NOo4NNCb

Heobxoanmele 3HaHWSA Mpouenypbl NO apxuBMpoBaHWO WHdOpmauuM, obpabaTbiBaeMon
aBTOMaTU3MPOBaHHOW CUCTEMOW

HasHayeHne u NpuHUMMNBI PaboTbl OCHOBHBLIX Y37I0B COBPEMEHHbIX
TEXHUYECKUX CPeacTB MHdopmaTUsaLmm

OpFaHI/I3aLI,VI$-| PEMOHTHOIo 06CJ'Iy)KVIBaHI/|$| KOMIMOHEHTOB
aBTOMaTVI3I/IpOBaHHOIZ CUCTEMBbI

PernameHT  aBTOMaTM3MPOBAHHOW  CUCTEMbI MO  YHUYTOXEHMIO
WHhopMaLIMM 1 MaLLUHHBIX HOCUTENen nHopmaLmu

HopMaTuBHbIE NpaBoBbIe akTbl B 0651acTH 3aWmUTbl MHGOpMaumm

OcCHOBHbIE METOAUYECKME U PYKOBOAALLME OOKYMEHTbI YNOSTHOMOYEHHbIX
denepanbHbIX  OpraHoB  WUCMOMHWTENBHOW  BNactM MO 3awuTte
MHdopMaLmn

Opyrvue xapakrepuctukm | -

3.2. O6obueHHasa TpygoBas pyHKUNS

Ob6ecneyeHne 3awmnTbl MHGPOPMALMKN B VDOBEHb
HanmeHoBaHMe | aBTOMATU3MPOBAHHLIX CUCTEMAX B Kop, B KlfanMdJMKau,MM 6

npouecce ux aKcnnyaraumm
MNpowmncx HU
ogg6uc.l,e(|)-|”|-<f)e|7l Tpe nosoi | OpurmuHan X 3aUMCTBOBAHO

y P 13 opurMHana
DYHKUNN
Kop, PernctpaunoHHbIn
opurmHana HOMeEp
npodeccnoHanbHoro
cTaHgapTa
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"06 yTBEepxaeHnn NpodeccnoHanbHOro cTaHgapTa
"Cneumanunct no 3awmute nHdopMaLmu. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

Bo3moxHble UrxeHep no sawmre nHpopmaumm

HaMMeHoBaHNs Cneuuwanuct no 3awmte nHgopmauun | kateropmm
JormkHocTen, npodeccun | Cneumannct no 3awmuTe nHdopmMauum Il kateropun
Cneuvanuct no 3awute nHopmaumm

VHxXeHep-nporpaMmMmnCT No TEXHUYECKOM 3aLumTe nHgpopmaumm |
KaTeropumm

VHXeHep-nporpaMMnCT N0 TeXHMYECKOoM 3auTe nHgopmavmm i
KaTeropuu

WHXeHep-nporpaMMnUCT N0 TEXHUYECKOW 3aluuTe nHdopmMaumm
WHxeHep-nporpaMmmuncT | kaTeropum

WhxxeHep-nporpammuct |l kateropum

UHxeHep-nporpammuncT Il kaTeropun

UHxeHep-nporpaMmmncT

TpeboBaHus kK Bbiclwee obpasoBaHue - bakanaespuaTt B 0611acT MHGPOPMaLMOHHOM
obpasoBaHuio 1 ©e3onacHocTu

obyyeHuo

TpeboBaHus K onbITy [ns pormkHocTen 6e3 kaTeropuii - onbiT paboTbl He TpebyeTcs
npakTu4eckom paboTol [lns [OMMKHOCTEN C KaTeropuen - onbIT paboThl B AOMMKHOCTU ¢ Gornee

HM3KOW (MpedLecTBYIOLLEN) KaTeropnuen He MeHee OAHOro roga

Ocobble ycnosus Hanunune gonycka K rocyaapCTBEHHON TarHe <6> (Mpu HeO6X04MMOCTH)
ponycka kK pabote

Opyrvue xapakrepuctukm | -

JononHutenbHble XapakTepUCTUKN

HaunmeHoBaHve Kog HanmeHoBaHve 6a3oBow rpynmbl, 4OMKHOCTU (Npodyeccuu) unu
AOKYyMeHTa cneumanbHOCTH
OK3 2519 PaspaboTunkn n aHanuMTuK1 nporpaMmMHOro obecneveHms un

NPUNOXEHWI, He BXOoAsLWMNE B ApYrue rpynnbl

N>

2

&)

CneumanucTsl OopraHos rocyp,apCTBeHHon BnacTtun

KoHcynbTaHTlInt0C: npumMmeYvaHme.
B odmumanbHOM TekCcTe AOKYMEHTa, BUAMMO, AOMNylleHa onevaTtka: umeetcs B Buay kog OK3
2522, a He 2523.

2523 CucTemMHble aAMUHUCTPaTOpbI
EKC - WHxeHep-nporpaMMncT (NporpammmcT)

- VHxxeHep-nporpaMmMmncT no TEXHUYECKOM 3aLumnTe MHpopmaumm
oKnaTe 22824 WHxeHep-nporpaMMmmncT

26579 CneumanucT no 3awute nHgopmarmm

22567 WHxeHep no 3awmrte uHgopmauunm

3.2.1. Tpyposas dyHKUMSA
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H

"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

[narHocTrka cucTeM 3awmuTbl HpopmaLmm YpoBeHb
HanmeHoBaHve | aBTOMaTU3NPOBAHHbIX CUCTEM Kog |B/01.6 |(nogypoBeHb) 6
KBanudukaumm
MpoucxoxaeHue 3anmcTBOBaHO
P KA OpwuruHan X
TPYLOBOW hyHKLMK 13 opurnHana

Kop, PernctpaunoHHbIn
opurnHana Homep
npodeccuoHanbLHoro
cTaHpapTa
TpynoBble 4encTBUA O6GHapyxeHune WHUMOEHTOB B npowecce akcnnyaTauum

aBTOMaTVI3I/IpOBaHHOIZ CUCTEMBI

WaeHTtndurkaumna MHUMOEHTOB B npouecce akcnnyaTaumm
aBTOMaTU3MPOBAHHOW CUCTEMBI

OueHka 3alULLEHHOCTM aBTOMAaTU3UPOBAHHBIX CUCTEM C MOMOLLbBIO
TUMOBBIX MPOrPaMMHbIX CPEACTB

yCTpaHeHI/Ie MHUMOEHTOB, BO3HUMKLUMX B Npouecce 3Kcnnyatauum
aBTOMaTMSI/IpOBaHHOIZ CUCTEMBI

Pacyetr nokasatenen  adeKkTMBHOCTM  3awWuTbl  MHDOPMALMK,
obpabaTbiBaeMol B aBTOMATU3MPOBAHHBLIX CUCTEMAX

MHCTpYMeHTanbHbIN KOHTPOSb MoKasaTtenen adpdeKTUBHOCTU 3aluuTbl
nHdopmaumm, obpabaTeiBaeMori B aBTOMaTU3NPOBaHHbIX CUCTEMAX

Heobxoanmele ymeHWs

OﬂpeﬂeﬂﬂTb MCTOYHUKN U NMPUYNHbI BOSHUKHOBEHUA NMHLMOEHTOB

OueHurBaTb NOCNEACTBMSA BbIABNEHHbLIX MHLUMAEHTOB

O6Hapy)KVIBaTb HapyLlleHnda npasui pasrpaHn4yeHna gocrtyna

YCTpaHsTh HapyLleHWs NpaBuIl pasrpaHMyeHus 4ocTyna

OcyLLI,eCTBJ'IFlTb KOHTPOIJ1b obecneyeHunst YpPOBHA 3alUMLLEHHOCTU B
aBTOMaTU3NPOBaAHHbIX CUCTEMAX

Mcnonb3oBaTb Kpuntorpaduyeckme MeToabl M CPeAcTBa  3aluThl
MHopMaLM B aBTOMATU3NPOBAHHbIX CUCTEMAX

Heobxoaumble 3HaHUA

HOpMaTVIBHbIe npaBoOBbl€ aKTbl B obnacTu 3awmThl VIHCbOpMaU,VIVI

HauvoHanbHble, MeXrocyaapcTBeHHble U MeXAyHapoAHble cTaHaapThl B
o6nacTy 3almTbl MHopMaLK

Pykosogdwme ©n  meTognyeckme  OOKYMEHTbl  YNOSHOMOYEHHbIX
degepanbHbIX  OpraHoOB  UCMOMHWTENbHOW  BNactM NO  3awumTte
nHdopmaLmm

OpraHu3aunoHHble Mepbl Mo 3almTe UHopMaumm

HafeXHasa npaBoBas noaaepXxka
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

MpuHUMNBLI NOCTPOEHUS CpeacTB 3almTbl MHopMauun oT "yTedkn" no
TEXHUYECKUM KaHanam

KpuTepum oLeHKM 3aluLLIeHHOCTM aBTOMaTU3MPOBaHHON CUCTEMBI

TexHudeckne cpenctBa KOHTpons 3PAEKTMBHOCTM Mep  3alluThbl
MHdopMaLunn

PernameHT  WH(OpMMpOBaHMS  MNepcoHana  aBTOMaTU3NPOBAHHOWN
CUCTEMbI O BbISIBNIEHHbIX MHUMOEHTaxX

PernameHT yyeTa BblIABJIEHHbIX MHUWOEHTOB

PernameHT YCTpaHeHnAa NHUMOEHTOB

OcHoBHble  KpunTorpaduyeckne MeTodbl, anropuTMbl, MPOTOKOMbI,
ucrnonb3yemble AN obecrneyvyeHus  3aWnUTbl  MHopmauunm B
aBTOMAaTU3MPOBaHHbIX CUCTEMAX

Lpyrve xapakTepucTukm | -

3.2.2. Tpynosas pyHKUMSA

AOMWHUCTPUPOBAHME CUCTEM 3aLUUTHI YpoBeHb
HavmeHoBaHWe | nHcbopmMaummn aBToMaTM3npoBaHHbIX cuctem | Koa | B/02.6 | (noayposeHb) 6
KBanudmkaumm
MpoucxoxaeHve 3aMMcTBOBaHO
P KA OpwuruHan X
TPYZOBOW hyHKLMK n3 opurnHana

Kop, PernctpaunoHHbIn
opuruHana Homep
npodeccnoHanbHoro
cTaHgapTa
TpynoBble 4eNCTBUA YcTaHoBKa obHoBNEHUN NporpaMmMHoOro obecneyeHus

aBTOMaTVI3I/IpOBaHHOIZ CUCTEMBDI

ObecneyeHne 6GesonacHocTM wHGOpPMauMmM c ydeTom TpebosaHus
3 peKTUBHOIro PYHKLIMOHMPOBAHNS aBTOMATU3UPOBAHHOW CUCTEMBI

YnpaBneHne nOSIHOMOYMSMW MNofib3oBaTener aBTOMaTU3MPOBAHHON
CUCTEMBbI

MHdopmmpoBaHMe  nomnb3oBaTenen o  npaBunax  aKcnayataumm
aBTOMATU3MPOBAHHOMW CUCTEMbI C y4deToMm TpeboBaHuMi MO 3awmTe
MHdopMaLmn

I'IpOBep,eHMe 3aHATUIA C nepcoHanom no pa60Te C CMUCTEMOW 3alUuThbl
VIH(*)OpMaLI,VIVI aBTOMaTVISI/IpOBaHHOIZ CUCTEMbI, BKIlO4aA nMnposeaeHne
NpakTn4eCcKnx 3aHATUN C nepcoHaniomMm Ha MmakeTax unm B TECTOBOW 30He

BHeceHne un3amMeHeHMn B aKCcnnyaTauyMoOHHYO  OOKYMEHTauuw U“n
OopraHusaunMoHHO-pacnopagnuTeribHble OOKYMEHTbl MO CUCTEME 3allUThbl
VIH(*)OpMaLI,VIVI aBTOMaTI/I3VIpOBaHHOl7I CUCTEMDbI
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

Heobxogumble yYMEeHUaA CospnaBartb, yoanaTb U U3MEHATb Y4YeTHble 3annucu nonb3oBaTenen
aBTOMaTVI3I/IpOBaHHOIZ CUCTEMBI

nﬂaHVIpOBaTb NONMUTUKY ©e3onacHocTn nporpaMMHbIX KOMMNOHEHTOB
aBTOMaTU3NPOBAHHbLIX CUCTEM

YcTaHaBnuBatb W HacTpamBaTb OMepauMOHHbIE CUCTEMbl, CUCTEMbI
ynpaBneHus ©6asamu OaHHbIX, KOMMbHOTEPHblE CETU W MporpaMMHble
CUCTEMBI C y4eToM TpeboBaHuii No obecnevyeHnto 3almTbl MHopMauum

Wcnonb3oBaTb kpuntorpaduyecke MeToabl W CpedacTsa  3alUuThbl
MHOPMaLMKN B aBTOMaTU3NPOBaHHbIX CUCTEMAX

PeFMCTpI/IpOBaTb CcobbITUS, CBsiI3aHHble C 3alUUTON I/IHd)OpMaLI,MM B
aBTOMaTU3NPOBAHHbIX CUCTEMAX

AHanuanpoBatb CObObITUSA, CBS3aHHble C 3awWmMTon WHOPMauMM B
aBTOMaTN3MpPOBAHHBLIX CUCTEMAX

HeobGxoavmble 3HaHWS MpyHUMNBI OPMMPOBaHMS MONUTUKN MHGOPMaLUMOHHOW Ge3onacHoCTH
B aBTOMaTU3MPOBAHHLIX CUCTEMaX

MporpammHo-annapaTHble cpeacTea 3awuTbl nHdpopMaLmm
aBTOMaTU3MPOBaHHbIX CUCTEM

OcHoBHble KpVII'ITOFpan)I/I‘-IeCKI/Ie MeToAdbl, anropuTMbl, MPOTOKOSbI,
ncnonb3dyemble AOnA  3alnTbl I/IHCbOpMaLI,I/II/I B aBTOMAaTU3NPOBAHHbIX
cucremax

MeToabl KOHTpONSA 3PdEKTUBHOCTM 3almTbl MHOpMaLMM OT "yTedkn"
No TEXHN4YEeCKNM KaHanam

KpuTepun oueHKkM 3hdeKTUBHOCTM U HaOeXHOCTM CpeacTB 3alluThbl
nporpaMmMHoro o6ecneyeHnsi aBToMaTU3NPOBaHHbIX CUCTEM

TexHuyeckme cpenctBa KOHTpons 3(PEKTUBHOCTM Mep  3aluTbl
WHpopmaumm

MpUHUMMBI OpraHM3aumMn 1 CTPYKTypa CUCTEM 3alUuTbl MPOrpaMMHOIO
obecrneyeHnst aBTOMaTU3NPOBaHHLIX CUCTEM

Cop,ep>|<aH|/|e N nopanoK AeATellbHOCTU nepcCoHalna no 3Kkcnnyartauuu
3allneHHbIX aBTOMaTtn3npoBaHHbIX CUCTEM U CUCTEM GesonacHocTn
aBTOMaTU3NPOBAHHbIX CUCTEM

OcHoBHble Mepbl Mo 3awute MH(*)OpMaLI,I/II/I B aBTOMATU3NPOBAHHbIX

cucTemax
[pyrue xapaktepuctukn |-
3.2.3. TpypoBas dyHKUMSA
YnpasneHue 3awuTon nHdpopmMaumm B YpoBeHb
HanmeHoBaHve | aBTOMaTU3MPOBAHHbLIX CUCTEMAX Kog |B/03.6 |(nogypoBeHb) 6
KBanudukaumnm
www.consultant.ru CrpaHvua 12 u3 41
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

Mpouncx HU MMCTBOBaH
povcxoxaeHue OpuruHan X 3aMMcTBOBaHO
TPYLOBOW hyHKLMK 13 opurnHana
Kop, PernctpaunoHHbIn
opuruHana Homep
npodgeccnoHansHoro
cTaHpapTa
TpyLoBble AeNCTBUSA AHanu3 BO30eNCTBUSA U3MEHEHUIN KOHUrypauum aBToOMaTU3NPOBAHHOW

CnUCTeMbl Ha ee 3alnNLLEHHOCTb

CocraBneHue komnnekca npaBwi, Npoueayp, NpakTUYecKuX Mpruemos,
MPUHLIMIMOB U METoO0B, CPpeAcTB obecneyeHus 3alimTbl MHopMauun B
aBTOMaTU3MPOBaHHON cucTeme

OueHka nocrnencTeuii OT peanuaaunm yrpo3 6e3onacHoOCcT MHgopMaLmum
B aBTOMAaTU3MPOBAHHON cUCTEME

AHanus N3MeHeHUs! yrpos 6e3onacHoCTM nHcpopMaLmm
aBTOMaTU3MPOBaHHON CUCTEMbI, BO3HUKAIOLLMX B XO4e ee aKcnyaTaumm

Heobxogumble ymeHus OueHnBaTb UHOOPMALMOHHbBIE PUCKM B aBTOMaTU3NPOBAHHbIX CUCTEMaX

KnaccuduumposaTtb 1 oLeHUBATL Yrpo3bl 6€30MacHOCTM MHhopMaLmm

Onpepensitb  nopnexawe 3awute  MHMOPMALMOHHbIE  PeCypChl
aBTOMAaTM3MPOBAHHbLIX CUCTEM

MpMeHsATb  HOpMAaTUBHbIE  OOKYMEHTbl MO NMPOTUBOAEWCTBUIO
TEeXHUYeCKon pasBegke

Pa3pa6aTblBaTb npennoXxeHma no CcoBepLleHCTBOBAHUIO CUCTEMbI
ynpasJieHnA 3almnTbl I/IH(*)OpMaLI,VII/I aBTOMATU3NPOBAHHbIX CUCTEM

KoHdurypupoBatb napamMeTpbl CUCTEMbl  3aliMTbl  MHGOPMALMM
aBTOMaTU3MPOBAHHBLIX CUCTEM

MpUMeHsTb TexHudeckne cpencTtBa KOHTPOMs 3dEKTUBHOCTU Mep
3aWmThl MHGOpMaLmm

Heobxogumble 3HaHus OcHOBHble MeTOabI ynpasrieHuA 3awmTon VIH(bOpMaLI,I/IM

OcHoBHble yrpo3bl 6e30MacHOCTV MHGOPMaUMM U MOAENW HapyLwUTens
B aBTOMAaTU3MPOBaHHbIX CUCTEMAaX

MeToabl 3aWuThl MHOPMAaLUK OT "yTeUKN" N0 TEXHUYECKMM KaHanam

HopmaTuBHbIe NpaBoBbIe akTbl B 0611acTu 3aLWnThbl MHOpMaLmMm

HauvoHanbHble, MeXrocyaapcTBEHHbIE U MeXAyHapoAHble CcTaH4apThl B
obnacTtu 3almTbl MHdOopMaLUK

PykoBopggiwime 1 MeTogMyeckue  OOKYMEHTbl  YNONIHOMOYEHHbIX
defepanbHblX  OpraHoB  UCMOSMHUTENBHOW  BNacTM NO  3awuTte
MHdopMaunmn
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

Opyrvue xapakrepuctukm | -

3.2.4. TpypoBas dyHKUMSA

ObecneueHne paboTtocnocobHOCTU cUCTEM YpoBeHb
HavmeHoBaHue | 3almTbl MHOPMaLMM NPU BO3HUKHOBEHUN Kog |B/04.6 |(nogypoBeHb) 6
HeLITaTHbIX CUTYaL Wi KBanudmkaumm
Mpowncx HU MMCTBOBAH
poncxoxaeHme OpuruHarn X 3anmcTBoBaHO
TPyAoBOKn hyHKLNN n3 opurmHana

Kon PermcrtpaunoHHbIn
opuruHana HoMep
npodeccnoHarnsLHoro
cTaHpapTa
TpyaoBble AencTBMSA O6HapyxeHne HeucnpaBHocTen B paboTe  cucTtembl  3aWuThbl

MH(*)OpMaLI,I/II/I aBTOMaTM3MpOBaHHOIZ CUCTEMDbI

YcTpaHeHue HeucnpaBHOCTEN B paboTe cucTeMbl 3aLuTbl MHGOpMaLMm
aBTOMAaTU3MPOBAHHON CUCTEMDbI

Pe3epB|/|pOBaHl/Ie nporpamMmmHoro obecneyeHnsi, TEXHNYECKMX cpencrTs,
KaHanoB nepegayun gaHHbIX aBTOMaTI/I3VIPOBaHHOl7I CUCTEeMbI yrnpaBlieHnd
Ha cnyqal7| BO3HUKHOBEHUA HELWUTATHbIX CVITyaLI,VIVI

CospnaHune alnbTePHATUBHbLIX MECT XpaHEeHUA n O6p360TKI/I I/IH(*)OpMaLI,I/IM
Ha cnyqa|7| BO3HUKHOBEHUA HELUTATHbIX CMTyaLI,VII7I

BoccTtaHoBneHue nocrne c60eB 1 OTKA30B MPOrpamMMHOro obecrneyeHus
aBTOMaTU3NPOBAHHbIX CUCTEM

Heobxogumble YMEeHUaA anIMeHFITb TUNOBblE TMporpaMmMHblie CpeacTtBa pe3epBUpOBaHNA W«
BOCCTaHOBJ1E€EHUA VIHCbOpMaU,I/IVI B aBTOMAaTU3NPOBAHHbIX CUCTEMAX

MpuMmeHsTb cpefcrea obecneyeHus 0OTKa30yCTONYMBOCTU
aBTOMaTU3MPOBAHHbLIX CUCTEM

Knaccndpumumposats  ©“  oueHuMBaTb  Yrpo3bl  MH(OpMaLMOHHOMN
Be3onacHocTu

anIMeHFITb nporpaMmmMmHblie cpencTea obecneveHns GesonacHoCcTH
AaHHbIX

JlokymMmeHTUpoBaTb AeNCTBUS MO YCTPaHEHUIO HeucnpaeHocTel B paboTte
cUcTeMbI 3aLWUTLl MHGOPMaLIMKM aBTOMaTU3UPOBAHHOW CUCTEMBI

Heobxoaumble 3HaHUA MeToabl 7] cnocobsbl obecneyveHus 0TKa30yCTONYMBOCTU
aBTOMaTU3NPOBAHHbIX CUCTEM

CO,Cl,ep)KaHI/Ie N nopAanoKk AeATellbHOCTU nepcoHalna no 3Kkcnnyartauun
3allnLEeHHbIX aBTOMaTU3NPOBaAHHbIX cucrem n noacucTtem
©e3onacHocTu aBTOMaTU3NPOBAHHbLIX CUCTEM

OcHoBHble MH(*)OpMaLI,I/IOHHbIe TeXHonorunu, ncnonb3yembie B

www.consultant.ru CrpaHvua 14 us3 41
HafeXHasa npaBoBas noaaepXxka


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

aBTOMaTU3NPOBAHHbLIX CUCTEMAX

MpyHUMNBLI NOCTPOEHUsA CcpeacTB 3almTbl MHopMauMm oT "yTeukn" no
TEXHUYECKUM KaHanam

I'IporpaMMHo-annapaTHble cpeactea obecneyeHus 3alnTbl
VIH(*)OpMaLI,I/II/I aBTOMATU3NPOBAHHbIX CUCTEM

HopmaTuBHble NpaBoBbIe akTbl B 06M1acTu 3awuThbl MHpopmaLumm

PykoBogsawme 1M MeToOMYECKME  OOKYMEHTbl  YMOJIHOMOYEHHbIX
degepanbHbIX  OpraHoB  UCMOMHWTENBHOW  BNactM MO 3awumTte
MHdopMaLnn

OpFaHI/ISaLI,MOHHbIe Mepbl Mo 3aliunTe I/IHd)OpMaLI,I/IM

Lpyrne xapaktepuctmkm |-

3.2.5. TpyaoBasga yHKUNA

MOHUTOPUHT 3aLULLEHHOCTN NHOpMaLMK YpoBeHb
HanmeHoBaHve | B aBTOMaTU3UPOBAHHLIX CUCTEMAX Kog | B/05.6 |(nogypoBeHb) 6
KBanudukauum

[Mpouncx HK MMCTBOBaH
poncxoxaeHue OpurvHar X 3anmcTBOBaHO
TPyAoBOM hyHKLMN n3 opurmHana
Kon PerncrtpaunoHHbIn
opurnHana Homep
npodeccnoHansHoro
cTaHgapTa
Tpynosble oencTeus BblpaboTka pekoMeHOauui Onis NPUHATUS pelleHuMst O MOAEpPHM3aLmm

CUCTEMbI 3alUUTbI I/IHC*)OpMaLWII/I aBTOMaTI/I3I/IpOBaHHOVI CUCTEMBbI

BblpaboTka pekoMeHOauuii Onsi MPUHATUSE PeLUeHUss O MOBTOPHOA
aTTectauMy aBTOMaTU3MPOBAHHOM CUCTEMbI WM O MNpPOBEAEeHWU
AOMONHUTENbHBIX aTTeCTALMOHHbLIX UCMbITaHWM

BhisiBnexue yrpos GesonacHocTn VIH(bOpMaLI,I/IM B aBTOMaTU3NPOBAHHBbIX
cucremax

MpuHaTMe Mep 3awuTbl UMHGOPMAaUMM MPU BbISBIIEHUA HOBbLIX Yrpo3
6esonacHoCTW MHopMaLun

AHanmMa HegocTaTKkOB B (DYHKUMOHMPOBAHMU  CUCTEMBbI  3aLUUThI
MHdOpMaLMK aBTOMaTU3MPOBaHHOM CUCTEMBI

yCTpaHeHMe HeJOoCTaTKOB B (byHKLI,MOHI/IpOBaHI/IM CUCTEMbI 3allnTbl
VIH(*)OpMaLI,VIVI aBTOMaTI/I3VIpOBaHHOl7I CUCTEMDbI

Heobxogumeble ymeHus KnaccudwmumpoBaTtb ¥ oueHuMBaTb  yrpo3bl  MHOPMALMOHHOM
6esonacHocTu

AHaJ'IVI3VIpOBaTb nporpaMmmMHble, APXUTEKTYPHO-TEXHNYECKNE n
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
"Cneumanuct no 3awumrte nHdopmaumum. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

CXeMoTexHun4eckme peLleHunda KOMMOHEHTOB  aBTOMaTU3NPOBAHHbIX
cucremMm Cc Lenblo BbIABIIEHUNA noTeHuunanbHbIX yF|3BI/IMOCTeIZ
©Ge3onacHocTH MHCbOpMaLI,VIVI B aBTOMaTuU3NpPOBaHHbIX CUCTEMAX

MpuMeHATL  HOpMaTUBHbIE  OOKYMEHTbl MO NPOTUBOAEWCTBUIO
TEXHUYECKOW pa3Benke

KoHTponupoBaTb 3((EKTUBHOCTL MPUHATBIX Mep Mo  peanusauuu
nonuTuk 6e3onacHOCT! MHGOPMAaLIUM aBTOMaTU3NPOBAHHBIX CUCTEM

KOHTpOJ‘IMpOBaTb cobbiTMst 6e3onacHOCTM M OeWCTBUS Monb3oBaTenen
aBTOMaTU3NPOBAHHbLIX CUCTEM

MpuMeHATL TexHudeckue cpeactBa KOHTPONs 3MEPEKTUBHOCTU Mep
3alWmnThl MHopMaLmm

[lokyMeHTUpoBaTb npoueaypbl n pesynbTaThbl KOHTpOnsi
(hYHKLMOHMPOBaHWMS cucTeMmbl 3awunThl nHcpopMaLmm
aBTOMaTU3MPOBAHHOW CUCTEMbI

Heobxogumble 3HaHus Cop,epx(aHVle N nopAanoK AeATellbHOCTU nepcoHalna no 3kcnnyartauuu
3allnLLEeHHbIX aBTOMaTU3NPOBaAHHbIX cucrem n noacucTem
©e3onacHocTu aBTOMaATU3NPOBAHHbLIX CUCTEM

OcHoBHble yrpo3sbl 6e30nacHOCTVM MHGOPMaLMM U MOAENW HapyLIUTENs
B aBTOMaTU3MPOBaHHbIX CUCTEMaX

OcHoOBHble KpVII'ITOFpan)I/I‘-IeCKI/Ie MeToAdbl, alnropuTMbl, MPOTOKOSbI,
ncnonb3dyemble AOnA  3alnTbl I/IHCbOpMaLI,I/II/I B aBTOMAaTU3NPOBAHHbIX
cucremax

MporpammHo-annapaTHble cpeacTea obecneyeHust 3aWmnThl
MHpOPMaLIMM aBTOMaTU3NPOBAHHBIX CUCTEM

MeToabl 3aWuThl MHPOPMALUK OT "yTeUKN" NO TEXHUYECKMM KaHanam

HopmaTuBHble NpaBoBble akTbl B 06M1acTu 3awuThbl MHpopmaLumm

PykoBogsawme 1M MeToOMYECKME  OOKYMEHTbl  YMOJTHOMOYEHHbIX
degepanbHbIX  OpraHoB  UCMOMHWTENBHOW  BNactM MO 3awumTte
MHdopMaLnn

OpFaHI/ISaLI,MOHHbIe Mepbl No 3aliuTe I/IHd)OpMaLI,I/IM

Lpyrne xapaktepuctmkm |-

3.2.6. TpygoBasa yHKUNA

AyanT 3almieHHoCTM nHdopmauum B YpoBeHb
HanmeHoBaHve | aBTOMaTU3MPOBAHHbLIX CUCTEMAX Kog |B/06.6 |(nogypoBeHb) 6
KBanudukauum
I'IpomcxozK,qume OpurvHar X 3anmcTBOBaHO
TPYLAOBOW hyHKLMM 13 opurnHana
www.consultant.ru CrpaHvua 16 us 41

HafeXHasa npaBoBas noaaepXxka


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
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"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

Kop, PernctpaunoHHbIn
opurnmHana Homep
npodeccuoHanbLHoro
cTaHoapTa

TpyooBble AenCTBuUSA OueHka NHPOPMaLIMOHHBIX PUCKOB

O6ocHOBaHME U KOHTPOSb Pe3ynbTaToOB YMpPaBIIEHYECKUX pPeLUeHMn B
obnacTtn 6e3onacHOCTM MHOPMaLUN aBTOMAaTM3MPOBAHHbIX CUCTEM

3KcnepT|/|3a COCTOAHUA 3alNLLEHHOCTHN I/IH(*)OpMaLI,VII/I
aBTOMaTU3NPOBaAHHbIX CUCTEM

ObocHoBaHne  kpuTepmeB  9PMEKTUBHOCTM  (PYHKUMOHMPOBAHUS
3alUMLEHHbIX aBTOMATU3UPOBAHHbLIX CUCTEM

Heobxogumble ymeHus KnaccudpmumpoBaTb 1 oueHuBaTh yrpo3bl 6e30nacHoOCTU MHGOPMaL MK
ansa obbekTa nHopmaTusaumm

Pa3pa6aTblBaTb npennoxeHma nno CcoBepLleHCTBOBAHUIO CUCTEMbI
ynpasJieHNA MHd)OpMaLlMOHHOVI ©e30nacHOCTbIO aBTOMAaTU3NPOBAaHHbIX
cucrtem

Pa3pa6aTblBaTb NOJINTUKN BGe3onacHocTH I/IH(*)OpMaLI,I/II/I
aBTOMaTU3NPOBAHHbIX CUCTEM

MpUMEHATb WHCTPYMEHTarnbHblE CpeacTBa KOHTPONS 3alMLEHHOCTM
nHopMaLMM B aBTOMaTU3MPOBAHHbIX CUCTEMaX

Heobxogumble 3HaHus OcCHoBHbIe KpVII'ITOI'pad)I/I‘-IeCKVIe MeTodbl, aliropuTtMbl, TMPOTOKOJIbI,
ncnonb3dyemble AOnA  3aluTbl VIHCbOpMaLI,VIVI B aBTOMAaTU3NPOBAHHbIX
cucremax

Cnoco06bl 3aWmThl MHopMaLmm oT "yTeykn" No TEXHNYECKMM KaHanam

MeToapbl KOHTpoONsA 3PPEKTMBHOCTU 3awmuTbl MHOPMaUMM OT "yTeykn"
No TEXHNYECKUM KaHanam

anIHLI,VII'IbI NOCTPOEHNA CUCTEM 3aLLNTDI VIH(pOpMaU,VIVI

HOpMaTMBHbIe npaBoOBbl€ aKThbl B obnacTtun 3awunTbl MH(*)OpMaLLI/IM

PykoBogdwme ©n  meTogMyeckme  OOKYMEHTbl  YNOSHOMOYEHHbIX
defepanbHbIX  OpPraHoB  MCMOMHWUTENbHOW  BNactu Mo 3awmTte
nHdopmaumm

OpraHu3aunoHHble Mepbl Mo 3alumTe UHhopMaumm

Opyrve xapakrepuctukm | -

3.3. O6obueHHasa TpygoBas yHKUNS

BH HU ncrtem NTbl H Mauunuun BEeHb
HanmeHoBaHue EAPEHME CCTEM 3aLll ¢opmau Kopg C Ypose 6
aBTOMaTU3NPOBAHHbLIX CUCTEM KBanudgukauum
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

Mpouncx HU
og§6uc.l,e(|)-|”|-<f)e|7l Tpe nosol | OpurmMHan X SaumCTBOBAHO
Y 13 opurnHana
dDYHKUNN
Kog PervctpaunoHHbIn
opuruHana HoMep
npodeccuoHarnbLHoro
cTaHgapTa
Bo3amoxHble WHxeHep no 3awmrte uHgopmauum
HaMMEHOBaHUs Cneuuwanuct no 3awute nHcgpopmauum | kateropmm

pormkHocTen, npodeccun | Cneumnanuct no 3awmuTe nHdopmaumm |l kateropum
Creuuwanuct no 3awute nHopmauum

UHxeHep-nporpaMMmCT No TeXHUYeCKon 3awwmTte nHdopmaumm |
KaTeropuu

MH)XeHep-nNporpaMMmnCT No TEXHUYECKOW 3aLumnte nHgpopmaumm |l
KaTeropum

VHxeHep-nporpaMMmCT Mo TEXHUYECKOW 3alumTe MHopMaLmm
WHxxeHep-nporpaMmmncT | kateropum

UrxeHep-nporpammunct |l kateropum

UrxeHep-nporpammunct Il kateropuu

WHxXeHep-nporpaMMmmncT

TpeboBaHus K Boiclwee obpasoBaHue - bHakanaBpuat B 06nactu MHMOPMALMOHHON
obpasoBaHuio 1 ©e3onacHocTn

oby4yeHuto

TpeboBaHus K ONbITY He meHee ogHoro roga B 06nactu 3awwmTtbl MHGOPMaLMM UM HE MeHee
npakTu4eckon padboTol OBYX net B 006nactm MHMOPMALMOHHBLIX TEXHOMOrMA ANs OOIMKHOCTEN

6es kaTeropui
[ns gomkHocTel ¢ kateropuen - onbiT paboTbl B AOMKHOCTU ¢ Gonee
HM3KOW (NpeLUIeCTBYIOLLEN) KATErOPUEN HE MEHEE OAHOrO roga

Ocobble ycnosus Hanunune gonycka K rocyaapCTBEeHHON TanHe (Mpy HEOBXOAMMOCTN)
gonycka k pabote

Opyrvue xapaktepuctukn | PekomeHagyeTcsi gononHutTenbHoe npodeccuoHanbHoe obpas3oBaHue -
nporpaMmbl MOBLILIEHUS KBanudukaumMm B o6ractM MHGpOpMaLMOHHON
Be3onacHocTu

JononHutenbHble XapakTePUCTUKN

HaunmeHoBaHve Kog HanmeHoBaHve 6a3oBow rpynmnbl, 4OMKHOCTU (Npodyeccum) nnu
AOKyMeHTa cneumanbHOCTU
OK3 2519 PaspaboTunkn n aHanuMTuK1 NnporpaMmMHoro obecneveHms un

MPUNOXEHUI, He BXOASLLME B ApYrve rpynnbl

2425 CneumanncTbl OpraHoB rocygapcTBEHHOM BriacTy

EKC - MHXeHep-nporpaMmuncT (MporpammmcT)

WHxeHep-NporpaMMmUCT Mo TEXHUYECKON 3aLuuTe MHdopmaLmm
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

oKnaTP 22567 UrxeHep no sawmrte nHpopmaumm

26579 CneumanncTt no 3awute nHgopmaumm

3.3.1. Tpynosas pyHKUMSA

YCcTaHoBKa 1 HacTpoKKa CpeacTB 3aLmThl YpoBeHb
HanmeHoBaHue | MHpopMaumn B aBTOMaTU3MPOBAHHBIX Kog | C/01.6 | (nogypoBeHb) 6
cucremax KBanudukauum
MpoucxoxaeHve 3aMMcTBOBaHO
P KA OpwuruHan X
TPYZOBOW hyHKLMN 13 opurnHana

Kop, PernctpaunoHHbIn
opurnHana Homep
npodeccnoHanbHoro
cTaHgapTa
TpynoBble 4eNCTBUA BxogHOW KOHTpPONb KayecTBa KOMMMEKTYOLWNX U3OENUiA  CUCTEMBI

3alnThbl VIHCbOpMaU,I/IVI aBTOMaTVI3VIpOBaHH017I CUCTEMDI

OcyLIJ,eCTBJ'leHMe aBTOHOMHOW Hanagku TEeXHUYECKUX W nporpamMmmMHbIX
cpeacTB CUCTEMbI 3aLLUTbI I/IHd)OpMaLIMVI aBTOMaTI/ISI/IpOBaHHOIZ CUCTEMBbI

lNpoBeaeHne NpMeMOYHbIX UCMbITAHUA CUCTEMbl 3aLUnTbl MHGOPMaLnn
aBTOMaTI/I3I/IpOBaHHOIZ CUCTEMbI

BHeceHne B 9KCM/yaTauUOHHYK  OOKYMEHTauuMio  M3MEHEHUR,
HanpaBIieHHbIX Ha yCTpaHeHMe HeOoCTaTKOB, BbISIBIEHHLIX B MpoLecce
WCMbITaHMN

Heobxogumele yYMEeHUA AD,MMHIACTpVIpOBaTb nporpaMmmMmHble  cpefcTtBa CUCTEMBI 3alnTbl
VIH(*)OpMaLI,VIVI aBTOMATU3NPOBAHHbIX CUCTEM

yCTpaHﬂTb M3BECTHble YA3BUMOCTU aBTOMaTI/I3VIpOBaHHOl7I CUCTEMbl,
npmneodlime K BOSHMKHOBEHUIO YIrpo3 ©e3onacHocTun MH(*)OpMaLI,I/II/I

MpMeHsATb  HOpMaTUBHbIE  OOKYMEHTbl MO NMPOTUBOAEWCTBUIO
TEeXHUYeCKon passegke

anMeHﬂTb aHannTn4yeckne n KOMMbOTEPHbIE moaenun
aBToMaTn3npoBaHHbIX CUCTEM U CUCTEM 3aLLNThI I/IHCbOpMaLI,VIVI

MpoBognTb  aHanmM3  CTPYKTYPHbIX U DYHKUMOHAmbBHbIX  CXEM
3alULLIEHHON aBTOMAaTU3UPOBAHHOM CUCTEMBI

OnpegensTe NapamMeTpbl HACTPOMKM MPOrpamMMHOro  oGecneyeHus
CUCTeMbI 3aLmTbl MHGOPMaLMM aBTOMaTU3NPOBAHHON CUCTEMBI

Heobxognmble 3HaHMSA OcHoBHble yrposbl ©e3onacHocTu I/IH(bOpMaLI,MVI M MoAenun Hapywutens
B aBTOMaTU3NPOBaAHHbIX CUCTEMAX

CopepxaHune 3KcnnyaTauuMoHHOW AOKYMEHTauMM aBTOMaTU3MPOBAHHOM
CUCTEMBbI
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

TunoBble  cpefacTBa, MeTOAbl W MPOTOKOMbI  MAeHTMdMKauuw,
ayTeHTMdMKauum 1 aBTopmsaumnm

OcCHOBHble Mepbl MO 3aluMTe MHGOPMaUuM B aBTOMaTU3NPOBAHHbIX
cuctemax

HOpMaTMBHbIe npaBoOBbI€ aKTbl B obnacTu 3awmThl VIH(bOpMaLI,I/WI

PyKOBO,lJ.ﬂLIJ,I/Ie n meTogunyeckune OOKYMEHTbI YNONMHOMOY€EHHbIX
(bep,epaanblx OopraHoB MCMNONHUTENbHON BnacTtun no 3awunTte

WHpopmaumm
Lpyrne xapaktepuctmkm |-
3.3.2. TpyaoBasga yHKUNA
PaspaboTka
opr:fHmsauMOHHo-pacnopﬂnmenbelx YpoBeHb
HanmeHoBaHwue Kog | C/02.6 |(nogypoBeHb) 6
OOKYMEHTOB NO 3aLumTe MHopmauum B
KBanudukauum
aBTOMaTU3NPOBAHHbLIX CUCTEMAX
MNpowucx HU MMCTBOBaH
poncxoxaeHve OpurvHar X 3anmcTBOBaHO
TPYLAOBOW hyHKLMM n3 opurmHana
Kon PernctpaunoHHbIn
opuruHana Homep
npodeccnoHansHoro
cTaHgapTa
TpyaoBble AENCTBUSA OnpepeneHne npaBun u npouenyp YNpaBleHUs CUCTEMOW 3aluuUTbl

nHdopmaLmm aBTOMaTU3MPOBAHHON CUCTEMBI

Onpe,qeneHMe npasun n npouenyp BbiABIIEHNA NHUMOEHTOB

OnpeaeneHve npasun v NpoUeayp MOHUTOPMHra obecrneveHnss YpoBHS
3aLUMLLEHHOCTM MHDOopMALIMU aBTOMATU3MPOBaHHOW CUCTEMBI

OnpegeneHvie npasun U npouedyp 3awuTtbl MHopMaLuM Npy BbiBOAE
aBTOMaTU3MPOBAHHONM CUCTEMbI U3 SKCMyaTaumm

Onpe,u,eneHMe npasun n npouenyp pearnpoBaHnUA Ha MHUWOEHTbI

Heobxogumble ymeHus Knaccndpmumposats  ©n  oueHuMBaTb  Yrpo3bl  MHOpMaLMOHHOMN
©e3onacHocTu

anIMeHFITb HOpMaTuBHbIE OOKYMEHTbI no I'IpOTVIBOﬂ,GVICTBVIlO
TEXHUYECKON pa3Beake

Onpe,u,enmb napamMeTpbl HaCTpOIZKM nporpamMmmMmHoro obecneyeHns
CUCTEMBbI 3aLlUUNTbI I/IH(bOpMaLIMVI aBTOMaTI/I3I/IpOBaHHOIZ CUCTEMBI

KoHTponupoBaTb  3(P(PEeKTUBHOCTL MNPUHATLIX Mep N0 3awuTte
NHdOpMaLMM B aBTOMATU3NPOBAHHbIX CUCTEMAX
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

Heobxogumble 3HaHus CopepxxaHne M Nopsagok OeATENbHOCTM MepcoHana no aKcnnyataumm
3alUULLEHHBIX aBTOMaTU3UPOBaHHbIX CUCTEM U CUCTEM  3aLUMUThbI
MHdopMaunn

OcHoBHble yrpo3bl 6e30MacHOCTM UHDOPMaLMU U MOAENWU HapyLMTens
B aBTOMAaTU3NPOBaHHbLIX CUCTEMAaX

OcCHoBHble KpVII'ITOI'pad)I/I‘-IeCKVIe MeToAdbl, aliropuTMbl, MPOTOKOJ1bI,
ncnosib3yemble AOnd 3aluTtbl VIHq‘)OpMaLI,VIVI B aBTOMAaTU3NPOBAHHbIX
cucrtemax

MprHUMNBLI NOCTPOEHUs cpeacTB 3aluTbl MHopMauMm oT "yTeukun" no
TEXHUYECKUM KaHanam

HopmaTuBHbIE NpaBoBbLIe akTbl B 06n1acTu 3aLwmTbl MHopMaLmm

PykoBogsime U1 MeToAMYEeckMe  OOKYMEHTbl  YMONTHOMOYEHHbIX
denepanbHbiX  OpraHoB  WCMOSMHWTENbHOWM  BRactTM Mo 3awuTe

NMHopmaunm
Opyrvne xapaktepuctmkm | -
3.3.3. Tpynosas pyHKUMSA

AHanus ya3suMocCTeln BHeapAeMoin YpoBeHb
HanmeHoBaHVe | cucTembl 3aLLUTLI MHOPMaLMK Kog [C/03.6 |(nogypoBeHb) 6
KBanudmkaumm
MpoucxoxaeHne 3aMMcTBOBaHO
P KA OpwuruHan X
TPYZOBOW hyHKLMK n3 opurnHana
Kop, PernctpaunoHHbIn
opurnHana HoMep
npodeccuoHarnbLHoro
cTaHpapTa

TpyooBble AencTBUSA Bbibop 1 obocHoBaHWe kputepueB adhpeKTUBHOCTM (PYHKLMOHMPOBAHNS

3aLUMLLEHHBIX aBTOMATU3UPOBAHHbLIX CUCTEM

MpoBeneHune aHanu3sa YA3BUMOCTU NPOrpaMmHbIX "

nporpaMmMHo-annapaTtHblX CcpeacTtB CUCTEMbI  3aLUUThI I/IH(*)OpMaLI,I/II/I
aBTOMaTVI3I/IpOBaHHOIZ CUCTEMBI

MpoBeaeHne aSKCnepTM3bl COCTOSIHMSA  3aLUMLWEHHOCTM  UHGOPMaLMK
aBTOMATU3MPOBAHHLIX CUCTEM

YTouYHeHne mMoaenm yrpos GesonacHocTu nHcpopMaLmm
aBTOMaTU3MPOBAHHON CUCTEMDbI

I'Ipoaep,eHme npegBapuTesibHbIX ncnbiTaHWn CUCTEMBI 3alnTbl
VIH(*)OpMaLI,VIVI aBTOMaTI/I3VIpOBaHHOl7I CUCTEMBbI

MpoBegeHne  aHanusa  ys3BMMOCTEN  aBTOMATU3MPOBAHHLIX U
NHGOPMALIMOHHBIX CUCTEM
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

Heobxogumeble ymeHus KnaccudwmumpoBaTb M oueHMBaTb yrposbl 6esonacHoCTU MHGOpMaLMm
aBTOMaTU3MPOBaAHHOW CUCTEMBI

PaspabaTbiBaTe NpeanoXeHns Mo COBEPLUEHCTBOBAHUIO CUCTEMbI
yrnpasreHus 3awmTon nHpopmaLumm asToMmaTU3NpoOBaHHOW CUCTEMBI

MpoBoauTb aHanM3 AOCTYMHbIX MHOPMAaLMOHHBIX UCTOYHMKOB C LIeNbio
BbISIBITIEHUS] U3BECTHBIX YA3BMMOCTEN MCMONb3yeMbIX B CUCTEME 3aLUUTbI
MHpopMaLIMKM NPOrpaMMHbIX U NPOrpaMMHO-annapaTHbIX CpeacTB

yCTpaHFlTb BblABII€HHbIE YA3BUMOCTU aBTOMaTI/I3I/IDOBaHHOl71 CUCTEeMbl,
npmneoduime K BOSHMKHOBEHUIO YIrpo3 ©e3onacHocTu VIH(*)OpMaLI,I/II/I

Heobxoanmele 3HaHWSA OcHoBHble MeTOObl M cpeactBa  kpunTorpaduyeckon — 3awuThbl
nHdopmaumm

Cnoco06bl 3aWmnTbl MHbopMaLum oT "yTeykn" No TEXHNYECKMM KaHanam

Cnocobbl KOHTpOMS 3adEKTUBHOCTY 3aLUUTbl UHOPMaLmMM OT "yTeukn"
No TEXHNYECKUM KaHanam

HopMaTuBHbIE NpaBoBbIe akTbl B 0651acTh 3aWuUTbl MHGOpMaumm

PykoBogduime 1M MeTogMyeckume  OOKYMEHTbl  YNONIHOMOYEHHbIX
denepanbHbIX  OpraHoB  WUCMOMHWTENBHOW  BNactM N0 3awumTte
MHdopMaLmn

OpraHu3aumoHHbIe Mepbl NO 3aLmTe MHopMaLmm

CO,Cl,ep)KaHI/Ie SKCHﬂyaTaLJ,MOHHOVI OOKyMeHTauumn aBTOMaTVI3l/IpOBaHH0l7I

cucTeMbl
Opyrue xapaktepuctukn |-
3.3.4. TpypoBsas dyHKUMSA
BHeapeHve opraHnsaunoHHbIX Mep No YpoBeHb
HanmeHoBaHue | 3awmte nHpopmauun B Kog | C/04.6 | (nogypoBeHb) 6
aBTOMaTU3NPOBAHHbLIX CUCTEMaX KBanudukauum
MNpouncx HU MMCTBOBaH
povcxoxaeHue OpuruHan X 3anmcTBOBaHO
TPYLOBOW hyHKLMM 13 opurmHana
Kop, PernctpaunoHHbIn
opuruHana Homep
npodgeccnoHansHoro
cTaHgapTa
TpyLoBble AeNCTBUSA MpoBeneHune NpoBepPKn NOJSTHOTbI onucaHus B
opraHn3aunoHHO-pacnopsaanTEnNbHbIX OOKyMeHTax Ha

aBTOMaTU3NPOBAHHYKO CUCTEMY OencTBum nepcoHana no peannsaunn
OpraHn3aunoHHbIX MepP 3alnThbI VIH(pOpMaU,VIVI

MpoBeneHue 3aHATUIA C NepcoHanoMm no paboTe C CUCTEMOW 3alUUThbl
WHpopMaunn aBTOMaTU3NPOBAHHOW CUCTEMbI, BKIOYasi NpoBeaeHue
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

NPaKTUYECKMX 3aHATUIN Ha MaKeTax UM B TECTOBOW 30HE

lMoaroToBka [OOKYMEHTOB, OMNPedenawwmx npasuna U npouesypsbl,
peanusyemble onepaTopom Ans obecnevyeHns 3almTbl UHMOpPMaLMm B
WHOPMaLIMOHHON CUCTEME B XOA€E ee aKcnnyaTauum

I'IpOBep,eHme npoBepKM TOTOBHOCTM nNepcoHana K J3kKcnnyartauun
CUCTEMBbI 3alUUNTbI VIHCpOpMaLI,VIVI aBTOMaTVI3I/IpOBaHHOIZ CUCTEMBI

MoarotoBka [OOKYMEHTOB, OnNpegenswwmMx npasuna v npouenypsbl
KOHTponsi 00ecrneyeHHOCTN YPOBHS  3alUMLLEHHOCTU  WMHGOPMaLMK,
cogepxallencsa B MUHpopMaLMOHHON cucteme

MogroToBka [OOKYMEHTOB, OMNPeAEenslWmx npasuna W npouesypsl
BbISIBNIEHNS] WMHUWOEHTOB, KOTOpblE MOrYT MpUBECTM K cOOsiM  Wnu
HapyweHnio  YHKLUMOHUPOBAHNS  MH(OPMALIMOHHOW  CUCTEMbI U
BO3HWKHOBEHMIO Yrpo3 6e30MacHOCTU MHopMaLm

MogroToBka OOKYMEHTOB, ONpPedensiowmx npasuna w npoueaypbl
yrnpaBneHns  KoHdurypauuenm  aTTeCTOBaHHOW  WUHMOPMaLMOHHOWM
CUCTEMON UM CUCTEMOM 3alMTbl  MHGOpMaUUM  MHDOPMALNOHHOM
CUCTEMBI

Heobxoaumble ymeHust PeanusoBbiBaTb NpaBuna pasrpaHWyeHust [ocTyna nepcoHana kK
obbekTam goctyna

AHanuampoBaTb MpOrpamMMHble U NporpamMHo-annapaTHble peLleHUs
npy NPOEKTUPOBAHUM CUCTEMbI 3aliMTbl  UHGOPMaLMM C  Uenbio
BbISIBNIEHUS] MOTEHLMANbHbLIX YsI3BUMOCTeN Ge3onacHoCTM MHdopmaLmm
B aBTOMaTU3UPOBAHHLIX CUCTEMAX

O6yyaTb nepcoHan aBTOMaTU3MPOBAHHOW CUCTEMbI KOMMIEKCY Mep
(npaBuna, npouenypbl, NpakTUYeckne Mpuembl,  pykoBogsLime
MPUHLMMBI, METOALI, cpeAcTBa) Ans obecneyeHns sawmuTbl MHopMaLun

OcyliecTBnsATb NMNaHMPOBAHWE W oOpraHusauuio paboTbl MepcoHana
aBTOMATU3MPOBAHHOMW CUCTEMbI C y4dyeToMm TpeboBaHuMi MO 3awmTe
MHdopMaLnn

KoHdurypnpoeaTb aTTecToBaHHYyl WH(OPMALMOHHYIO CUCTEMY U
CUCTeMbl 3aLUTbl MHGOPMaLMK MHADOPMALIMOHHON CUCTEMBI

Heobxoanmele 3HaHWSA HopmaTuBHble npaBoBble akTbl WM HauuoHamnbHble CcTaHdapTbl nNO
nuueHsnpoBaHuio B obnactu obecnedeHus 3alimTbl rocyaapCTBEHHOW
TalHbl U cepTudurKaumnm cpeacTs 3aLnTbl MHopMaLmm

MeToabl, cnocobbl, CpeacTsa, MNOCMEAOBaTENbHOCTL W COAep)KaHue
aTanoB pa3paboTKu aBTOMaTU3MPOBAHHLIX CUCTEM U CUCTEM 3aLUMThI
aBTOMAaTM3NMPOBAHHbLIX CUCTEM

HOpMaTVIBHbIe npaBoOBbI€ aKTbl B obnacTu 3awmThl VIHd)OpMaU,VIVI

PykoBogdwime 1 MeTogMyeckMe  OOKYMEHTbl  YNOSIHOMOYEHHbIX
denepanbHblX  OpraHoB  UCMOMHUTENbHOM  BNacTM NO  3awmTte
MHdopMaunn

OpraHunsaunoHHble Mephbl MO 3almTe MHopMauum
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MeToankn CcepTUMUKALMOHHBLIX UCMbITAHUA  TEXHUYECKUX CPencTB
3awuTbl  MHopMaumMm oOT "yTeukn" MO TEXHUYECKUM KaHanam Ha
cooTBeTCcTBME TpeboBaHMsiM Mo GesonacHoCcTn nHdopmMaLumm

MeTtoabl, cnocobbl K cpeactea obecnevyeHust OTKa30yCTOMYMBOCTU
aBTOMaTU3NPOBAHHbIX I/IH(*)OpMaLI,I/IOHHbIX CUCTEM

Lpyrve xapakTepucTukm | -

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

3.4. O600wweHHasa TpygoBas pyHKUUS
HauMeHoBa e Pa3paboTka cucTteM 3awuTbl MHGOPMaL MK Kon D YpoBeHb 7
aBTOMaTU3NPOBAHHbLIX CUCTEM KkBanudukaumm
lNpouncxoxaeHue
06poGu.|,eH)'|f|Lcl)l7| Tpyooson | OpurmuHan X SaumcTBoBaHo
Py P N3 opurmHana
dyHKUMN
Kon PernctpaunoHHbIn
opuruHana Homep
npodeccnoHanbLHOro
cTaHgapTa
Bo3aMoxHble Benywmm nHxxeHep-pa3paboTumk cuctem 3awmtbl MHoOpMaLuum
HanMeHOBaHUA Beaywun cneunanuct no 3awmte nHgpopmawmm

OorkHocTen, npodeccun

PykoBognTene NpoekToB B 06nacty paspaboTkm CUCTEM 3aLUMUTbI
nHdopmaLmm
PykoBoauTernb oTAena cuctem 3amTbl MHGOpMaLmm

TpeboBaHusa Kk
obpasoBaHuio 1
oby4yeHuto

Bbiclwee obpasoBaHune - cneumanuteT unyM marucTpatypa B obnactu
NMHOpMaLMOHHON Be3onacHoCTH

npakTuyeckon paboTbl

TpeboBaHus K ONbITY -

Ocobble ycnosus
pgonycka kK pabote

Hanuune gonycka k rocyaapcTBeHHO TaliHe (Npu HE0BX0AMMOCTM)

Opyrue xapakTepucTukm

PekomeHnayeTcss fononHuTensHoe npodeccuoHanbHoe obpasoBaHue -
nporpaMmbl MOBbLILIEHUS KBanudukaumm B obrnactM MHGpOpMaLMOHHOM
©e3onacHocTn

[ononHutenbHble XapaKTepucTtukumn

HavnmeHoBaHue Kog HaunmeHoBaHve 6a3oBow rpynnbl, 4OMKHOCTU (Npodyeccun) unm
AOKyMeHTa cneumanbHOCTU
OK3 2519 PaspaboTyunkm n aHanuTUKU NporpaMmMHoOro obecneveHuns u

I'IpI/IJ'IO)KeHI/IIZ, He BXoAdlulimne B Apyrue rpynnbl

N
N
(&)}

Cneuunanuctbl OpraHoB rocyjapCTBEHHON BracTu

HafeXHasa npaBoBas noaaepXxka
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

2511 CucTeMHbIE aHaNUTUKN
512 PaspaboTumnkn nporpammHoro obecneveHms
2523 CneumanuncTbl MO KOMMNbIOTEPHBIM CETAM
EKC - WHxeHep-nporpaMMncT (MporpaMmmmct)
- WHxeHep-nporpaMMmCT No TEXHUYECKOW 3alumTe nHdopmaumm
oKnaTe 20911 [MaBHbIN cneumanucT no 3awmTte nHgopmarmm
22567 UrxeHep no sawmrte nHpopmaumm
26579 CneumanncTt no 3awute nHgopmaumm
OKCO 090102 KomnbtloTepHas 6e3onacHoOCTb
090103 OpraHusauus n TeXHONOorms 3alumTbl HopMaumum
090104 KomnnekcHas 3awwmTta o6bekToB MHpopmaTusaumum
090105 KomnnekcHoe obecneveHne nHpopmaumoHHonm 6e3onacHoCcTm
aBTOMATU3MPOBAHHBIX CUCTEM
090106 MHdopmaLmoHHas 6e30nacHOCTb TENEKOMMYHUKALMOHHbIX
cucTeM
090107 [MpoTMBOOENCTBMNE TEXHUYECKM pa3BeaKkam
3.4.1. TpypoBas dyHKUMSA
TecTupoBaHue CMCTEM 3aLUUThI YpoBeHb
HaumeHoBaHve | MHopMaLuumn aBTomMaTU3MpoBaHHbix cuctem | Koa | D/01.7 | (nogypoBeHb) 7
KBanudukaumnm
I'Ipomcxozk,qume OpuruHar X 3anmcTBoBaHO
TPYLOBOW hyHKLMM n3 opurmHana
Kon PermcrtpaunoHHbIn
opuruHana Homep
npodeccnoHarnLHoro
cTaHgapTa
TpynoBble gencreums MpoBegeHne aHanm3a CTPYKTYPHbIX W DYHKUMOHAmMbHbBIX  CXEM

3allNLLEHHbIX aBTOMaTU3NPOBAHHbIX MH(*)OpMaLI,I/IOHHbIX CUCTEM C Lerbio
BblABJ1€HUA noTeHunanbHbIX yﬂ3BI/IMOCTeIZ I/IHd)OpMaLIMOHHOIZ
BGe3onacHocTu aABTOMAaTU3NPOBAHHbIX CUCTEM

BobisiBneHve ya3BUMOCTU MHOPMALIMOHHO-TEXHOIOMMYECKNX PECYPCOB
aBTOMAaTU3MPOBaHHbIX CUCTEM

BbisiBneHue OCHOBHbIX yrpos ©e3onacHocTu VIH(*)OpMaLI,VIVI B
aBTOMaTU3NPOBAHHbLIX CUCTEMAX
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

CocTtaBneHne MeToauk TeCTnpoBaHNA CUCTEM 3allUThbI I/IH(*)OpMaLI,I/II/I
aBTOMaTU3NPOBAHHbLIX CUCTEM

Moabop WHCTpyMEHTanbHbIX CPEACTB TECTMPOBAHUS CUCTEM 3alUUTbI
MHpoOpMaLIMM aBTOMaTU3NPOBAHHBIX CUCTEM

CocTtaBneHue NMPOTOKOJ10B TECTUPOBAHUA CUCTEM 3aLLUUTbI I/IH(*)OpMaLI,VII/I
aBTOMaTU3NPOBaAHHbIX CUCTEM

Heobxogumbie yMeHuaA AHaJ'II/I3I/IpOBaTb OCHOBHbIE XapaKTepucTukn n BO3MOXHOCTU
TeNeKOMMYHUKaLUMOHHbIX CUCTEM NO Nepenavye I/IHCbOpMaLI,MI/I

AHanuanMpoBaTb OCHOBHble Y3fbl U YCTPOMCTBA  COBPEMEHHbIX
aBTOMAaTU3MPOBaHHbIX CUCTEM

MpUMeHATL AelcTBYIOLLYI0 HOpMaTUBHYH 6a3y B ob6nactu obecnedeHus
6e3onacHocT uHopmaLmm

KoHTpornmpoBaTb  6e30TkaszHoe  (DYHKUMOHMPOBAHME  TEXHUYECKUX
CPeAcCTB 3aluThbl MHopMaLmm

BocctaHaBnvBatb (3aMeHsTb) OTKasaBlUME TexHUYeckue Ccpeactsa
3aLWwuThl MHOPMaLUK

Heob6xoavmble 3HaHKSA MpUHUMNBI  NOCTPOEHUS U (DYHKUMOHMPOBAHUS CUCTEM U  ceTei
nepenayv nHgpopmMaLmm

OTanoHHas mogenb B3aMMoaencTBums OTKPbITbIX CUCTEM

OcCHoBHble yrposbl ©esonacHocTu VIHd)OpMaLI,VIVI N MoAesnn HapywuTens
B aBTOMaTU3NPOBAHHbIX CUCTEMaX

OcHoOBHble Mepbl Mo 3awute MH(*)OpMaLI,I/II/I B aBTOMATU3NPOBAHHbIX
cucremax

OcoGeHHOCTM 3alMTbl MHGOPMAaLMM B aBTOMATU3UPOBaHHbLIX CUCTeMax
yrnpaBreHust TEXHONOrMYeCKMMM NpoLeccamm

MprHUMNBLI NOCTPOEHUsA CpeacTB 3almTbl MHopMaumm oT "yTeukn" no
TEXHUYECKUM KaHanam

OcHoBHble KpMI'ITOFpa(bI/I‘-IeCKI/Ie MeToAdbl, alnropmuTtMbl, MPOTOKOJIbI,
ncnonb3dyemble a4 3alnTbl VIH(bOpMaLU/II/I B aBTOMATU3NPOBAHHbIX
cucremax

TexHudeckme kaHanbl "yTeykn" nHdopmauum

TexHnyeckme cpeactBa  KOHTpons 3dPeKTMBHOCTM Mep  3aluTbl
MHdopMaLnn

OpraHuzauunsa 3awuTtbl MHGOpMauMM OT "yTedkn" no TEeXHUYECKUM
KaHanam Ha obbekTax nHdopmaTmsauum

HopmaTuBHble NpaBoBble akTbl B 06M1acTu 3awuThbl MHpopmaLumm

PykoBogsawme 1M MeToOMYECKME  OOKYMEHTbl  YMOJIHOMOYEHHbIX
degepanbHbIX  OpraHoB  UCMOMHWTENBHOW  BNactM N0 3awumTte
MHdopMaLnn
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OpraHu3aunoHHble Mepbl No 3alUMTe UHpopMaumm

[pyrue xapaktepuctukn |-

3.4.2. TpypoBas dyHKUMSA

PaspaboTka NpOEeKTHbIX peLueHnii no YpoBeHb
HanmeHoBaHve | 3awmTe nHdopMaLumn B Kog [D/02.7 |(nogypoBeHb) 7
aBTOMaTU3NPOBAHHbLIX CUCTEMAaX KkBanudukauum
INpouncx HU MMCTBOBaH
poncxoxaeHue OpurvHar X 3anmcTBOBaHO
TPyAoBOM hyHKLMN n3 opurnHana
Kon PernctpaunoHHbIn
opurnHana Homep
npodeccnoHansHoro
cTaHgapTa
Tpynosble oencTeus PaspaboTtka mogenu yrpo3 06e3onacHOCTM MHGOPMaLUMU M MOOENK

HapywunTensa B aBTOMaTU3NpPOBaHHbIX CUCTEMaX

Pa3pa60TKa moaenen aBTOMaTU3NPOBaHHbIX CUCTEM WU NOACUCTEM
©6e3onacHocTu aBTOMAaTU3NPOBAHHbIX CUCTEM

PaspaboTka NpoeKkToB HOPMAaTMBHLIX AOKYMEHTOB, PErnameHTUpYHLLmnX
paboTy no 3awmTe nHdopmaLmm

PaspaboTtka npegnoXeHMn MO  COBEPLUEHCTBOBAHMIO  CUCTEMBI
ynpaeneHns 6e3onacHOCTbl0 MHGOPMaLMM B  aBTOMAaTU3MPOBAHHbIX
cucTemax

Heobxogumble ymeHus MpMeHsTL AeNCTBYIOLLYI0O HOpMaTMBHYIO 6a3y B obnactn obecrnedeHus
3aWmThl MHGOpMaLmm

anMeHﬂTb HOpMaTUBHbIE OOKYMEHTbI no I'IpOTMBOﬂ,SVICTBI/IlO
TEXHUYECKON pa3Beake

KnaccudpmumpoBatb 3awmwiaemyo MHopmaumio no Buaam TalHbl U
CTeneHsM KOHpMAEHUNANbHOCTH

OnpenenaTb TunMbl CYOBLEKTOB [OCTyna W OGBLEKTOB [AOCTyna,
ABNALINXCA 0ObEKTaMM 3aLLUThI

OﬂpeﬂeﬂﬂTb MeToAbl ynpaBleHna OOCTynoMm, Tunbl AOCTYyMNa U npasuna
pasrpaHmnydyeHmna  Oocrtyna K obObektam nocrtyna, noaneXxawmnm
peann3auunn B aBTOMaTVI3VIpOBaHHOI7I cucreme

Bbl6|/|paTb Mepbl 3allnTbl MH(*)OpMaLI,I/II/I, noanexawue peanmsauun B
cucrtemMe 3alnThbl I/IHCbOpMaLI,VII/I aBTOMaTI/I3MDOBaHHOl71 CUCTEMDI

OnpenensaTs Buabl W TUMbl  CPEACTB  3aluUTbl  MHopMaLUW,
obGecneynBaloLLnX peanusaumio TEXHUYECKUX Mep 3aLlUTbl MHGopMaLnm

Onpegensitb CTPYKTYpY cuCTeMbl 3aWwunTbl nHcpopMaLmm
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[aTta coxpaHeHus: 11.11.2020

aBTOMaTI/I3I/IpOBaHHOIZ CUCTEeMbl B COOTBEeTCTBMN C Tpe6OBaHI/IF|MI/I
HOPMaTMBHbIX NPaBOBbIX OOKYMEHTOB B obnactu 3awmThl I/IHd)OpMaLI,I/II/I
aBTOMaTU3NPOBAHHbLIX CUCTEM

Heobxogumble 3HaHus PykoBogswime 1M MeToAMYeckMe  OOKYMEHTbl  YNMOJSIHOMOYEHHbIX
denepanbHblX  OpraHoB  UCMOSMHUTENBHOM  BNacTM NO  3awuTte
WHcpopmaLmm

HopmaTtuBHble MpaBoBble aKkTbl W HauWOHasnbHble CTaHdapTbl MO
nuueHsnpoBaHuio B obnactu obecnedeHus 3alimTbl rocyaapCTBEHHOW
TalHbl U cepTuduKaLmm cpeacTs 3aLnTbl MHopMaLmm

MpUHUMMNBI NOCTPOEHUSI U (PYHKUMOHMPOBAaHWS, NMpUMepbl peanusauuii
COBPEMEHHBIX JOKasbHbIX W Fob6anbHbIX KOMMbIOTEPHBIX CETEn U UX
KOMMOHEHTOB

OcobeHHOCTN 3aLUuUThI VIH(*)OpMaLl,I/II/I B aBTOMaTU3NPOBaAHHbIX CUCTEMaX
ynpasJieHUA TeXHOJITorm4eCkmmMmm npoueccamm

Kputepun oueHkn adMEKTMBHOCTM M HAOEXHOCTU CpeacTB 3awuThl
nHdopmaumMm  nporpaMMHoOro  obecneyeHuss  aBTOMAaTU3UPOBAHHbLIX
cucTem

MpuHUMNbI OpraHM3aumMM KM CTPYKTypa CUCTEM 3aluTbl WHGOpPMaLUm
nporpammHoro obecneyvyeH1s aBToMaTU3NPOBaHHbIX CUCTEM

OcCHoBHble XapaKTepUCTukKn TeXxHN4eCKmnx cpeacTBs 3aLllnNTbl I/IH(*)OpMaLI,VII/I
OT yTe4yeK Nno TeXHN4YeCKMM KaHarnam

MpuHUMNBLI opMUPOBaHMS MONUTUKN MHAOPMALMOHHON Be3onacHoCTK
B aBTOMaTU3NPOBaHHbIX CUCTEMAX

[pyrue xapaktepuctukn |-

3.4.3. TpypoBas dyHKUMSA

Pa3paboTka akcnnyaTauMoHHON YpoBeHb
HanmeHoBaHVe | 4OKyMEHTauum Ha CUCTEMbI 3aLLMTbl Kog [D/03.7 |(nogypoBeHb) 7
MHGOpPMaLUN aBTOMaTU3NPOBAHHBLIX CUCTEM KBanudukaumum
MNpowucx HU MMCTBOBaH
poncxoxaeHue OpurvHar X 3anmcTBOBaHO
TPyAoBOM hyHKLMN n3 opurmHana
Kon PerncrtpaunoHHbIn
opuruHana Homep
npodeccnoHansHoro
cTaHgapTa
Tpynosble oencTeus AHanuns TEXHUYECKOWN OOKyMeHTauuu MHGOPMaLNOHHON

NHPACTPYKTYPbl aBTOMaTU3NPOBaHHOW CUCTEMbI

AHanus 3aLlMLLEHHOCTH MHGOPMaLMOHHON WH(PPacCTPyKTypbl
aBTOMAaTU3MPOBAHHOW CUCTEMBI

dopmupoBaHne TpeboBaHUM nNo 3awmTte UHpoOpMauuu, BKIYas
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ncnosib3oBaHMe MatemMaTudeckoro annaparta gna peweHmna npuknagHbixX
3aaad

[oKyMeHT1poBaHne NporpaMmmMHOro obecneyeHusi, TEXHUYECKUX CPEACTB,
0a3 pgaHHbIX U KOMMbLIOTEPHBIX CeTen C y4yeToM TpeboBaHuW no
obecneyeHuto 3awwmTbl MHopMaLn

AHanm3  CTPYKTYpHbIX W  (PYHKUMOHANbHBIX CXEM  3alUMLLEHHbIX
aBTOMaTU3MPOBAHHbIX NHPOPMALIMOHHBIX CUCTEM

ObGocHoBaHne  kpuTepmeB  3hPEKTMBHOCTM  (PYHKLMOHMPOBAHUS
3aLUMLLEHHbIX aBTOMATU3NPOBaHHbIX MHPOPMALIMOHHBLIX CUCTEM

Mcnonb3oBaHMe nporpamMmHo-annapaTtHblX  cpeacTB  obecneyeHus
Be3onacHoCTU MHopMaLm B aBTOMaTU3MPOBAHHBLIX CUCTEMAX

HeobGxoammble yMeHuUsi OnpegensTe Mepbl (nNpaBuna, npoleaypbl, NpakTUYeckue npuemsi,
PYKOBOASILLME NPVHLMIBI, METOAbI, CPeAcTBa) ANS 3aLUmMTbl MHopMaL M
B aBTOMaTU3MPOBaHHbIX CUCTEMAaX

Pa3pa6aTblBaTb TEXHMNYECKMe 3agaHnda Ha co3aaHne nogcucTtemMm
VIH(*)OpMaLlMOHHOVI 6Ges3onacHocTn aBTOMAaTU3NPOBAHHbIX CUCTEM

MpoekTuposaTb noacucTeMbl BGes3onacHOCTU MHopMauun € y4eTom
OEVCTBYIOLLMX HOPMATUBHBIX U METOAMYECKMNX JOKYMEHTOB

P83pa6aTblBaTb mMogenn aBTOMaTU3NPOBAHHbIX CUCTEM W CUCTEM
3alnTbl I/IHqI)OpMaLLI/IVI aBTOMaATU3NPOBAHHbLIX CUCTEM

WcecneposaTtb mogenu aABTOMATU3NPOBAHHbIX CUCTEM N CUCTEM 3aLUUTHI
©e3onacHocTH aABTOMAaTU3NPOBaAHHbIX CUCTEM

AHanunsupoBatb nporpamMmHeble, APXUTEKTYPHO-TEXHMUYECKNE "
CXEMOTEXHMYECKME  peLlleHUs]  KOMMOHEHTOB  aBTOMAaTU3MpPOBaHHbIX
CUCTEM C LENbl0 BbISIBNEHNA MOTEHUMAMNbHBIX YS3BUMOCTENA CUCTEM
3aWnThl MHpopMaLMM aBTOMATU3MPOBAHHbBIX CUCTEM

OueHnBaTb MHOPMAaLMOHHBIE PUCKM B aBTOMATU3MPOBAHHbIX cUcTeMax
1 onpenensaTbe UHPOPMALIMOHHYIO MHDPACTPYKTYPY U MHOPMAaLIMOHHbIE
pecypchl, Nognexatiue 3almTe

MpoBoANUTb TEXHMKO-3KOHOMMUYECKOE 0BOCHOBAHNE MPOEKTHbIX PeLUeHUiA
nporpaMmMHo-annapaTtHbIX cpeacTB obecrneveHus 3awuTtbl MHopMaLm
B aBTOMaTU3MpPOBaHHOW cucTeMe C Lenbio obecneveHus Tpebyemoro
YPOBHS 3aLUMULLEHHOCTM

WccrneposaTb 3(pPeKTUBHOCTL NPOEKTHbIX peLueHnn
nporpamMmHo-annapaTtHbix cpeacts obecnedyeHus 3awmTbl MHGPOPMaLMK
B aBTOMaTU3MPOBAHHON CUCTEME C Lernbio obecneveHus Tpebyemoro
YPOBHS 3aLLULLLEHHOCTHU

rlpOBO,D,I/ITb KOMMNNIEKCHOEe TeCcTupoBaHMe W O0TnagKy annapaTtHbiIX W“
nporpamMmmMHbIX CUCTEM 3aLUUTDI MH(bOpMaLlVIVI

Heobxogumble 3HaHus OcCHoBHble MeTOoabI ynpasJieHuA MHCbOpMaLlVIOHHOVI ©e30nacHOCTbIO

OCHOBHble MOHATUS TEOPWUM aBTOMATOB, MaTeMaTM4ecKoW FOruKM,
TEeopumn anropuTMoB 1 Teopun rpacos
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OcHoBHbIE MeToabl ynpaeneHus npoeKkTamm B obnactu
MHpopMaLmoHHON 6Ge3onacHoOCTH

HauvoHanbHble, MeXrocyaapcTBeHHbIE U MeXAyHapoaHble cTaHaapThl B
obnacTy 3almTbl MHOpMaLK

OcCHOBHble Mepbl MO 3aluMTe MHGOPMauuM B aBTOMaTU3NPOBAHHbIX
cuctemax

OcobeHHOCTN 3aLUuUThI VIH(*)OpMaLl,I/II/I B aBTOMaTU3NPOBaAHHbIX CUCTEMaX
ynpasJieHUA TeXHOJITorm4eCkmmMmm npoueccamm

Yrpo3bl 6e30nacHOCTV, WMHGOPMALMOHHbIE BO3OENCTBULA, KpUTepun
OLEHKM  3allMLEeHHOCTM W MeTodbl  3awWuTbl  MHOpMauMn B
aBTOMAaTU3MPOBAHHLIX CUCTEMaX

MeToabl, cnocobbl, cpeactsa, MNOCMEAOBaTENbHOCTb U CoAepKaHue
aTanoB pa3paboTKM aBTOMaTU3MPOBAHHLIX CUCTEM U CUCTEM 3aLUMThI
MHOPMAaLIMN aBTOMATMU3NPOBAHHBIX CUCTEMAaX

MporpammHo-annapaTHble cpeacTea obecneyeHust 3awuThl
MHpopMauMM B MPOrpamMMHOM OGecrneyYeHnn aBTOMaTU3MPOBaHHbIX
cuctem

OcCHoBHble cpenctea, cnocobbl n NPpUHUUNBbI  MOCTPOEHNA CUCTEM
3amnTbl VIHCbOpMaU,VIVI aBTOMaTU3NPOBAHHbLIX CUCTEM

HOpMaTMBHbIe npaBoOBbI€ aKTbl B obnacTu 3awmThl MH(bOpMaLLI/IM

PykoBogdwme ©  meTogMyeckne  OOKYMEHTbl  YNMOSHOMOYEHHbIX
degepanbHbIX  OpraHoB — UCMOMHWTENbHOW  BNactM NO  3awumTte
nHdopmaumm

Lpyrve xapakTepucTumkm | -

3.4.4. Tpynosas pyHKUMSA

Pa3paboTka nporpaMmmHbIX 1
nporpaMmHo-annapaTHbiX CpeacTB Ans YpoBeHb
HanmeHoBaHue Kog | D/04.7 | (nogypoBeHb) 7
cucTem 3alumTbl MHpopmauum
KBanudmkaumm
aBTOMaTU3NPOBAHHbLIX CUCTEM
MpoucxoxaeHne 3aMmMcTBOBaHO
P KA OpwuruHan X
TPYLAOBOW QyHKLMM n3 opurmHana
Kon PernctpaunoHHbIn
opurnHana Homep
npodeccnoHanbLHOro
cTaHgapTa
TpynoBble 4eNCTBUA PaspaboTka  TexHu4eckoh [OKyMEHTauum B  COOTBETCTBMM  C

TpeboBaHnsiMn EOWHOM CUCTEMbI  KOHCTPYKTOPCKOW  OOKYMEHTauum
(ECKO) v EpnHonm cuctembl nporpaMmmHon gokymeHtaummn (ECIMA) Ha
KOMMOHEHTbI aBTOMaTU3MPOBaHHbLIX CUCTEM
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MpuMeHeHMe CPeACTB  CXEMOTEXHWYECKOro  MpOeKTUpoBaHUs  ”
COBPEMEHHOIN N3MePUTENbHON annapaTypbl

CVHTE3  CTPYKTYPHbIX U (PYHKUMOHAmNbHbIX CXEM  3alMLLEHHbIX
aBTOMAaTU3MPOBaHHbIX CUCTEM

PaspaboTka nporpammMHOro obecneyeHusi, TEXHUYECKUX cpencts, 0as
OaHHbIX U KOMMNbIOTEPHBLIX CeTen ¢ y4yeToM TpebosaHui no obecneyeHuno
3alWmnTbl MHopMaLmm

Pa3paboTka 3NEeKTPOHHbIX CXeM C y4eToM TpeboBaHui No 3awmre
MHdopMaLnn

OnTuMmsauma paboTbl SMEKTPOHHBLIX CXEM C yyeToM TpeboBaHuit no
3aluTe HdopMaLmm

Heobxoaumble ymeHust OueHnBaTb CMOXHOCTb anropuTMOB U BbIYUCHIEHUIA

PaspabaTtbiBaTb TEXHWYECKME 3adaHUs Ha co3daHuMe MOACUCTEM
©e3onacHocTH MHopmaumm aBTOMaTU3NPOBAHHbIX cucTem,
NPOEKTUPOBAaTb Takne NoAcCUCTEMbI C Y4eTOM TPeOOBaHNA HOPMATUBHBIX
nokymeHnToB, ECK[ 1 ECINA

AHanusupoBatb nporpamMmHeble, apXUTEKTYPHO-TEXHMYECKNE "
CXEMOTEXHUYECKME  pELUEHNS]  KOMMOHEHTOB  aBTOMAaTU3MPOBAHHbIX
CUCTEM C UEemnblo  BbISBNEHWA  MOTEHUMarnbHbIX  YS3BUMOCTEW
6Ge3onacHoOCTV MHpopMaLun B aBTOMaTU3UPOBaHHbLIX cUCTEMAX

npOBOﬂ,I/ITb KOMMJ1IEKCHOE TeCTupoBaHME anmnapaTtHbIX U NporpamMMHbIX
cpencrte

Heobxoanmele 3HaHWSA MpodeccunoHanbHaa u kpuntorpaduyeckas TepMuHonorns B obnactu
6e3onacHOCTV MHpopMaLun

OCHOBHble ~ MH(POPMALIMOHHbIE ~ TEXHOMNOrUW,  WCMoNb3yemMble B
aBTOMAaTU3MPOBaHHbIX CUCTEMAX

CpencTtea 1 cnocobbl obecnevyeHnss 6e3onacHocT HdopMaLuK,
NPUHLIMMBI MOCTPOEHUS CUCTEM 3aLLUThI MHpopMaLn

OcHoBHble kpunTorpaduyeckne MeToabl, anropuTmbl, MPOTOKOSbI,
ncnonb3yemble A5 3aWwnuTbl UHPOPMaLMM B aBTOMaTU3NPOBaAHHbIX
cucTemax

CoBpeMeHHbIe TEXHOMNOMMW NPOrpaMMUPOBaHNS

OTarnoHHas MopjeNnb B3aMMOOEWCTBUSA OTKPbITbIX CUCTEM, OCHOBHbIE
NMPOTOKOIbI, NOCef0BaTENbHOCTL U CoAepXaHue 3TanoB NOCTPOEHNUS U
PYHKUMOHMPOBAHMSA  COBPEMEHHbIX  NoKanbHbIX UM rnobanbHbiX
KOMMbIOTEPHbIX CeTemn

OcobeHHOCTN 3aLUmnThI VIH(*)OpMaLl,I/II/I B aBTOMaTU3NPOBaAHHbIX CUCTEMaAX
ynpasJieHUA TeXHOIIorm4eCkmmMmm npoueccamm

MpuHUMNBLI paboTbl 3NEMEHTOB U (PYHKUMOHANbHbIX Y3I10B 311EKTPOHHON
annaparypbl, TUMNOBblIE CXEMOTEXHUYECKME PELLEHNSI OCHOBHbIX Y3M0B U
GrOKOB 3NEKTPOHHON annaparypsbl
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anIHLI,VIﬂbI opraHunsaumm LOOKYMEeHTUpOBaHUA paspa60TK|/| 1 npouecca
ConpoBOXAEHNA NMpPOrpamMmMHOro 1 annapaTtHoro obecneyeHust

MeTO,EI,bI TeCTI/IpOBaHI/IFl n OoTnagKku I'IpOFpaMMHOFO n annapaTHoro
obecneyeHus

ApXUTEKTYpa, OCHOBHblE MOZENW, MOCIeAoBaTeNbHOCTb U COAepKaHne
3TanoB NPOeKTUpPoBaHus, douandeckas opraHusaumns 6as gaHHbIX

HOpMaTMBHbIe npaBoOBbI€ aKTbl B obnacTu 3awmThl VIH(bOpMaU,I/WI

PykoBogsdwme 1 MeTogMYECKME  OOKYMEHTbl  YMOSIHOMOYEHHbIX
dedepanbHbIX  OpraHoB  UCMOMHWTENbHOW  BNactM NO  3awumTte
WHpopmaumm
Lpyrne xapaktepuctmkm |-
3.5. O606wweHHast TpyaoBas pyHKUMSA
dopmMmnpoBaHne TpeboBaHWM K 3alunTe
YpoBeHb
HavnmeHoBaHue | MHpopmaumy B aBTOMaTU3MPOBAHHbIX Kop E 8
KBanudmkaumm
cucrtemax
l‘lpomcxo»gngme . 3aMmMcTBOBaHO
0600wweHHon Tpygosor | OpurnHan X
n3 opurnHana
PyHKLUMN
Kon PermncrpaunoHHbIn
opurnHana HoMep
npodeccnoHarnsLHoro
cTaHgapTa

Bo3amoxHble
HanMeHoBaHMs
DOIKHOCTEN, npodeccui

[MaBHbIN cneynanucT No 3awmTe nHpopmauum

PykoBoauntene otgena cucTem 3aluTbl MHGoOpMaLmm

3amecTuTenb pykoBOoAUTENA AenapTaMeHTa (oTAena) uccnegoBaHum u
pa3paboTok

PykoBoantenb genaptameHTa (oTgena) uccrieoBaHuim n paspaboTok

TpeboBaHus K
o6pasoBaHuio n
06yy4eHnto

Boicluee obpasoBaHue - cneuvanuTeT, WM Marucrtpatypa B obnactu
NMHopMaunoHHOM Ge3onacHOCTH

n

[ononHntensHoe npodpeccMoHanbHoe o0bpa3oBaHMe - NporpaMmbl
NOBbILLIEHMS KBanMdpukaumm B o6ractm MHOpMaumoHHoM 6e3onacHoCTu
nnm

Beicluee ob6pasoBaHuWe - acnmpaHTypa (agbloHKTypa)

n

HononuutensHoe npodeccnoHansHoe ob6pasoBaHue - nporpamMmmbl
MOBbLILLIEHMS KBanMdukaumm B o6ractm MHOpMaLUnoHHOM 6e3onacHoOCTU

TpeboBaHuA K onbITy
npakTuyeckoi paboTbl

He meHee naTu net B obnactu 3awutbl MHOOPMaUMM, B TOM YMCre Ha
PYKOBOOSALUMX OOMMKHOCTSX HE MeHee Tpex NeT, ANs MMEeLWmnX Bbicllee
obpasoBaHve - crneuuanuTeT WM Maructpatypa B obnacTu
MHpopMaLMOHHON Ge3onacHOCTH

HafeXHasa npaBoBas noaaepXxka
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"06 yTBEepxaeHnn NpodeccnoHanbHOro cTaHgapTa
"Cneumanunct no 3awmute nHdopMaLmu. ..

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

nnm
He meHee Tpex net B obnactu 3awwmTbl MHGOPMaLWK, B TOM YuCre Ha
PYKOBOASILUMX OOMKHOCTSIX HE MeHee ABYX NeT, ANs UMEeLLMX BbiCLiee
obpa3soBaHue - acnupaHTypa (agbloHKTYpa)

Ocobble ycriosus Hanunume gonycka kK rocygapcTBeHHoOW TarHe (npu Heob6xoamMmocT)
ponycka k pabote

Lpyrne xapaktepuctmkm |-

[lononHuTenbHble XapakTepUCTUKK

HanmeHoBaHue Kog HanmeHoBaHue 6a3oBon rpynmnbl, 4OMMKHOCTM (Npodeccun) unm
OOKYMeHTa cneunanbHOCTH
K3 1223 PykoBoantenu nogpasfeneHuin no Hay4yHbIM UccnegoBaHusmM 1
pa3paboTkam
1330 Pykosogutenu cnyx6 n nogpasgenexHun B cdepe
NHOPMaLMOHHO-KOMMYHUKALMOHHbBIX TEXHOMOMMIA
1213 PykoBogntenu B obnactv onpegeneHns nonmTukm n
NNaHNPOBaHUA AEATENbHOCTH
EKC - OupekTop (HayanbHWK) BLIYMUCANTENBHOMO
(MHPOPMALMOHHO-BBIYUCIIMTENBHOIO) LIEeHTPa
- HayvanbHuk oTaena nHdopmaumnm
- HavanbHuk otgena (nabopatopuu, cektopa) no 3awute
MHdopMaLmn
- HauvanbHuK TeXHUYecKoro otaena
oKnaTe 20911 [MaBHbIN cneumanucT no 3awmTte nHgopmarmm
OKCO 090102 KomnbloTepHasi 6e3onacHocTb
090103 OpraHusauus n TeXHONOorus 3alumTbl HpopMaumum
090104 KomnnekcHas 3awwmTta o6beKkToB MHChopMaTu3aumm
090105 KomnnekcHoe obecneveHne nHpopmaumoHHonm 6e3onacHoCcTm
aBTOMAaTU3NPOBAHHBLIX CUCTEM
090106 MHdopmaLumoHHas 6e30nacHOCTb TeNEKOMMYHUKALMOHHbIX
cuctem
090107 [MpoTnBOOENCTBUE TEXHUYECKNM pa3Beadkam
OKCBHK <7> 051319 MeToabl 1 cuctembl 3amThl MHOPMaLMmK, MHPOpPMaLMOHHas
©e3onacHoCTb

3.5.1. TpyaoBasg yHKUNA
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Mpukas MuHTpyaa Poccun ot 15.09.2016 N 522H
"O6 yTBEpXXAEHMM NPOdEeCCUOHaNbHOro CTaHaapTa

[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

"Cneumanuct no 3awumrte nHdopmaumum. ..

O6ocHoBaHWe HeobxoaAMMOCTM 3aLUThbl YpoBeHb
HavmeHoBaHue | nHpopmaumm B aBTOMaTU3MPOBAHHON Kog |E/01.8 | (nogypoBeHb) 8
cucrteme KBanudmkaumm

MpoucxoxaeHue
TPyAoBOM hyHKLNN

X 3anmcTBoBaHO

nUruHan
Op a 13 opurmHana
Kon PernctpaunoHHbIn
opuruHana Homep
npodeccnoHarnLHoro
CcTaHgapTa

TpynoBble gencrems

AHanuna xapaktepa obpabaTbiBaemon WHgoOpMauun un onpegeneHue
nepeyHs nHgopmaumu, nognexailen sawmure

BbisBneHne creneHn yyacTusi nepcoHana B obpaboTke 3alimiiaemon
MHdopMaLnn

nﬂaHI/IpOBaHVIe MepOﬂpMﬂTMVI no obecneyeHnto 3alLnThbI VIH(bOpMaLI,I/II/I B
aBTOMaTM3MpOBaHHOVI cucreme

Onpepenenne  Tpebyemoro  knacca  (ypoBHS)  3aLUULLEHHOCTM
aBTOMAaTU3MPOBAHHOW CUCTEMBI

O6GocHoBaHNe HeoGXOoOAMMOCTU  UCMOMb30BaHUS  KpUnTorpaduieckmx
CpeacTB 3alumTbl MHOpMaLMK

Pa3pa60TKa OTYETHbIX AOKYMEHTOB N pa3aesioB TEXHUYECKNX 3agaHun

Heobxogumble ymeHus

AHaJ'IVI3VIpOBaTb uenn co3gaHnda aBTOMATU3MPOBAHHLIX CUCTEM U
3afayun, pellaeMble aBToOMaTnU3NpOBaHHbIMKN CUCTEMaMU

BbisiBnaTh YA3BUMOCTHU VIH(*)OpMaLI,VIOHHO-TSXHOHOFI/I‘-IGCKI/IX pecypcosB
aBTOMaTU3NPOBaHHbIX CUCTEM

KnaccudpmumpoBaTtb 3alimiaemyo MHgopmMmaumio no Buaam TalHbl U
CTeneHsM KOH(UAEHUMANbLHOCTU M OLeHMBaTb Yrpo3bl 6e3onacHocTu
MHdopMaLunn

OpraHnsoBbiBaTb paboTbl MO CO34aHMIO, BHEAPEHMWIO, MPOEKTMPOBAHMUIO,
pa3paboTke M COMNPOBOXOEHMIO 3aLUMLLIEHHBIX aBTOMaTU3UPOBaHHbLIX
cucTem

Mcnonb3oBaTb  PUCKOBYKHD ~ METOAOMNOrMI0  yrpasneHus  3aLimTou
nHdopmaLMm B aBTOMaTU3NPOBaHHOW cucteme

Oﬂpeﬂ,eﬂﬂTb Krnacc 3aluleHHOCTNU aBTOMaTU3NpOBaHHbLIX CUCTEM U ee
COCTaBHbIX YacTen

Heobxoaumble 3HaHUSA

OcHoBHble MH(*)OpMaLI,I/IOHHbIe TexXHonorunu, ncnonb3yemblie B
aBTOMaTU3NPOBaAHHbIX CUCTEMAX

OcHoBHble yrpo3bl 6e30MacHOCTV MHGOPMaUMM U MOAENW HapylwUTens
B aBTOMaTU3MPOBaHHbIX CUCTEMaX

Buabl  MHGOPMaAUMOHHBLIX  BO3AEUCTBUA W KPUTEPUU  OLIEHKM
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[okyMeHT npepoctasneH KoHcynbraHTlntoc
[aTta coxpaHeHus: 11.11.2020

3alneHHOCTH VIH(*)OpMaLI,I/II/I B aBTOMaTU3NPOBAHHbLIX CUCTEMAX

MeToabl 3aWnTbl MHPOPMAaLUK OT "yTeUKN" N0 TEXHUYECKMM KaHanam

MporpammHo-annapaTHble cpeacrtea obecneyeHns 3aWmnThl
WHdopmaumMm B NporpammMHOM oObGecrneyeHuM aBTOMaTU3UPOBAHHbIX
cucTeM

MeTtoabl, cnocobbl K cpeactea obecnevyeHust OTKa30yCTOMYMBOCTU
aBTOMaTU3NPOBAHHbIX CUCTEM

MpuHUMNBbI OPMUPOBAHNUS MOSNTUTUKM MHAOPMALMOHHOM 6e30nacHOCTU
B aBTOMaTU3NPOBaHHbIX CUCTEMAX

HOpMaTMBHbIe npaBoOBbI€ aKTbl B obnacTu 3awmThl MH(bOpMaLLI/IM

HauunoHanbHble, MeXrocyaapCTBEHHbIE U MEXAYHapOAHble CTaHAapThl B
obnacTtu 3awmTbl MHGPOpMaLMm

PykoBogsawme 1M MeToOMYECKME  OOKYMEHTbl  YMOJTHOMOYEHHbIX
degepanbHbIX  OpraHoB  UCMOMHWTENBHOW  BNactM N0 3awumTte
MHdopMaLnn

OpFaHI/ISaLI,MOHHbIe Mepbl Mo 3aliunTe I/IHd)OpMaLI,I/IM

MeToaukn CepTUUKALMOHHBLIX UCMbITAHUN  TEXHUYECKUX CPencTB
3awuTbl  MHopMaumMm OT "yTeukn" No TEXHWYEeCKUM KaHanam Ha
cooTBeTCcTBME TpeboBaHUAM no 6e3onacHOCTM nHdopmaumum

CO,El,ep)KaHI/Ie N nopanoKk AeATesNlbHOCTU nepcoHalna no 3KcnnyaTtauun
3aluleHHbIX aBTOMaTtu3npoBaHHbIX CcUCTeM W CUCTEM  3allUThbl

NMHpopmaumm

Opyrvue xapaktepuctmkm | -
3.5.2. Tpynosas pyHKUMSA

OnpegeneHue yrpo3 6e3onacHocTm YpoBeHb
HanmeHoBaHue | nHpopmaumm, obpabaTtbiBaeMon Kog [E/02.8 |(nogypoBeHb) 8

aBTOMaTU3NPOBAHHOWN CUCTEMOM KBanudmkaumm
I'Ipomcxozkp,eHme OpuriHan X 3ammcTBOBaHO
TPYLOBOW hyHKLMM N3 opurmHana

Kop, PernctpaunoHHbIn
opuruHana Homep
npodeccuoHanbLHoro
cTaHpapTa
TpynoBble 4encTBUA dopmMupoBaHne pasgenoB TEXHUYECKUX 3adaHUA Ha co3daHWe CUCTEM

3alnTbl Mchopmau,vm aABTOMAaTU3NPOBAHHbIX CUCTEM

Paspabotka cuctem 3awmtbl UWHGOPMaUMM aBTOMAaTU3UPOBAHHbIX
CUCTEM C YYETOM AENCTBYIOLLNX HOPMATUBHO-MPABOBbIX JOKYMEHTOB
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OnpeneneHne komnnekca mep (MpaBwuna, npoueaypbl, NpakTudeckue
npuembl, PyKoOBOAALME MPUHUMMLI, MeTodbl, CpeacTBa) AN 3aluThbl
MHdOpMaLIMM aBTOMAaTU3UPOBaHHBLIX CUCTEM

OnpegeneHne OUEHKM BO3MOXHOCTEW  BHELWHWX W BHYTPEHHMUX
HapyLwuTenen

PaspaboTka mMoaenu yrpos Ges3onacHoCTH nHcpopMaLmm
aBTOMaTU3MPOBAHHON CUCTEMDbI

O6ocHOBaHMEe MepeyHss  CepTUMULMPOBAHHBLIX CPeACTB  3alliuUThbl
UHopMaLMK, HeobXoauUMbIX AnA  cOo3OaHUs  CUCTEMbl  3alluThl
NHdOpMaLIMM aBTOMAaTU3UPOBAHHOW CUCTEMBI

AHanua TpeboBaHW K Ha3HA4YeHW, CTPYKType W KOoHdurypauum
co3aBaeMoON aBTOMAaTU3NMPOBAHHOW CUCTEMbI C UENbl BbISABNEHUS
yrpo3 6e3onacHocT1 nHgopmalmm

OnpepeneHne CTPYKTYPHO-(DYHKLMOHANbHbIX XapaKkTepucTuk
WHOPMALMOHHOM  CUCTEMbI B COOTBETCTBUM C  TpebosaHnsMM
HOpMaTMBHbIX NPaBOBbIX JOKYMEHTOB B 06n1acTu 3alumThl MHGOpMaLmm

Heobxoavmble ymMeHusi MpousBoguTb BbIGOP NpoOrpamMMHO-annapaTHbIX CPEeACTB  3aluThbl
MHDOpPMaLMKU ONa UCMOMb30BaHUA UX B COCTaBe aBTOMAaTM3MPOBAHHOWM
cucTeMbl C Lenblo obecneyeHnss Tpebyemoro ypoBHS 3allyLLEHHOCTY
MHbOpMaLMKU B aBTOMaTM3MPOBAHHON cucTeme

dopmupoBaTh MepeyYeHb MepPONpUSTAA MO NPEeAoTBPAaLLEHUIO Yrpo3
6esonacHoCTi MHAopMaLIM aBTOMATU3MPOBAHHOW CUCTEMbI

CVICTeMaTVI3I/IpOBaTb pe3ynbTaTbl NPOBEAEHHbIX ncecneaoBaHuin

AHaJ'II/I3I/IpOBaTb BO3MOXHbl€ YA3BUMOCTU I/IHCbOpMaLI,I/IOHHbIX cucrtemMm

BbIsiBNATb N3BECTHbIE YyA3BUMOCTU MH(*)OpMaLI,VIOHHbIX cucrTemMm

PaspabaTtbiBatb NpPOEeKTbI HOPMAaTUBHbIX OOKYMEHTOB,
perrnamMmeHTUpYLWnX paboty no 3awmre nHcpopmaumm B
aBTOMaTU3MPOBAHHBLIX CUCTEMAX

Heobxoavmble 3HaHWs OCHOBHble ~ MH(POPMALIMOHHbIE ~ TEXHOMNOrUW,  MCMoNb3yemble B
aBTOMaTU3MPOBaHHbIX CUCTEMAX

OcHoBHble KpMI'ITOFpa(bI/I‘-IeCKI/Ie MeTodbl, aliropuTtMbl, MPOTOKOJ1bI,
ncnosibdyemble O5A obecneyeHnss 6e30NacHOCTU B BbIYUCIUTENbHbIX
ceTdax

I'IporpaMMHo-annapaTHble cpeacrtea obecneyeHus 3alunTbl
MH(*)OpMaLI,I/II/I aABTOMATU3NPOBAHHbIX CUCTEM

Cnocobbl peanusauum yrpo3 6e30MacHOCTM B aBTOMAaTM3MPOBAHHbIX
cucTemax

MNocnencteus ot HapyLweHusa cBoMNCTB 6e30onacHOCTH VIHCbOpMaLI,VIVI

OcHoBHble yrpo3bl 6e3onacHOCTM MHOPMaLUMn U MOAENU HapyLIUTEns
B aBTOMaTU3NPOBaHHbIX CUCTEMAaX
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HauvoHanbHble, MeXrocyaapcTBeHHbIe U MeXAyHapoAHble cTaHaapThl B
o6bnacTy 3almTbl MHOpMaLK

PykoBogdwme ©  meTognyeckne  OOKYMEHTbl  YMOSHOMOYEHHbIX
degepanbHbIX  OpraHoB  UCMOMHWTENbHOW  BNactM NO  3awuTte
nHdopmaumm

MeToOoukn CcepTUPUKALUOHHBIX  WCMbITAHUA  TEXHUYECKUX CPELCTB
3aWmTbl MHoOpMauMm OT "yTedkn" No TEeXHUYECKMM KaHanam Ha
cooTBeTcTBME TpeboBaHMsM No GesonacHoCT! nHdopMaLmm

MeToabl 3aWuThl MHPOPMAaLUK OT "yTeUKnN" No TEXHUYECKMM KaHanam

MpuHUMNBLl popMMpOBaHNS M peanusaumMn nonuTukM 6e3onacHoCcTu
NHOpMaLMM B aBTOMATU3NPOBAHHbIX CUCTEMAX

Lpyrve xapakTepucTukm | -

3.5.3. Tpynosas pyHKUMSA

Pa3paboTka apxMTeKTypbl CUCTEMbI 3aLUTHI YpoBeHb
HanmeHoBaHue | MHpopmaunm aBToMaTU3NPOBAHHOM Kog |E/03.8 |(nogypoBeHb) 8
cucTembl KBanudukaumm
MpoucxoxgeHne 3aMMcTBOBaHO
P KA OpwuruHan X
TPYZ4OBOW hyHKLMM n3 opurnHana
Kop, PernctpaunoHHbIn
opurnHana HoMep
npodeccuoHarnbLHoro
cTaHpapTa
TpyooBble AenCTBUSA lMpoBeneHne ouUeHkM nokasaTtenen kadyectTBa U 3dEKTMBHOCTN paboThl

BbIYUCIUTENBbHBIX CUCTEM, MPOrPaMMHbIX W MporpamMmMHo-annapaTHbIX
CPEACTB, UCMONb3yeMbIX A1 MOCTPOEHNST CUCTEM 3aLLMTbl MHGOPMAaLUK

MpoBedeHMe  TEXHUKO-3KOHOMUYECKOM OLEHKM  Lenecoobpas3HoCTM
CO34aHNA  CUCTEMbl 3alMTbl  MHGOPMaLMK  aBTOMaTU3UPOBaHHOM
CUCTEMBI

Onpepgenexue nopsiaka obpaboTku WHopmaumm B
aBTOMaTU3MPOBaHHON cUCTEME

dopMupoBaHMe pasaernoB TEXHUYECKUX 3afaHuin Ha CO3OaHWe CUCTEM
3anTbl I/IHq.)OpMaLLI/IVI aBTOMaTU3NPOBAHHbLIX CUCTEM

Pa3pa60TKa ﬂpOGKTHOVI OOKyMeHTauumn Ha CUCTEMBI 3alnTbl
aBTOMaTU3NPOBaAHHbIX CUCTEM

OdbopMneHne 3asiBKM Ha paspaboTKy cucTeMbl 3aluTbl MHOpMaLUK
aBTOMAaTU3MPOBaHHOW CUCTEMbI

Heobxogumble ymeHus Onpepenate komnnekc Mep ana  obecneyeHuss 6e3onacHOCTU
NMHOPMALIMOHHOW B aBTOMAaTM3NPOBaHHbIX CUCTEMax
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BbisBNATbL  yA3BUMOCTU  MH(POPMALMOHHO-TEXHOMNOMMYECKUX PECYpPCOB
aBTOMAaTU3MPOBaHHbIX CUCTEM

PaspabaTbiBaTb NpeasioKeHUsi MO COBEPLUEHCTBOBAHWUID  CUCTEMbI
ynpaBneHns 3aLLnTbl MHPOPMaLUM aBTOMATU3NPOBAHHBLIX CUCTEM

MpoBoauTb BbLIGOP MNporpaMMHO-annapaTHbIX CPeAcTB obecrnevyeHust
GesonacHoCTM MHQopMauuMu [ONns  UCMONb30BaHMS WX B COCTaBe
aBTOMAaTU3MPOBAHHOW CUCTEMbI C Uenblo obecrneveHuss Tpebyemoro
YPOBHS 3aLUMULLEHHOCTM aBTOMAaTU3NPOBAHHON CUCTEMBI

KnaccuduumpoBaTb M OLEHMBATL Yrpo3bl 6e3onacHocTU MHopMaunm
ANs aBTOMaTU3NPOBAHHOWN CUCTEMBI

OnpepensaTe MHAOPMAaLMOHHYO UHADPACTPYKTYPYy U MH(OPMAaLMOHHbIE
pecypcbl aBTOMaTU3MPOBaHHOW CUCTEMBI, Noanexaiue sawmre

PaspabatbiBate Mogenu yrpo3 6esonacHOCTM  MHopmaumm u
Hapymmeneﬁ B aBTOMaTU3NPOBAHHbIX CUCTEMaAX

Onpegenatb 9 EeKTUBHOCTL NPUMEHEHNSA CPeaACTB MHopMaTM3aumm

Heobxoaumble 3HaHUS OcHOBHble ~ MH(OPMAUMOHHbIE  TEXHOMOMMKU,  UCMOMNb3yemble B
aBTOMAaTU3MPOBAHHbIX CUCTEMAX

Cnocobbl ¥ cpegctBa  3awmTbl  MHGOpMaumMm  oT  "yTedkn" no
TEXHUYECKMM KaHamnam W KOHTpona  3ddeKTUBHOCTM  3aluThbl
NMHopmaunm

OcHoBHble cpeacTBa M crniocobbl  obecnedyeHnss GesonacHoCTU
MHcpopMaLmMK, MPUHLMMBI MOCTPOEHUS CUCTEM 3aLUUTbI MHGOPMaLUmm

MporpammHo-annapaTHble cpeacrtea obecneyeHns 3aWmnThl
WHpopMaLMM aBTOMaTU3NPOBAHHbBIX CUCTEM

IMpUHUMNBLI NOCTPOEHUS CPeacTB 3almTbl UHGOPMaUUK OT "yTeykn" no
TeXHNYEeCKUM KaHalnam

HauvoHanbHble, MeXrocyaapcTBEHHbIE U MeXAyHapoAHble cTaH4apThl B
obnacTtu 3almThl MHOopMaLUK

PykoBogdawime 1 MeTogMyeckMe  OOKYMEHTbl  YNOSIHOMOYEHHbIX
denepanbHblX  OpraHoB  UCMOMHUTENBHOM  BNacTM NO  3awuTte
MHdopMaunn

OpraHunsaunoHHble Mephbl Mo 3almTe MHopMauum

MeToabl  TecTUMpoBaHWA W OTNAAKW, MPUHUMMBLI  OpraHu3aumm
OOKYMEHTUPOBaHUS pa3paboTku, npouecca COMNPOBOXAEHUS
NnporpaMmMHoOro obecneyenns

Opyrve xapakTepucTukm | -

3.5.4. TpypoBsas dyHKUMSA
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MogenupoBaHue 3allnLLEHHbIX

aBTOMaTU3NPOBaHHbLIX CUCTEM C LiENbIo YpoBeHb
HavnmeHoBaHue | aHanusa ux yasBMMocTen 1 Kog |E/04.8 |(nogypoBeHb) 8
3¢ hekTMBHOCTM CPEeACTB 1 crnocoboB KBanudukaumum

3aWmThbl MHGOpMaLuK

MNpoucxoxaoeHne 3anmcTBOBaHO
v OpwuruHan X
TPYLOBOW hyHKLMK N3 opurmHana
Kop, PernctpaunoHHbIn
opurmHana HOMeEp
npodeccnoHanbHoro
cTaHgapTa
TpyooBble AenCTBUSA PaspaboTka aHanMTU4ecKux 7] KOMMbIOTEPHbIX Moaenen

aBTOMaTN3NPOBaAHHbIX cucrem n noacucrtem GesonacHocTn
aBTOMaTU3NPOBaAHHbIX CUCTEM

ViccnepnosaHue aHannTn4eckKnx n KOMMBbKOTEPHbIX moaenen
aBTOMaTU3NPOBAHHbIX cucrem n noacucTtem 6e3onacHocTu
aBTOMaTU3NPOBAHHbIX CUCTEM

PaspaboTtka mogenu yrpo3 6esonacHocTn UHopmauum 1 HapymTenen
B aBTOMaTU3MPOBaHHbIX CUCTEMAaX

WccneposaHue nporpamMMHbIX, APXUTEKTYPHO-TEXHNYECKMNX n
CXeMOTEeXHUYeCKnUX peLueHvu7| KOMMOHEHTOB  aBTOMaTU3UPOBAHHbIX
cucrtem C Lenblo BblABIIEHUNA noTeHuunanbHbIX yﬂ3BI/IMOCTeIZ
Be3onacHocTu I/IHq.)OpMaLI,MI/I B aBTOMaTU3NPOBaHHbIX CUCTEMaX

AHanu3  MHOPMAUMOHHOM  MH(pPACTPYKTypbl U BGe3onacHocTu
MHGOpMaLMM aBTOMaTU3MPOBAHHBIX CUCTEM

PaspaboTka npeqonoXeHuid NO  COBEPLUEHCTBOBAHUIO  CUCTEMBI
ynpaBreHus MHOPMaLUMOHHOW Ge30MacHOCTbI0 aBTOMAaTU3MPOBAHHbLIX
cucTem

Heobxoaumele ymeHus BoinonHate  cbop, obpaboTky, aHanM3 M cucTeMaTusauuio
Hay4YHO-TEXHMYeCKOoN nHdopmaummn B 0bnactu 3awuTbl Hpopmaumm

P33p363TblBaTb n nccriegoBatb MaremMaTtuyeckmne moaesiv KOHKpeTHbIX
SIBMEHUN U npoueccoB A5nd pelleHnda pacHeTHbIX U nccrnenoBaTesibCKUX
3afad

anIMeHFITb mMatemMmatTunyeckme mogesim rnpu npoekTnpoBaHUMn CUCTEM
3amnTbl VIHQDOpMaLI,VIVI aBTOMaTU3NPOBAHHbLIX CUCTEM

npOeKTI/IpOBaTb n peann3oBbiBaTb NOJNTIUTUKY GesonacHocTn
BbIYMCINUTENBHbIX CETEN

AHaJ'II/I3I/IpOBaTb OCHOBHbIE XapaKTepucTtukn n BO3MOXHOCTU
T€NeKOMMYHUKaLUMOHHbIX CUCTEM NO Nepenadye I/IHq.)OpMaLI,MI/I

H606XO,CI.V|MbIe 3HaHNA MeTOﬂ,bI 7] TexXHonormm NPOEKTUPOBAHUA, mMmoaennpoBsaHuA,
nccnegoBaHMA CUCTEM  3alUUThI VIHCbOpMaLWIVI aBTOMaTU3NPOBAHHbIX
cucTem
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OcHoBHble yrpoasbl ©e3onacHocTU I/IHd)OpMaLI,VIVI M Moaenun Hapywutens
B aBTOMAaTU3NPOBaAHHbIX CUCTEMAX

OcHoBHblE Mepbl MO 3awute MHGOpPMauuM B aBTOMAaTU3MPOBAHHbIX
cucTemax

HaumnoHanbHble, MeXrocyaapCTBEHHbIE U MEXAYHapOAHble CTaHAapThl B
obnacTtu 3awmTbl MHGPOpPMaLMK

PykoBogsawme 1M MeToOMYECKME  OOKYMEHTbl  YMOJIHOMOYEHHbIX
degepanbHbIX  OpraHoB  UCMOMHWTENBHOW  BNactM MO 3awumTte
MHdopMaLnn

OcHoBHble KpMI'ITOFpa(bI/I‘-IeCKI/Ie MeTodbl, alnropmuTtMbl, MPOTOKOJIbI,
ncnonb3dyemble AOnd 3alunTbl VIH(bOpMaLU/II/I B aBTOMATU3NPOBAHHbIX
cucremax

MpuHUMNBLI NOCTPOEHUS CpeacTB 3almTbl MHopMauun OT "yTedkn" no
TEXHUYECKUM KaHanam

MpUHUMNBLI  NOCTPOEHUA U (PYHKLMOHMPOBAHMUS CUCTEM WU  CETEN
nepegayn nHopmaumm

Lpyrve xapakTepucTukm | -

IV. CBegeHuns 06 opraHusaumsix - paspaboTtymnkax
npodeccroHanbHOro craHgapTa

4.1. OTBeTCTBEHHAsA OpraHM3aumsa-paspaboTymk

3AO "Accoumaumsa cneumanmctoB MHOOPMaLMOHHbIX cucteM”, ropog CaHkT-IMNeTepbypr

["eHepanbHbIN OUpPeKTop ConoasaHHunkoB AnekcaHap Bnagnmuposuy

4.2. HanmeHoBaHus opraHm3auunin-paspaboTymkoB

1 | MexpermoHanbHas obLiecTBeHHas opraHmsauus "Accoumaums 3awmTbl HopMaummn", ropoq
Mockea

2 | ®rkKOy BO "Akagemusa PegepanbHom cnyxbbl 6esonacHocTn Poccumnckon egepaummn”, ropoq
Mocksa

3 | ®I'YI "Hay4uHo-TexHn4eckun ueHTp "Atnac”, ropog Mockea

4 | depepanbHoe y4ebHO-MeTOaNYECKOE 0ObEAMHEHME NO YKPYNHEHHOM rpynne cneumanbHoCTen
1 HanpaBreHun noarotoekn "MIHpopmaumnoHHas 6e3onacHocTb"

<1> O6LLEPOCCUNCKNI KNacCUPUKATOP 3aHATUN.
<2> O6LLEPOCCUNCKNI KNaccUKaTop BUAOB SKOHOMUYECKOW AESATENTbHOCTH.

<3> EAWHbIN KBanNMMUKaLMOHHbLIA CNPaBOYHUK AOIMKHOCTEN pyKoBOAUTENEW, CneunanuctoB U Apyrux
cnyxatimx.
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<4> O6bLwepoccuncknn knaccudmkatop npodeccun paboumx, AOIMKHOCTEN CRyXawux U TapudHbIX
pas3psgos.

<5> O6Lwepoccuicknin knaccudmkaTop cneumnanbHocTern No obpasoBaHnto.

<6> 3akoH Poccuiickon degepaumm ot 21 nona 1993 r. N 5485-1 "O rocypgapcTteeHHol TarHe" (CobpaHue
3akoHogaTtenscTBa Poccuiickon ®egepaumm, 1996, N 15, ct. 1768; 1997, N 41, cT1. cT. 4673, 8220, 8221, 8222,
8223, 8224, 8225, 8226, 8227, 8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235; 2002, N 52, c1. 5288; 2003, N
6, cT. 549, N 27, c1. 2700, N 46, cT. 4449; 2004, N 27, cT. 2711, N 35, cT. 3607; 2007, N 49, cT1. 6055, cT. 6079;
2009, N 29, cT. 3617; 2010, N 47, ct. 6033; 2011, N 30, cT. 4590, cT. 4596, N 46, cT. 6407; 2013, N 51, cT. 6697;
2015, N 10, cT. 1393).

<7> O6LepoccrMncknii knaccuurkaTop crneumanbHOCTEN BbICLLEN Hay4YHOW KBanudmkaumm.
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