MHHUCTEPCTRO I0CTHIHH Poccm! "KOH GEAEPALINH |

SAPEFHCTPUPORAHO

Perucrpamnonnuit & /Y% 5 Y
or 28" L e 20/,
MUHHUCTEPCTBO TPYJIA U couMAJIJBHGﬁeAﬁﬂm;H

POCCHUHMCKOX ®EJIEPAITMA

(Muntpyan Poccun)

IIPUKAS3
/ weasclir 200 v ST

Mocksa

006 yrBepsxaeHnn npogeccHoHAJLHOr0 CTAaHAApPTA
«CrienqHaIHcT No 6e30NacHOCTH KOMILIOTEPHBLIX CHCTEM H ceTei»

B cootBerctBuM ¢ myHkToM 16 IlpaBun paspaGoTk¥ W yTBEpXKICHHS
1IpoecCHOHANBHBIX CTaHAApTOB, YTBEPXKIEHHBIX ITIOCTAHOBJIEHUEM
IMpasurensctBa Poccuiickoit ®eneparmu or 22 sgmBaps 2013 1. Ne23
(Cobpanme 3akoHomatenscTBa Poccmiickoit ®emepaumu, 2013, Ne 4, cr. 293;
2014, Ne 39, cT. 5266; 2016, Ne 21, c1. 3002), npu K a3 Bl B 4 10:

YTBepauTh MpHIaraeMelil NpodeccHoHaNbHbIN cTanAapT «Crenuanuct mno
6€30MacHOCTH KOMITBIOTEPHEIX CHCTEM U CETeH».

Munuctp M.A. Tonunun

KOIIMs BEPHA

Koncynrarr ¢ 6niero OT]ACH;

yupapncuns Mciiamut

L 2




YTBEPXJIEH
mpukazom MuHHCTEpCTBa
TPyZAa U COIMATBHOM 3aIUTHI
Poccmiickoit ®enepanuu

oT «7 » W/_@zow r. Ne ﬂf//

[TPO®ECCUOHAJIFHBI CTAHJIAPT

Cnenuajunct no 6e300NacHOCTH KOMIIbKOTEePHBIX CUCTEM H cereii

842
PeructpaupoHHEIH HOMED
Conepxanne
L. OOLIEE CBEIMEHHA. .....eeeuverueerereenrenerireeesesssesseessassesrosesssessesssssessessossesasasesssssstossassnesntassessessissmssessssssssossenes 1
II. Onucanue TPyAOBBIX (PYHKIME, BXOIAMIHX B MpodecCHOHATBHEIM cTaHAapT (yHKIHOHAIbHAS KapTa
BAJA TPOPECCHOHATBHOM JEATEITBHOCTH) c.veunerueennersessessessesssessostossoresstessessesssessnissssssesssessassassesssssesssssnonsensanss 3
III. XapakTepucTika 0O0OIMEHHBIX TPYAOBEIX DYHKITHH. ..cccrvvereereriersesseiiesnississsesssesiessnenessissesssssnesassensesss 5
3.1. O6o06mennas Ttpyaosas ¢yuxkuus «OOCIyXUBaHWE CPEACTB 3alMTH HHPOpManuH B
KOMITBIOTEPHBIX CHCTEMAX H CETIXD ceveureueesrersersesesssessaesesssesessesssentessessssstssssssssssssssassresssssississssnsssssssssnossons 5
3.2. O6o6mennas TpyaoBas (QyHKUHA «AIMHHHCTPHPOBAHWE CPEACTB 3alMTHl HHpopMaryu B
KOMIIBIOTEPHBIX CHCTEMAX H CETIXD tvvverernrssissussssecsssussossussssssssssassssssnssssissssssssssssssssssessssssssssnssssnsasssssase 10
3.3. O606mennas TpyaoBas ¢pyHkuus «OneHuBaHHEe YpOBHS 0€30MAaCHOCTH KOMIIBIOTEPHBIX CHCTEM H
CETEID weenneerreerrrerseeeeieereestesteestesseastesstaesteesesestosasesssasssesonesssessesstonstssesssstassessssesssesssssestessssssnessesssesssernesns 15
3.4. O6o6meHHas TpynoBas ¢yHkuus «Pa3paboTrka OporpaMMHO-alllapaTHBIX CPEACTB 3alliMTHI
AHPOPMAITHA KOMITBIOTEPHBIX CHCTEM H CETEED) w.eouviieeereenircrecstisuciunessesssessneesseisssesssessssssssssssssessnessennes 22
IV. CBegenus 06 opraHu3amisIx — pa3paboTIAKax MPOPECCHOHATBHOTO CTAHIAPTA «vvevvreversersessernesnenease 29
I. O6mue cBegenns
3anmTa HHGOpMaIHK B KOMIIBIOTEPHBIX CHCTEMAaX H CETIX 06.032
(HanMeHOBaHueE BH/a IPO(ECCHOHANLHOMN IEATENEHOCTH) Kon

OcHoBHas LeNb BAA MPOodecCHOHATBHON eI TebHOCTH:

Obecnedenne 6e300acHOCTH HHPOPMAIMH B KOMIIBIOTEPHBIX CHCTEMAX H CETAX B YCIOBHAX
CYIECTBOBAHUS Yyrpo3 UX WHGPOpMaOHHOH 6e3011acHOCTH

I'pynna 3assTHii:

1223 PyxoBoautenu nmoxpasnenenuii no | 1330 PykoBoxuTenu cixyx6 u
Hay9HBIM UCCIIEIOBAHUAM H nopapaszeneHui B chepe
pa3paboTkaM AHGOPMAIMOHHO-KOMMYHHUKAMOHHBIX

TEXHOJIOTUH

2425 CrenuanucTel OpraHoB 2511 CucTeMHBIE aHAIUTHKA
rOCyapCTBEHHOM BIIACTH

2519 PazpaboTuuky u aHATUTUKH 2522 CucreMHbBIE aIMUHUCTPATOPEI
IIPOrpaMMHOT0 obecrieueHus U
IPWIOKEHUH, He BXOIIINE B
JpyTHe rPyNIbl

2523 CrenuaimicThl 10 KOMIIBIOTEPHBIM | 2529 CroenuamicTsl o 6a3aM JaHHBIX U
ceTsIM CETsIM, He BXOZSIIHUE B APYTHE TPYIIIIHI

.-



3359 Cpennerexunueckuii mepcoran Ha | 3511 CrienuanicTH-TEXHUKH TI0
rocyIapCTBEHHOM cITyx0e, He skciuryaranuu UKT
BXOISIIINI B APYTHE FPYIIIBI
3513 CrienuaymMcTRI-TEXHUKH 110 - -
KOMIIBIOTEPHEBIM CETAM H
cucTeMaM
(xox OK3%) (HauMeHOBaHwMeE) (xox OK3) (HaumeHOBaHUE)

OTtHeceHHe K BHJIAM SKOHOMMYECKOM JeITeNbHOCTH:

62.01 Pa3paboTka KOMIIBIOTEPHOTO MPOrPaMMHOI0 00ECIICYCHHS

62.02.1 JesTenbHOCTh N0 IAaHUPOBAHUIO, NPOEKTHPOBAHUIO KOMIBIOTEPHBIX CHCTEM

62.02.2 JeqarenbHOCTh 0 00CIeAOBAHUIO U SKCIIEPTH3E KOMIBIOTEPHBIX CHCTEM

62.09 JesTensH0CTD, CBA3aHHAS C HCIOJB30BAHUEM BEIMHCIUTENLHOH TEXHUKA U
HH(POPMAIMOHHBIX TEXHOJIOTHH, Ipodast

72.19.2 Hayunsle uccneioBanus u pa3paboTKH B 00JIaCTH TEXHUUECKHX HAyK

(xon OKB9112) (HamMeHOBaHHe BHIA SKOHOMHAYECKOH NeATSIEHOCTH)




L'S0/0

BIHUAOLMHOW OJOHAIrBIHOWAd10HM oMHOTog0d] |

L'v0/D

d01e19IrAead enireHe
U urirewdoduu 19umee g1owrado xigniedenie
-oamwned.rodn unmexuduideo suHarogod|

L'€0/0

WOILoM) XITHd2LOIIIINOX

HLJOHOBIIOEQQ BEULRHE SUHATad0d] |

L'°0/D

H3130 U WALOMO XITHAQLOIIIIINOM
H1O0HORNOLdQ MuLuiron duHedoduwdod
‘armimes onr uHHEA00 AL BixLOgRdER

L'10/0

nuirendodHu 191MmIRE

d1orodo xrgHIedene-ornwediodn xrawsrHaWHdI
HLOOHEHLId(P(Pe B HLOOHQOI0mO0100ed

yodsgodn x19H9Ir0dIHON SMHATg0d] |

K210 ¥ WALOMD
XI9HADLOI9IINOY MLOOHIRIIOESQ
BHI0dA SMHRIMHOII()

9'c0/d

KMHORAI1990 oJommwmwediodn
OJOHWALOHO M oJoHTeInudl numendodHu
9IMIIes 91072do suHedodudIoONHUNI Y

9'20/d

XE199
x19Hda10191INO0N € HUITeWdopHY 191uIes a1oradd
xiaa1edenire-oanwediodn onHegodudronHINY Y

9'10/d

XeWOLOMO XI9HHOUIRdo10 g rumendodun
91UIIRE WOLOMOYOI SHHed0dud LOMHAWI Y

XE139 ¥ XPWALOUO XITHAOLOIIIINOX
g uuirewdoHu [LMIITRE
a1orado onnedodud LonHUNWI Y

S'e0vV

BEHHOR3IID900
oloaNWedIodir oxoHWA1oMD M oJoHTeINAdI
nneNdopHH 1gimNTeE 41070do QMHRIINKAIDQ()

S

A4

XB199 XIqHAoL1019IWOoN g unrewdodHn 1ainimes
€10rado x19rredenire-oannediodn suHREINALD9(0)

S

SToNV

XBWOLOUO XIGHHOHMITRdDNO 8 MuITeWwdopHY [91UITeE
€1010do xraHIedenire-onnwed1odn SHHREIKALIQ()

S

XB100 H XBWALOHD
X[ HdoLOI91INOY g HumewdodHH
I91uimee 4191ado OMHeIIKAL0Q()

nunexuduiresy
(an2g0dAxom)
qnog0dL

rox

QUHPHOHOWHEBH

HHIeH UL
qHog0dA

OHMHRdOHOWHEH

rox

UMIDIHA(] orag0VAd ]

HUIHA( d1980rAdL SI9HHAMQOg()

(MLOOHIIrILEAY HOHAIreHONYIIpodu
erud erdex senqreHonIHA}) LderHerd yiaHdIreHondd¢odn g xamEroxd ‘UnmIHAD x19gorAdL SMHEINU() I

€




810/d

HOIO ¥ WaLoMd XigHdaro1anwoy uuirewdodHu
laimmres 4101rods mxrogedeed ounomKogodiro))

8'¢0/d

HOLID M WALOMD XI9HAS1019WoN uTrewdopHu
raLmes 41019do onHeaodn1oo1 U exLogedse

8'c0/d

HA190 M NQLOHD
x19HdoL0191INoN HrTewdodHn 191mmes g10rado
xiauredenire-oanwedIodn onregodursod]|

8'10/d

ML) M WALOMD XITHAOLOIIIINOX
unirewdodHn [g1nTRE Wed1orado miaaLedemme
-ornnediodn x guHesogadL exrogedee

H9190 ¥ WOLOMD
x19Hdar019umoN uumendodun
Miaires 9101rado xiaaredernne

-ornwedIodn exrogedee

L90/0

GOLHOIHITHY U
yuHamMAdeHOgRdN ‘UMHAIMIALYSdI XIIHADLOI9IINOY
uuHegowrairooed udn 1[9enrdonoye auHoTog0d]

HOL30 M WOLOM) XIIHASLOIGIINOY MIOOHHOMIMIIIRE




III. XapakTepucTHKka 00001€HHBIX TPYAOBBIX (PYyHKIIMI

3.1. O600menHas TpyaoBas GyHKIUS

OGciyXuBaHHE CPEJICTB 3AIHTHI v
POBEHb

Hanmenosanue | HHGOpPMAITHH B KOMIOBIOTEPHBIX Koz A N — 5

CHCTEMax M CeTAX

OHUC
Tpoucxoxcerne 3auMCTBOBAHO U3
0600menH0# TpyAOBOIT Opurugan X
OopuruHasia
byHKIH
Kon PeructpannonHsIit Homep
opHUruHana npo¢deCcCHOHATBHOTO
CTaHOapTa

BozMmoxHBIE Texauk no 6e30mMacHOCTH KOMIBIOTEPHBIX CUCTEM H ceTeit
HaUMECHOBAaHMS Texnuk o 3amute nHGopManuu I xkateropun
JOJDKHOCTEH, Texuuk no 3amure urdopmaruu Il kareropuu
npodeccuii Texnuk no 3amure HHGOPMAITII

TpeGoBanus x
obOpa3oBaHmIO U

Cpez[Hee npo«beccnonamanoe o6pa3013aHHe — IIporpaMmBl IIOATOTOBKH
CIICHHAINCTOB CPEAHETO 3BCHA 110 I'IpO(bI/IJIIO JACATCIIBHOCTH

00yueHmo

Tpeboparus k onpity | Jns JoIDKHOCTEl 6e3 KaTeropwii — OIBIT paboThl He TpebyeTcs
MPAKTUIECKOH Jlng nommxHOCTEH C KaTreropueii — ombIT paboThI B JOJDKHOCTH ¢ 60Jiee HU3KOM
paboThI (mpemmecTByIOMIEi) KaTeropueil He MeHee OJJHOTO roja

Oco0pie ycroBust
JloImycKa K pabore

Hpyrue

XapakKTCPHCTUKHU

Pexomenyercs TOMOMHUATENbHOE MPodeCCHOHANbHOE 00pa3oBaHue —
IIpOrpaMMEI NTOBBIMIEHUS KBaTHQUKaIuK B 00;1acTH HHPOPMAMOHHON
0e30macHoOCTH

I[OIIOJIHI’ITGJIBHHC XapaKTCPHCTHKH

HaumenoBanue Kox HawmmMenoBanue 6a30B0i Ipymibl, JOJDKHOCTH (IpodeCcCHH) WK
JIOKYMEHTa CHENUATLHOCTH

OK3 3511 CrenuamacTel-TexHUKH 1Mo 3xcruryaranua UK T
3513 Crienua yCTHI-TEXHUKH 110 KOMITBIOTEPHBIM CETSM M CHCTEMaM
3359 CpenneTexHNYECKHH IIEPCOHA Ha TOCYAapCTBEHHOM Ciryx0e,

He BXOJSIIHHN B IPYTHE TPYIIIBI

EKC’ - TexHuk 1o 3amuTe HHGOPMALTUN

OKIIJTP* 27032 Texuuk no 3anmre uHbOPMATAA

OKCO’ 090108 Hudopmarmonnas 6e301acHOCTb




3.1.1. TpynoBas pynknus

O6cyxuBanre IpOrpaMMHO- v
pOBEHB
annapaTrHbeIX CpeACTB HUThI
HawuMeHOBaHME P PEACTE 34l Kon | A/01.5 (moxypoBeHs) 5
HHGOpMAITHH B ONIEpaIIMOHHBIX KBATH HKATIH
CHUCTEMaxX
IlpoucxoxneHue Op ar X 3auMCTBOBAHO U3
TPYROBOH QyHKIHK OpHrHHaI2
Koz opurunana PerucTpanioHHsI# HOMEp

1podeccHOHANBHOTO CTaHAApTA

TpynoBeie geicTBUA

BBoa B 3KCIUTyaTalyio [porpaMMHO-alapaTHEIX CPEACTB 3aIllUThl MHPOpMauH
B OIIEPAlMOHHBIX CHCTEMAX

YcraHOBKa POrpaMMHO-aNIapaTHRIX CPeJICTB 3alUThl HHPOpMAaIHH

Hacrpoiika mporpaMMHO-allIapaTHBIX CPEACTB 3almIUTHl HHGOPMAIMH, B TOM
9HCJIe CPEICTB AaHTHBHPYCHOM 3alIUTHI, B OTIEPALIOHHBIX CHCTEMAX 110 3alaHHBIM
maboHaM

VYcTaHOBKa CPEACTB AHTHBUPYCHOM 3AllIUTHI B COOTBETCTBHH C JEHCTBYIONIMMH
TPeOOBAHHAMHU

HucTpykTax monp3oBareneii no nopsaky Oe3omnacHoi paGoTH B OIEpAOHHBIX
CHCTEMax

OdopmiieHHe SKCIUTyaTaAMOHHOM JOKyMEHTAlMHM Ha NPOrpaMMHO-alllapaTHEIE
CpeACTBa 3auTh HH(pOpMaluK B ONICPAllMOHHBIX CUCTEMAX

BoccranoBnenne  paboToCcOCOOHOCTH — IpOrpaMMHO-ANINAPAaTHBIX  CPEACTB
3amuThl MHQOpPMAnmMM B ONEPAMOHHBIX CHCTEMAX COIIACHO TEXHHYECKOH

JAOKYMCHTANH

ITpoBepka KOPPEKTHOCTH pPabOTHI IPOrpaMMHO-ANNapaTHBIX CPEICTB 3alMTHI
uHpOpMAIMM [pH MX B3aMMOJNECHUCTBHHA C TEXHHYECKHMH CPEACTBAMH H
IporpaMMHbBIM 00ecIIeueHHEM

Heobxonumble
YMEHUS

HacTpauBarh KOMIIOHEHTHI IIOACHCTEM 3allMTHl HHGOpPMAHHM ONEPallMOHHBIX
CHCTEM

YropaBnaTh Y4YETHBIMH 3alMCSAMH MONb30Barescd, B TOM 4MCJIE TI€Hepauuei,
CMEHOH ¥ BOCCTAHOBJICHHEM I1apoJieH

HpI/IMCHSITL IpOorpaMMHO-alapaTHeIC CPEACTBA 3anlUTHI I/IH(bOpMaJ.II/II/I B
ONICPATUOHHLIX CHCTEMAX

IIpuMeHATh aHTHBUPYCHBIE CPEACTBA 3allUThl MHGOPMAIMHM B ONEPAIlMOHHBIX
CHCTEMAX

Paborare B oOmepanmMoOHHBIX CHCTEMaX C COOMIONCHHEM JEHCTBYIOIIUX
TpeboBaHuil N0 3amyTe HHPOpMaIUH

IIpoBoaWTE MOHHTOPHHI, aHAJIH3 U CpaBHeHHe 3((EKTHBHOCTH IpPOrpaMMHO-
alapaTHBIX CPEACTB 3alUTH HHGOpMAIMH B OllEpallMOHHBIX CHCTEMaX

VYcranaBnmuBath — OOHOBIIEHHS ~ IpOrpaMMHOTO  OOECHEYeHHd,  BKIIOYas
IporpaMMHOE 00eCTIeUeHIE CPEACTB 3aluThl HHpOopMaIK

BhIONHATS  pe3epBHOE  KONMPOBaHWE M aBapHHHOE  BOCCTAHOBJICHHE
paboTocrocoGHOCTH CPEACTB 3aMIMTH HHPOPMAIAN

KOHTpOJ'H/IPOBaTB OEITOCTHOCTH MOACHACTEM 3aIlllAThI I/IH(l)OpMaIII/II/I OII€PAITMOHHBIX
CHCTEM

VYerpaHaTe HEMCIPAaBHOCTH MOICHCTEM 3aliuThl HH(pOpManMM OIepandOHHBIX
CHCTEM H TIPOrPaMMHO-AINMApPATHBIX CPEACTB 3amuThl HHGOpPMalMH COINIACHO
TEXHUIECKOH TOKYMEHTAIHI




OdopMIATE OKCIUTYaTallMOHHYI0 JOKYMEHTAlHI0 NPOrPaMMHO-aNNapaTHBIX
CPEACTB 3alMThl HHpOpManuH

Heobxonumere
3HAHUS

ApPXHUTEKTYpa ¥ I0JIb30BaTeIbCKHE HHTEP(dEHCH ONEpallHOHHBIX CHCTEM

Hopsgox ofecnedenns Oe3omacHOocTH HH(pOpMamuM MNpH  OKCIUTyaTalldH
OTIEpAIIMOHHBIX CHCTEM

Hctounnku yrpo3 HHPOPMAmMOHHONH O€30MacHOCTH M MeEpH 10  HX
TIPEAOTBPAILCHHUIO

CymHOCTP H coAep)KaHHE [IOHATHS WHPOpPMAllMOHHOH  Oe30IacHOCTH,
XapaKTEPUCTHKH €€ COCTABIIIIONIHX

TumnoBsie CpeacTBa 3aluThI I/IH(I)OpMaIII/II/I B OnI€palilOHHbIX CHCTEMAX

HpOIpaMMHO-aHHapaTHBIC Cpe€acTBa U METOABI 3allIUThL I/IH(I)OpMaI.II/II/I

IMopsnox SKcIUTyaTaly CPEACTB AHTUBHPYCHOM 3amMTHI B ONEPAllMOHHBIX
CHCTEMAx

@opMbI ¥ MeTOAB HHCTPYKTaXa IIOJb30BaTeNeli IO MOpsAAKy paboTel B
OIIEPAlHOHHBIX CHCTEMaX

O6mue npuHIMOB (QYHKIMOHHPOBAHMS IPOrpaMMHO-aINapaTHBIX CPEICTB
KpHITorpapudeckoii 3amuTsl HHGOPMaHU

HOpﬂIlOK O(I)OpMJ'ICHI/I}I BKCHJIyaTaIIPIOHHOﬁ HJOKYMECHTAIIMHU

HOpMaTHBHBIe IIPaBOBEIC aKThEI B obnacTu 3alllUThI I/IH(l)OpMaHI/II/I

OCHOBHBIE PYKOBOIAIIAE H METOAMYECKHE JOKYMEHTHI YIIOJHOMOYEHHBIX
(enepaIbHBIX OpraHOB HCHOJTHHUTENBHOM BIACTH IO 3aI0uTe HHPOpMALUU

Opranu3aioHHbIE MEPEI 10 3aIUTe HHOpMAIUH

Apyrue

XapPaKTCPUCTUKH

3.1.2. Tpynosas ¢pynxknus

O6cmy>xuBaHue NIPOrpaMMHO- YpoBeHp
HanmeHoBaHMe | ANTIAPATHEIX CPEICTB 3alIUTHI Kox | A/02.5 (moxryposet) 5
HHGOpPMaUH B KOMIIBIOTEPHEIX CETAX KB IKaIAH
ITpoucxoxneHue 3auMCTBOBAHO U3

TpyZoBo# GyHKIWH

éOpI/lTPIHaJI X pu———

Kon opurmsana PeructpaiwmonHsIii HoMep
poecCHOHANTBLHOTO CTaHAapTa

Tpynoseie neicTBus

BBox B 3KkcIUTyaTanuio nporpaMMHO-aNMapaTHRIX CPEACTB 3alIUThH HHGOpMAIHy
B KOMITBIOTEPHEIX CETAX

VcTaHOBKa IPOrpaMMHO-alIIAPaTHRIX — CPEJCTB  3amuThl  HHGpOpMamuu B
KOMITBIOTEPHBIX CETAX

YcTaHOBKAa CpEACTB  MEXKCETEBOTO OKPAHHPOBAHHS B COOTBETCTBHH C
JEHCTBYIOMUME TpeOOBaHUSMH 110 3a0IUTe HHGOPMAIAU

Hacrpoiika mporpaMMHO-anmapaTHBIX CpEACTB 3amUTHl WHPOpMAiH B
KOMITBIOTEPHBIX CETAX I10 33JaHHBIM MalIoHaM

VYeTpaHeHMe HEHMCIPaBHOCTEH IIPOrpaMMHO-alapaTHBIX CPEACTB  3alIUThHI
uHbOpMAIH B KOMIBIOTEPHBIX CETAX COMIACHO TEXHUIECKOH JOKYMEHTAINH

HucTpykTaxk nomp3oBaresneil o mopsaKy 6e3omacHoil paOOThl B KOMIIBIOTEPHBIX
CeTaX

OdopMieHne SKCINTyaTaliMOHHOM JOKYMEHTAMH Ha MPOrpaMMHO-alapaTHEIE
CPEACTBA 3alIUTHI MH(POPMAITH B KOMIIBIOTEPHBIX CETIX

Heobxomumeie
YMEHHSA

IlpuMeHnaTs nporpaMMHO-ammapaTHble CpeAcTBa 3alIMTH  HHpOpMaHHd B

KOMITBIOTCPHBIX CCTAX
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YcraHaBIHBaTh MEXKCETEBBIC SKpaHbl B KOMIIBIOTCPHBIX CCTAX

Koudurypuposath MeXceTeBbleé OKpaHEI B COOTBETCTBHM C 3aJaHHBIMH
IPaBHJIAMH

KOHTpOJII/IpOBaTB KOPPEKTHOCTDH HaCTPOﬁKH MCEXCCTEBRIX JKpaHoOB B
COOTBCTCTBHUY C 3aJaHHBIMH ITpaBHAJIaMHB

PaboTarh B KOMIIBIOTEPHBIX CETIX C COOMIONEHHEM IeHCTBYIOMMUX TpeOOBaHMH 110
3anuTe HHpopManuu

ITpoBOAMTS MOHWTOPHHI, aHATH3 H CpaBHEHHE >(PEGEKTHBHOCTH IPOIrPaMMHO-
anmaparHeIX CPeICTB 3allUTHl HHPOpPMaNHU B KOMIIBIOTEPHBIX CETAX

VYcranapmmBark — OCHOBIICHHS — NpOrpaMMHOro  ofecriedeHus,  BKIIOYas
HporpaMMHoOe 00eciiedeHre CPEICTB 3allUThl HHPOpMalluK

@dopMyTHpOBaTh NPEIJIOKEHHS [0 NPHUMEHEHHIO IPOrpaMMHO-aMNapaTHBIX
CPEJICTB 3alIMTH HHPOPMALIMH B KOMIIBIOTEPHBIX CETAX

Heobxonumbie Tomonoruu ¥ NOPOTOKONBI CETEBOTO B3aMMOACHCTBHs, MNPHUMEHSAEMEBIE B
3HaHUS SKCILTYaTUPYEMbIX KOMITBIOTEPHBIX CETAX
CoctaB W OCHOBHBIE XapaKTEpHCTHKH OOOpyZOBaHMs, INPHMEHAEMOIO IpH
IIOCTPOCHHH KOMIIBIOTEPHEIX ceTeil
TunoBsle MeTONBI ¥ NPOTOKONBI HMICHTH(OUKALKH, ayTCHTH(QHKAIMH ¢
ABTOPHU3ALUH B KOMITBIOTEPHBIX CETIX
TunoBbIe ceTeBBIE aTaKy U CIIOCOONI 3alIUTHI OT HUX
CymHOCTS W cOAEpXaHWE TOHATHS HHGOpPMAIMOHHOH 6e30macHOCTH,
XapaKTEPUCTHKHU €€ COCTABILIIONINX
OCHOBHBIE HCTOYHHKH Yrpo3 HH(GOpManHOHHOH 6€30IacHOCTH M MepHl IO HX
IPEAOTBPALICHHUIO
IIporpaMMHO-ammapaTHbIE CPEJICTBA M METOBI 3aIUTHI HHPOPMAIHH
OcHOBHBIE METOABI OpraHU3ali¥ U IPOBEICHUSA TEXHHYECKOTO OOCITYKHBaHHS
KOMMYTaMOHHOTO 000pY/IOBaHHS KOMIBIOTEPHBIX CETEH
IMopsnox odpopmireHHs SKCIUTyaTaIlHOHHOH JOKyMEHTAUN
O6mue mpuHIUNE GYHKIHOHHPOBAHUS CPEACTB KPHITOTpadhUIecKOd 3almMTHI
rHpOpMaNuU B KOMIIBIOTEPHBIX CETAX
Ilopamok obecmedgenus Oe3omacHOCTH HMH(OpMaUUH IIpH  3KCILTyaral{ud
KOMIIBIOTEPHBIX CeTel
@opMBI M MeETOABI HHCTPYKT@Xa II0Jb30BaTenell IO MOpAAKy paboTel B
KOMIIBIOTEPHBIX CETAX
HopmariBHBIE IPaBOBbIE aKTHI B 001aCTH 3alUTH HHPOpMayu
OCHOBHBIE DPYKOBOASAIIME H METOAWYECKHAE [OKYMEHTBHI YIOJIHOMOYEHHBIX
(eepabHEIX OPraHOB UCIIOJIHUTEIBHON BIACTH N0 3alUTe HHGOPMALUH
OpranuzanyuoHHbIE MEPH IO 3amuTe HHGOopManyuu
Hpyrue -
XapaKTEPHCTHUKH

3.1.3. TpynoBas pyHKIUA

O6cmy>xuBaHue CpPeACTB 3AMUTHI
uHbGOpMAILIHH IPHKIIATHOTO U
HayMeHOBAHHE dopmar PHKIIATHOTO Kox | A/03.5 VpoBeHs (OAypOBEHE) 5
CHCTEMHOTO IIPOTPAMMHOI'0 KBaJIH(pUKaIHH
obecreueHus
Hponcxo;xz[elme 3amMCTBOBaHO W3
Opurmnan X
TpynoBoit GpyHKIMH OpUTHHaJa

Kon opurunana Perucrpanuonssiii Homep
npodiecCHOHANBLHOTO CTaHAapTa




TpynoBsie neicTBus

YcTaHOBKa IPOrpaMMHOTO 00ecTiedeHus

Hacrpoiixa nporpaMmmuoro obecriedeHus ¢ coOMoneHneM TpebOBaHHiA O 3aIIUTe
uHopManuu

Hactpoiika CpeAcTB aHTHBHPYCHOH 3amMThl AN KOPPEKTHOH paboThl
IPOTPaMMHOT0 00ecIieueH s 110 33JaHHBIM INabJI0HaM

WncTpykTaxk monp3oBarenell o coOmomeHum TpeboBaHWI 1O  3amuTe
HH(GOpPMalMH IpH paboTe ¢ IPorpaMMHBIM obecrieYeHEM

Hactpoiika BCTpOEHHBIX CpPEACTB 3am(UTHl HH(GOpMAnNMH NPOrPAMMHOTO
obecredeHnd Mo 3aJagHBIM MadIoHaM

[TpoBepka (YHKIMOHHAPOBAHUS BCTPOEHHBIX CPEACTB 3aIUTHI HHGOPMAIMH
IPOTrPaMMHOT0 00eCTIEYECHHUS

CeoeBpeMeHHOe  OOHapy)XCHHE  IPH3HAKOB  HAadM4YHid  BPEAOHOCHOTO
IIPOrpaMMHOr0 00eCIeIeHIsS

Heob6xonumeie VYcTaHaBIMBaTh NPOrpaMMHOE OOecHeueHHe B COOTBETCTBHHM C TEXHHYECKOH
YMEHHSA JOKyMeHTauuen
BEIIOMHATh HAaCTPOHKY mapaMeTpoB paboThI IpPOrpaMMHOro obecredeHus,
BKJIIOYasAd CHCTEMBI yIpaBieHus 0a3aMH [JaHHBIX H CpEICTBa 3JIEKTPOHHOIO
JOKyMEHToo0opoTa
PaboTars ¢ mnporpaMMHBIM OOecCHEYeHHEM C COOmoAeHHEM AEHCTBYIOIUX
TpeboBaHMii No 3anuTe HEQOpPMaLNH
VYcraHaBnuBaTh ~— OOHOBJIEHHMS  NPOTpaMMHOTO  oOecledeHMst,  BKIIO9as
IporpaMMHOe 00ecIIeYeHHE CPEICTB 3alUTh HHPOpMAIUH
Heob6xonnmeie INopsnox HacTpOHKH NPOrpaMMHOr0 OOECTICHECHHs, CHCTEM YIpaBIEHHA OazaMu
3HaHHA JIAHHBIX M CPEACTB EKTPOHHOIO JOKYMEHTO000pOoTa
OOmme npuHIMOB  (YHKIMOHHPOBAHHSA  BPEIOHOCHOTO  IIPOTrPaMMHOTO
obecnedeHus
ITpunimns! QyHKIIMOHHPOBAaHHS CPEACTB aHTUBUPYCHOH 3aIUTHI
CymHOCTP HW comepXaHWe MOHATHS HHPOpPMAIlMOHHOM  Oe30macHOCTH,
XapaKTEPUCTHKH €€ COCTABIITIONINX
Ucrounukn yrpo3 uHPoOpManuoHHOH Oe30maCHOCTH H MeEphl 1O HX
IPEIOTBPAIICHHIO
Oco6eHHOCTH HCTOYHUKOB Yrpo3 HHGOPMAITMOHHON 6€30IIaCHOCTH, CBI3aHHBIX C
SKCIUTyaralue IporpaMMHOro obecredeHus
ITpru3HaKK HaJIMYMs BPEIOHOCHOTO MIPOTPaMMHOTO 00ecIieueH s
TurnoBsie yA3BEMOCTH NIPOrpaMMHOT0 obeclieueHrs ¥ METOABI MX SKCIUTyaTalluy
OOmme npuHIMOE (QYHKIHOHHPOBAHHS CPEACTB 3alIUTH  HHGOPMAIHH
IPOTrpaMMHOT0 00ECIIEUCHHUS, B TOM YHUCIIE, CPEACTB KPUNTOrpadhHIeCKOH 3alIiThI
nHpopMann
Iopsaok 3KCIUTyaTanuy CPeACTB AaHTHBUPYCHOM 3alATHI
Ilopsmox obecmeuenuss Oe3omacHOCTH MH(OpMAMH INPH  SKCILUTyaTallHH
IIPOrpaMMHOT0 00ecIIegeHns
HopmaruBable npaBOBHIE akThl B 00JIaCTH 3alIUThHI HHPOpMALHT
OCHOBHEIE pPYKOBOASIIME ¥ METOAWYECKHE JOKYMEHTH YIOIHOMOYEHHBIX
(erepabHBIX OPTaHOB MCIOJHATEIBHOM BIACTH 10 3aTUTe HH(OpMaIun
Opraau3annoHHEIe MEPHI 110 3aIIHTe HHQOpMAIMH
Hpyrue -

XapPaKTCPHUCTHKHA




10

3.2. O600mennas TpyaoBasi GyHKIHS

HaumeHoBaH#e

AIMAHHCTPHUPOBAHUE CPEICTB
3aMmUTH HHGOPMALUH B
KOMITBIOTEPHBIX CHCTEMaX M CETIX

B VpoBeHs 6

K
on KBaTA(UKAIIH

Ipoucxoxnenne
o 3auMCTBOBaHO U3
o606meHHO#1 TpynoBO Opurgran X
OpHTHHANa
$yHKIIN
Kon PeructpanmonHsiit HoMep
OpHruHana mpohecCHOHATEHOTO
CTaHIapTa
Bo3moxHbIe AMmuHECTpaTOp 6€30MMaCHOCTH KOMITBPIOTEPHBIX CHCTEM M CEeTEH
HaMECHOBaHHUS AMuEHECTpaTOp N0 obecnedeHnto 6e30macHOCTH HHPOpMaIH
JIOJDKHOCTEH, HmxeHep-mporpaMMHUCT 10 TEXHHYECKOH 3amuTe nH(popMamnyu I kareropun
npodeccuit NmxeHep-porpaMMICT 10 TeXHHYecKo# 3amute nadopmaruu I xkareropun

HmxeHep-nporpaMMHKCT 10 TEXHHYECKOH 3amuTe HHGOpMaluy
Huxenep-nporpammuct I xareropun

Wnxerep-nporpammuct II kareropun

Huxenep-nporpamMmuct III xareropuu

Wmxenep-nporpaMMuCT

TpebGoBanus x
o6pa3oBaHHIO U

Bricmee obpa3oBanue — 6akanaBpuar B 061acTH HHPOPMAIMOHHOH
Oe30macHOCTH

00YHEeHHIO

TpebGoBanus k onbiry | Jlnst ZOJDKHOCTE#H 6€3 KaTeropuii — oIbIT paboThl He TpebyeTcs
IpaKTU4IEeCKOH Jlns nommkHOCTEH ¢ Kareropueil — onbIT paboTH B JOIDKHOCTH ¢ 6oJiee HU3KOH
paboThI (mpenmecTBylomIeii) kaTeropueil He MeHee OAHOTO rofa

Oco6rie ycroBus
JOIyCKa K pabote

Hamare nomycka k rocy1apcTBEHHOR Taiiae’ (IIpH HE0GX0IIMOCTH)

Apyrue
XapaKTCPUCTHUKU

PexoMeHIyeTCs AOMOMHATENBHOE podeccHoHanbHOE 00pa3oBaHHE —
HIpOrpaMMBI TOBBIIICHUS KBadukamyuy B 0671acTd MHPOPMAIMOHHOR
6e30MacHOCTH

JIOTOTHUTENBHBIE XapaKTePHCTHKA

HanmenoBanue Kox HauMmenoBauue 6a30B0ii rpymiibl, TODKHOCTH (TIpodeccun) Wil
JIOKyMEHTa CHENUAIbHOCTH
OK3 2425 CrenuainucTsl OpraHoB TOCYIapCTBEHHOM BJIACTH
2522 CHcTeMHBIE aIMIHUCTPATOPHI
2523 CHenHaMCThI 10 KOMIIBIOTEPHBIM CETSIM
2529 CrenmasnicTsl 1o 6a3aM JaHHEBIX M CETsM, HE BXOASIIIHNE B
ApYTHC IPYTIIIBI
EKC - HmxeHep-IIporpaMMHCT
- UmxeHep-MpOrpaMMHUCT IO TEXHUIECKOH 3anmre HHGopMauu
- AnMUHHCTpaTOp 10 0becnedeHnio 6e3o0nacHOCTH HHpOpManau
OKIIATP 26579 CrnenuamucT 1o 3anmre HHOpMaIuy
40067 AIMUHHUCTPATOp BEMHCIUTEIBHON CETH
22824 WmxeHnep-iporpaMmMucT
40070 AnmMuHHECTpaTOop HHPOPMATHOHHOH 6€30MaCHOCTH
BBIYHCIIUTENHHON CeTH




3.2.1. TpynoBas pyHKuus

A IMUHHACTPUPOBAHKE MTOJACACTEM VpoBeHs
HammeHoBanHe | 3aIIUTHI MH()OpMALUH B Kox | B/01.6 | (moxyposens) 6
OHEpallMOHHBIX CHCTEMAX : KBaTHQUKALHH
[poucxoxnenne 3arMCTBOBAHO U3

TPYROBOI GYHKIMH

Opurzman X

OpUTHHAIA

Kon opurunana PeructpanyoHHr1ii HoMEp
npogeccHOHATIBHOro CTaHIAPTa

Tpyznossie peiicTBus

OmpeneneHne CoOCTapa IMPHMEHAEMBIX IPOTPaMMHO-AINIIAPaTHBIX CPEICTB 3aIlATHI
uH(OpMAaIMY B ONEPAIMOHHBIX CHCTEMaxX

Pa3paboTka mopsaka mpUMEHEHUWs NPOrpaMMHO-ANIapaTHBIX CPEACTB 3allUTEH
HHGOPMALlMH B OIIEPAllMOHHBIX CHCTEMAX

®opmupoBaHHe IIa0JOHOB YCTAaHOBKH IPOIPaMMHO-AIIIAPaTHBIX CPEICTB
3ammThl HHGOpManuy B ONIEPAllMOHHBIX CHCTEMaXx

VcTaHOBKa MPOrpaMMHO-ANNIapaTHBIX — CPEACTB  3aNIMTEL  HHGOpMaluH B
OIEpaIlMOHHEIX CHCTeMaX, BKIIOYas CpEJCTBA KPHITOrpapH4ecKod 3aliuThI
HHpOpMauu

KondurypupoBanue IporpaMMHO-aNapaTHHIX CPEACTB 3aIUTHl HHOpPMAIMH B
OITEPAllMOHHEBIX CHCTEMAX

KoHTponb KOPPEeKTHOCTH (PyHKIIHOHUPOBAHUS IPOrPaAMMHO-ANNapaTHBIX CPEACTB
3aIMTH KHPOPMAINY B OTIEPAIIMOHHBIX CHCTEMAX

ViipapneHne aHTHBHPYCHOM 3alIUTOM OIEparMOHHBIX CHCTEM B COOTBETCTBHH C
JEHCTBYIOIUMY TpeOOBaHUSMH

Heob6xoauMmsie
yMEHUA

q)OpMy.TII/IPOBaTL ITOJIMTHKY 0€30I1aCHOCTH ONepalfMOHHBIX CUCTCM

HacrpanBaTL TIOJIATHKH O€30IIaCHOCTH OonepalnuOHHBIX CHCTEM

OneHuBars yrpo3sl 6e300acHOCTH HHGOPMAIMH ONIEPALMOHHBIX CHCTEM

IporuBoneiicTeoBarh yrpo3aM Oe3omacHOCTH HHGOpPMAalMH C HCHOOIB30BaHUEM
BCTPOEHHBIX CPEACTB 3alIMTH HHPOpMAMU ONEPAHOHHBIX CHCTEM

Beibupare pexxuMsel paGoTHI IPOrpaMMHO-allIapaTHBIX CPEACTB  3allUTHI
HH(pOpMaIUK B ONlEpalliOHHBIX CHCTEMAX

HactpauBare aHTHBHPYCHEIE CPEICTBAa 3alIMTH HHGOpPMAIUH B ONEPANMOHHBIX
cucTeMax

VYcranaBnmuBare OOHOBNEHHS  INPOTPaMMHOIO  OOecCIedeHHs M CPEICTB
AHTUBHPYCHOM 3aIIUTEI

IIpoBoauTh MOHUTOPHHT (PYHKIMOHHPOBAHMS IIPOrPpaMMHO-AIIIAPATHRIX CPEACTB
3ammuTH HKHQOpMaIiK B ONepallMOHHBIX CHCTEMAax

IMpouzBomuts aHam3 3PEGEKTHBHOCTH NPOrPaMMHO-AIIIAPATHEIX CPENCTB
3aIUTH HHPOPMAIIMH B OIIEPAlIHOHHBIX CHCTEMAX

OueHnBaTh ONMTHMAILHOCTH BEIOOpa MPOrpaMMHO-ANIIAPaTHEIX CPENCTB 3allATHI
HHGOPMAIMH 1 HX PEXAMOB (PYHKIIMOHUPOBAHHUS B OIIEPAlIMOHHBIX CUCTEMAX

HeobxonnMsie
3HAHUS

ApXHUTEKTYpa ¥ IPHHIHUIEI IOCTPOCHUS ONEPAIHOHHBIX CHCTEM

IMporpamMMAEle HHTEpEIHCH ONEPAlHOHHBIX CHCTEM

Bunbl mnoauTHK YiipaBJIEHHUA JOCTYIIOM H I/IH(l)OpMaIII/IOHHHl\'II/I IIOTOKaMH
IMIPUMCHUTCIIBHO K OIICPAllHOHHBIM CHCTCMaM

Apxmem*ypa IOACHCTEM 3alllUThI I/IH(i)OpMaI.II/II/I B OIICpallHOHHBIX CUCTEMAX

[NpuHmune! GyHKITHOHUPOBAHUS CPEACTB 3aIMTHI HH(POPMAalMH B OEPATHOHHBIX
CHCTEMAaX, B TOM YHCJIC HCIOJB3YIOIMX KPAOTOrpadhuIeCKUe arOpPATMEI

CocTaB THUNOBHIX KOHQHUIypamuii HpOrpaMMHO-alNapaTHBIX CPEACTB 3alIUThI
uHbopMann
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TpeGoBanus II0 COCTaBY H XapaKTEpPUCTHKAaM IOACHCTEM 3allMThl MH(OpMAIlMH
IPYMEHATEIIBHO K ONlEPallHOHHBIM CUCTEMAaM

HOpSI,HOK peamu3anuu  METOAOB H  CpEICTB aHTHBHPYCHOﬁ 3alTBI B
OHNCPAHOHHLIX CMCTEMaX

[IporpaMMHO-anmapaTHele CpecTBa M METOAbl 3alWThl HHGOpMaluH B
OIICpallHOHHBIX CHCTEMAX

IMpuHIMOE paboTHl U MpaBUIIa SKCILTyaTalldy IPOrpPaMMHO-AMIIAPAaTHEIX CPEICTB
3amuTH HHGOpPMauN

HopmaruBHEIE IpaBOBBIE aKTHI B 00J1aCTH 3alIUTH HH(POpPMAaIMH

PYKOBOI[SIII.[I/IG B MCTOOMYCCKHC MOKYMCHTHI YIIOTHOMOYCHHBIX (I)CI[Gp&J’IBHBIX
OpradoB HCIIOJIHUTEIHFHOM BIIACTH 1O 3alllUTe I/IH(I)OpMaIII/II/I

OpraHu3alMOHHBIE MEPHI 10 3amuTe HHGOPMALHH

Apyrue -

XapaKTePUCTUKH

3.2.2. TpynoBas pynxuus
AIMUHHCTPHPOBAHHUE IPOTPAMMHO- YposeHs

HamMeHoBaHHe | allIapaTHBIX CPEACTB 3aIIHUTH Koz | B/02.6 | (momypoBeus) 6
HHGOpPMAIM B KOMIBIOTEPHBIX CETIX KBATHHUKALHH

HpOI/ICXO“)K,HCHI/IC Opanan X 3auMCTBOBAHO M3

TpyZoBOM QyHKIMH OpHTHHAJA

Kon opurunana PerucrparonHelit HoMep
npoecCHOHATBHOTO CTaHAapTa

Tpynossie neficTBus

Ol'[peI.ICJIeHI/IC CocCTaBa NNPHMEHIEMBIX IIPOTpaMMHO-alIIapaTHbIX CPEACTB 3allHThI
I/IH(I)OpMaHI/II/I B KOMIIBIOTCPHLIX CCTAX

Pa3paboTka mopsaka IPUMEHEHHsS MPOrpaMMHO-ANIapaTHBIX CPEICTB 3allUTHI
nHpOpManuu B KOMIBIOTEPHBIX CETAX

®opMmupoBaHKe MA0JOHOB KOH(QUIYpalMy IIPOrPaMMHO-AMIAPaTHRIX CPEICTB
3a0IUTHI HTHPOPMAINH B KOMITBIOTEPHBIX CETIX

Hactpoiixa mporpaMMHBIX M alllapaTHBIX CPEACTB IOCTPOEHHS KOMIIBIOTEPHBIX
CeTel, HCIMONB3YIOMMX KPUNTOrpadIecKyo 3aUTy HHPOpMalin

Vipasnenne (QYHKIMOHMPOBAHMEM IIPOTPAMMHO-ANINAPaTHEIX CPEACTB 3allHThI
nHGOpPMAIMH B KOMIIBIOTEPHBIX CETAX

KOHTpOJIE KOPPEKTHOCTH QYHKIIMOHHPOBAHHS IIPOrPaMMHO-aNIIapaTHBIX CPEACTB
3amUThl KHPOPMAIIMH B KOMITBIOTEPHBIX CETAX

VipaBiienue CpeACcTBaMH MEXCETEBOTO 3KPaHUPOBaHUS B KOMIBIOTEPHEIX CETAX B
COOTBETCTBHH C AEHCTBYIOIMIAMH TpeOOBaHUIMH

Heobxonumeie
YMEHHUS

OueHuBarp yrpo3sl 6e30nacHOCTH HHPOpPMaIMK B KOMITBIOTEPHBIX CETIX

Hactpausarh npaBuiia GpuiibTpaiiy MaKeTOB B KOMITBIOTEPHBIX CETAX

OGOCHOBEIBATH BHIOOP HCIOJB3YEMBIX IPOrpaMMHO-ANNapaTHRIX  CPENCTB
3aIATH KHGOPMAIIMH B KOMIOBIOTEPHBIX CETAX

KoudurypupoBarh ¥ KOHTPOJHUPOBAaTh KOPPEKTHOCTh HACTPOHKH IPOrpaMMHO-
anmapaTHeIX CPEACTB 3aIIATH HHGOPMAIUN B KOMIIBIOTEPHBIX CETIAX

BeiOupars pexuMBl  pabOTHI  HPOTPaMMHO-AaNNApATHBIX CPEICTB  3alUTHI
HHPOPMalNK B KOMIBIOTEPHBIX CETIX

ITpoBOAMTSE MOHHUTOPUHT (PYHKIIMOHUPOBAHUS IIPOrPaMMHO-AIIIApaTHBIX CPEICTB
3aIUTH HHPOpMAIMU B KOMIBIOTEPHBIX CETAX

IpomsBoauts aHamu3 3PPEKTHBHOCTH MPOrpaMMHO-ANIAPATHBIX CPEACTB
3aIIUTH KHPOPMAIMY B KOMIIBIOTEPHBIX CETIX
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OnennBars ONTUMAILHOCTD BBI60pa IporpaMMHO-aINAaparHbIX CPECACTB 3aIMHUTHI
I/IHq)OpMaIII/II/I H X pECKHNMOB (I)YHKI.II/IOHI/IpOBaHI/Iﬂ B KOMIIBIOTCPHBIX CCTAX

HeobxonuMsbre I TpMHIMITEI HOCTPOCHKS KOMITBIOTEPHEIX CETEH

3HAHUSA CTeK ceTeBhIX IPOTOKOJIOB ONEPAIMOHHBIX CHCTEM
CTeK IpOTOKOJIOB CETEBOT0 000pYAOBaHHA
TTopsoK peaM3aluy METOOB U CPEJICTB MEXCETEBOI0 SKPaHUPOBAHMS
IMpunmmnel  QYHKIHOHMPOBAHHS  CETEBBIX  MPOTOKOJIOB,  BKIIOYAIONIMX
Kpunrorpagudeckue alrOpUTMBI
Buabl MONMTHK yOpaBieHHs XOCTYIOM H HMHGOPMALMOHHBIMHM IIOTOKAMH B
KOMIIBIOTEPHBIX CETAX
Hctounuku yrpo3 mHGOpManMOHHONW 6e3011aCHOCTH B KOMIBIOTEPHBIX CETAX H
MepBbI 10 UX IPeIOTBPAICHHIO
CocTaB THIIOBEIX KOH(HTYpallMii NPOrpaMMHO-aNIapaTHBIX CPEACTB 3aIlUTHI
HHGOPMAINY U AX PEXIMOB (PYHKIHOHHPOBAHHUS B KOMIIBIOTEPHBIX CETSAX
Meronsl H3MepeHMif, KOHTPOJL M TEXHHYECKMX pacdeToB XapaKTEPHCTHK
HpOrpaMMHO-aNIIapaTHBIX CPEJICTB 3alUThH HH(POpPMaLiH
[MpuHnunel paboThl ¥ NpaBHiIa 3KCIDIyaTalldH SKCINTyaTHPYEMBIX IIPOTrPaMMHO-
anmnapaTHbIX CPEACTB 3alIUTH HHPOpMaIHH
IIporpaMMHoO-anmaparHble CpeICTBA X METOOBI 3alIMTHl HHpOpManUH B
KOMIBIOTEPHBIX CETAX
HopMmarupHBIE MPABOBEIE aKTHI B 001aCTH 3aIUTHI HHPOpMAIN
PykoBoIimHE W METOXMYECKHE IOKYMEHTHI YIOJHOMOYEHHBIX (enepartbHbIX
OPraHOB UCIIOJIHUTENFHOM BIACTH [0 3aMIUTe HHPOpMaAHK
Opranu3aIyoHHbie Mephl IO 3aIMTe HHGOpManyu

Hpyrue -

XapaKTEpUCTUKH

3.2.3. TpyaoBas pyHxnus

A,I[MI/IHI/ICTpI/IPOBaHI/IC CpeacTB v
OBEHB

3aIUTH MHPOPMAIMH IPHUKIAJHOTO H P
Hanmenosasue| o (popman PHKIAL Kon | B/03.6 | (noxypoBeHs) 6

CHCTEMHOT'0 IIPOrPaMMHOT0 N A—

obecneueHns
IMpoucxoxacHue 3aMMCTBOBaHO 13

| Opurmaan X
TpyHoBO# GyHKINH OpHUTHHANa
Kon opuruHana PerncrpanuonHsiit HoMep

npo¢ecCHOHATEHOTO CTaHAAPTA

TpynoBrle neicTBus

OmnpenenieHle TOpPAAKA YCTAHOBKHM IPOrpaMMHOIO OOECHEYEHHS C IENbI0
cobnoneHns TpeboBaHuid 1o 3anuTe HHGopMaLuK

Koutpons Hax cobmoneHueM TpeOoBaHHM MO 3ammure HHGOpPMAmUM IIpH
yCTaHOBKE MPOTPaMMHOTO 00ecIedeHus, BKIIOYas aHTHBHPYCHOE IpOrpaMMHOE
obecneueHue

QopMymupoBaHHe TpeOOBaHHH K IapaMeTpaM CpeICTB aHTHBHPYCHOH 3aIllUTHI
JUTS KOPPEKTHOH paGoTh IPOrpaMMHOTO 00eCIICYCHHS

BemondHenne paboT mo  OOHAapYyXEHHIO BpEJIOHOCHOIO  IIPOrpaMMHOIO
oOeclneyeHnus

JIukBupauusd OOHAPY)KEHHOTO BPEIOHOCHOTO IIPOTPAaMMHOIO OOECHEYCHHS H
MOCJIEACTBHUH ero QYHKIIMOHUPOBAHUS

dopMynupoBaHue TpeGOBaHUM K BCTPOSHHBIM CPEICTBaM 3aIlUTHl HH(OpMAaIHN
HOpOTPaMMHOTO 00eCIIeUeHUL
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HeobxoaumMmele
YMEHHUS

AHanm3upoBaTh  yrpo3bl  Oe3omacHOCTH — HMHQoOpMamuy  IpOrpaMMHOTO
oOecneyeHus

®opmymipoBate  mpaBmia  0e30mMacHO  3KCIUIyaTallid  IIPOrpPaMMHOTO
obecriedeHus

OG60CHOBHIBaTh ITpaBHIa 0€30MaCHOH SKCIUTyaTal[iyi IPOrpaMMHOI0 00eCIeeHHS

Anami3upoBarh ()YHKIIMOHHPOBaHHE MPOrPaMMHOTO OOECIEdeHHs € IEBI0
oIpelieNIeHHAs BO3MOKHOIO BPEIOHOCHOTO BO3JICHCTBHUS

HpOI/ISBOI[I/ITI: IPOBEPKY COOTBETCTBHA PCATBHBIX XapaKTEPUCTHK IIPOTpaMMHO-
anmnaparHblX CpEACTB 3allUThI HH(I)OpMaIII/II/I 3a9BJICHHBIM B HX TEXHHYCCKOM

JOKYMEHTAINH!

OcCymecTBIATh MEPONPHATHS IO IPOTHBONESHCTBHIO Yrpo3aMm O0e30HacHOCTH
HH(OpMAIIHH, BOSHAKAIOIIHAM IIPH SKCIUTyaTalliy IPOrPaMMHOI0 00eCedeHNIs

Omnpenenars NOPAAOK GYHKIHOHHPOBAHUSA MIPOrPaMMHOI0 00ECIIeUeH s C LETbI0
obecreueHns 3alUThH HHGOpPMAaLUU

AnammzupoBath  3(¢deKTHBHOCTE  COOpPMYIHMpOBaHHBIX  TpeGoBaHWIT K
BCTPOEHHBIM CpeJICTBaM 3allHThl HHPOpMALMU IPOrpaMMHOT0 obecedeHns

Heobxonumerie
3HAHUA

ApaneKTypa NOACHCTEM 3aIITUTEL an)opMaunn B OIICPATAOHHBIX CHCTEMAX

ITpuHIMITEI DOCTPOECHUS CHCTEM YIpaB/ieHHUs 6a3aMu JaHHBIX

OCHOBHEIE CpE€ACTBa 1 MCTOABI aHa/IM3a IIPOrpaMMHBIX peannsaum‘fl

HpHHIIHl'IBI IIOCTPOCHUA aHTHUBHPYCHOI'O OPOrpaMMHOT0 obecrieueHH

Buppl NONUTHK YIOpaBlIeHHS JOCTYIOM H HH()OPMAIMOHHBIMH IOTOKAMH
IPUMEHHUTENFHO K IPHKJIAJHOMY IPOrpaMMHOMY 00€CTIEIeHHIO

Hcrounuku yrpo3 nHGpOpManuOHHOH 6€30NaCHOCTH IPOIPAaMMHOT0 00eCIIeUeHUs
U MEpHI 110 UX IPEAOTBPALIEHUIO

VazpumocTn HCMOJIB3YEMOI'0  IIPOTPaMMHOTO obecrieueHHMI W METOABI HX
IKCIITyaTalluu

Buns! 1 hopMb! QyHKITHOHHPOBaHNS BPEJOHOCHOIO IPOTPaMMHOT0 06ecTieueHUs

XapaKTepHLIe NPHA3HAKH HAINYHA BPEOOHOCHOI'0 IIPOIrpaMMHOI'0 obecrnieueHns

Cpencma 1 MCTOIBI O6Hap}’)KCHI/L$I paHe€ HCHU3BCCTHOIO BPCAOHOCHOIO
IIporpaMMHOro obecriedeHuA

[MpuHnuel GyHKIMOHUPOBAaHUS [POTPaMMHBIX CPEeICTIB KpHITorpaduueckoit
3aIUTH HHGOPMAITHI

Ilopsimox ofbecredeHns 0Oe30macHOCTH HMHG(OpPMAMM INPH  SKCILTyaTalluu
IIPOrpaMMHOT0 00ecredeHus

HopmatuBHbIE TpaBoBEHIe akTH B 0071aCTH 3aIllUTHI HHPOpMAIIHH

PykoBomsamue ¥ METOOWYECKHE IOKYMEHTHl YIIOMHOMOUEHHBIX (eAepalbHbBIX
OpraHOB MCIOJHUTEIFHON BJIACTH IO 3aIIuTe HHGOpMaun

Opraan3aloHHbIE MEPH 110 3amuTe UHMOpMaIVH

Hpyrue

XapaKTEPHCTHKH




3.3. O606mennas TpyaoBas pyHKIHA

OnenuBanue ypoBHS 0€30MaCHOCTH
Hanmenosanue 1 P . Kon C YpoBeHb 7

KOMITBIOTEPHBIX CHCTEM U CeTeH KBAIM(UKATHHA
IIpoucxoxaeHue

M 3aUMCTBOBAHO H3
0606meHHO TpynoBO#t Opmururan X
OpHUruHaNa
PyHKmIR
Kon PeructpariyioHssiii HoMep
OpHrHHala  MpodeccHOHATBHOIO CTaHAAPTa

Bo3morxHbIe Crnenuanuct no 3amuTe #HGOPMAIHH B KOMIIBIOTEPHEIX CHCTEMAX H CeTAX
HAWMEHOBAaHUS DKCHepT Mo aBaIH3Y 3alMIIEHHOCTY KOMIIBIOTEPHBIX CUCTEM H CeTeH
JIOJDKHOCTEH, Beaymmit (crapmuii) CoenHaInacT 0 3amuTe HHPopMaliy
npodeccuit PykoBomuTes rpyns! (CIeNHATH3HPOBAHHOM B IPOYMX OTPACIIIX)

PykoBoauTes rpyninsl (HyHKIHOHATHHOM B MPOYUX 00JIACTAX AEATENHHOCTH)

TpeboBanus
00pazoBaHHIO U
00y4ueHHIO

Briciiee o6pa3oBaHue — CHEUATUTET WM MaruCTpaTypa B 001acTH
HHPOPMAIHOHHOH 6e300acHOCTH

TpeGoBaHus K ONBITY
IPaKTHYECKOM
paboTHI

Oco6rie ycnoBus
JIOTycKa K pabore

Hauawe momycka K rocyIapcTBEHHOM TaifHe (IpH HeoOX0MMOCTH)

Hpyrue

XapaKTePUCTHKH

PexoMeHayeTcs JONOTHUTENFHOE IPOdeCCHOHAIBHOE 00pa3oBaHUE —
[IPOrpaMMEI MOBBINEHHUS KBaTH(UKAIHK B 06J1acTH HHPOPMAITMOHHOMH
He30macHoCTH

HOHOJIHI/ITGJIBHI:IC XapaKTCPUCTHKH

HanmenoBanne Ko HarnMenoBanue 6a30B0ii rpymibl, JOJDKHOCTH (Tpodeccun) uim
JIOKYMeHTa CIEeNUATLHOCTH
OK3 2425 CrennaIrcTsl OpraHoB rOCYapCTBEHHOM BIACTH
2511 CucreMHBIe aHUINTHKH
2523 CrienuamicTsl 10 KOMIBIOTEPHBIM CETAM
2529 CrnenuamucTs! o 6a3aM JaHHBIX U CETAM, HE BXOAIIHNE B
JpyTHe rpyIIsl
EKC - Hmxenep-nporpaMMHCT 0 TEXHUYECKOH 3aluTe HHPOPMALHH
- AmmMuHHCTpaTOp 10 obecneueHnIo 6e301acHOCTH HHPOpMalluH
- CruenuamucT Mo TEXHHYECKOH 3a1uTe NHPOpMaIuu
OKIITP 26579 Coenmanmuct o 3ammre HGOpMaIuy
: 46155 PyxoBoauTens rpynnsl noApasaesieHus 0 KOMILUIEKCHOM
3amyTe HHPOPMAIIHU
OKCO 090101 Kpunrorpapus
090102 KommnploTepHas 6e30macHOCTb
090103 OpraHu3anys ¥ TEXHOJIOTHS 32U Thl HHYOpMalyH
090104 KomrutekcHas 3amuTta 06beKTOB HHPOpMaTH3AIMA
090105 KomMiutekcHoe obecriedenne nHGOpManuoHHOM 6€301MacHOCTH
aBTOMAaTH3UPOBAHHBIX CHCTEM
090106 WudopmanmonHas 6€301aCHOCTh TEICKOMMYHUKAIIMOHHBIX




CHCTEM

090107 IIpoTuBOEHicTBHE TEXHUYECKUM pa3BeKaM

3.3.1. TpynoBas dpyHknus

HpOBeIIeHI/IC KOHTPOJIBHBIX ITPOBEPOK

paboTocrioco6HOCTH 1 VpoBeHs
Hanmenosanne | 3¢)()eKTHBHOCTH IPUMEHIEMBIX Kox | C/01.7 | (monmypoBeHs) 7
MPOrpaMMHO-aNapaTHRIX CPEACTB KBanupHKAIH

3alIMTH HHGOpPMAaIIK

ITpoucxoxnenue
TPYZOBO# QyHKIHH

3aMMCTBOBAHO H3 :
OpHIrMHAJIA

Opurman X

Kox opurnsana PerucrpanvioHHsIi HOMep
npo¢ecCHOHANBHOTO CTaHAAPTA

Tpynossie geiicTBUA

Onenka paboTOCIOCOGHOCTH NMPUMEHAEMBIX IIPOrpPaMMHO-AIIAPAaTHRIX CPEICTB
3alIUATH HHGOPMAIIH ¢ UCITOJIB30BAaHUEM IITATHBIX CPEICTB M METOMK

Onenka 3((QeKTHBHOCTH MNPHUMEHSEMBIX MPOrpaMMHO-AIIapaTHBIX CPENCTB
3aIIUTH HHQOPMAITHH C HCIOJIH30BaHNEM ITATHRIX CPEACTB U METOIMMK

Omnpenenenne YpOBHS 3allMIIEHHOCTH H JOBEpHSA INPOrpaMMHO-aNIapaTHBIX
CPEACTB 3aIUThl HHGOpMAaNuK

Heobxomumsie Onpenensats napameTpsl GYHKIIMOHHPOBAHUS IIPOrpaMMHO-AIIIapaTHBIX CPEJICTB
YMEHHS 3a0mMThl HHPOpPMaUu
Pa3pabaTbBaTh METONWKH OIICHKH 3alllMIICHHOCTH IIPOrpPaMMHO-alNapaTHBIX
CpeZCTB 3ammThl HHbOopManuu
OuernBath 3¢ PEeKTUBHOCTH 3aIIUTH HHGOpMALAU
IMpumeHaTs pa3paboTaHHBIE METONWKH ONEHKH 3alMIICHHOCTH IPOrpaMMHO-
anmapaTHBIX CPEJICTB 3aIUTHl MHGopManuu
AHaMM3UpPOBAaTh IPOrpaMMHO-ANNIApaTHBIE CPEICTBA 3allMTHl C  LEJBIO
OIIpeieJIeHHs YPOBHS 00ecIeurBaeMOil MU 3aIIUIIEHHOCTH U JOBEPHs
Heob6xomumeie ITpuHIMOEI HOCTPOEHHS KOMITBIOTEPHBIX CUCTEM U CEeTel
3HaHUA MeTonsl U METOUKY OLEHKH 0€30IIaCHOCTH NpOIpPaMMHO-aNIapaTHRIX CPEACTB

3anmMThHl HHpOpMau

IlpuHIMOEl ~ HOCTPOSHWS  NPOTPaMMHO-ANIapaTHBIX  CPEICTB  3allUTHI
HHbOpMAIH

HpI/IHI.II/II'IBI INOCTPOCHUA IIOACHCTEM 3allUTHI I/IHQ)OpMaIII/II/I B KOMIIBIOTCPHBIX
CUCTCMAX

Mertonsl orneHxn 3(h(EeKTHBHOCTH TMOJHTHKH 0€30MacHOCTH, PEeaIn30BaHHON B
[IpOrpaMMHO-aIIIapaTHBIX CPEJCTBAX 3aMMUTH HHGOPMAIHH

Meroapl B CpencTBa ONEHKH KOPPEKTHOCTH M 3((HEKTHBHOCTH IPOrpaMMHBIX
peanH3anyii AIropUTMOB 3alIHTH HHpOopMaIy

Mertonel ananm3za IporpaMMHOroO KoJa ¢ INCJIbI0 IIOHMCKa IIOTCHITHAIBHBIX
y5I3BPIMOCTeﬁ H HCOAOKYMCHTHPOBAHHLIX BO3MOKHOCTEH

Croco6sl aHanmu3a MPUMEHSEMBIX METOIOB M CPEACTB 3alUTHl HHPOpMalWH Ha
IpeAMET COOTBETCTBHS NMOJHUTHKE O€30IIaCHOCTH

HanwmosanpHEIe, MEXTOCYIApCTBEHHBIE H MEXIyHApOIHEIE CTaHAapTHl B 001acTH
3a0MTHl HHGOpMAlTHH

HopMaruBHBIE TpaBOBEIE aKThI B 0071aCTH 3aIIMTHI HHQOPMAIHH

PykoBoadinue ¥ METOOUYECKHE MOKYMEHTHl YIOJIHOMOYEHHBIX (eaeparbHbIX
OpraHOB HCIIOJIHMTENBHOM BIACTH IO 3alIuTe HHPOpMaUU

OpraHu3aIMOHHBIE MEPHI 10 3anuTe HHGOpMaUH
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Apyrue -
XapaKkTePUCTUKH
3.3.2. TpynoBas ¢pyHxums
PazpaboTka TpeboBaHmii IO 3amuTe, VpoBeHs
Hanmenoranue | (hopMHpOBaHHE NOMUTHK Oe3omacHocTd | Kox | C/02.7 | (nomyposeHs) 7
KOMIIBIOTEPHBIX CHCTEM M CETEH KB HKaIK
[Tpoucxoxnenne aNMCTBO!
p VKL Opuriman X 3 BaHO U3
TPYHOBOI (DYHKIMH OpHTHHaNa
Kon opurunana PerucrpanoHHbI HOMEp
npoq)eccnonam,nor 0

CTaHAapTa

TpynoBeie neiicTBus

®opmupoBaHUe MOJUTHK 0€30NaCHOCTH KOMIIBIOTEPHBIX CHCTEM

KOHCYJII:TI/IPOBaHI'IC I10 BoIpocaM 0€30MacHOCTH KOMOBIOTCPHBIX CHCTEM

Paspa6oTka mpodusieii 3aluThEl ¥ 3a1aHuii Mo 6e300acHOCTH

Pa3paboTka TEXHHYECKHX 3aJaHMil Ha CO3JaHIE CPEACTB 3allUTh HHPOpMauH

[TpunsTHe peleHAS 0 HEOOXOAMMOCTH 3aIIMTH HHGOpMAIUH, colepKalleics B
nHGOpMAIOHHOR cHCTEME

Knaccupukanus wHQOPMANMOHHOM CHCTEMBI IO TpeOOBaHMSIM  3alMTHI
rHbOpManun

Onpenenenne yrpo3 6e30nacHOCTH HHGOpMAaIlUH, pean3anys KOTOPHIX MOXET
IIPUBECTH K HapyIIEHHIO 6e30I1aCHOCTH MH(POPMaLMH B KOMIILIOTEPHOH CHCTEME
U CeTH

PaspaboTka Mojena yrpo3 6e3omacHOCTH HHGOpMaUH

3ananve TpeGoBaHMI K 3anuTe HHGOPMAIHN KOMIBIOTEPHON CHCTEMBI

PaspaGoTka pyKOBOISIIIKX JOKYMEHTOB IO 3alUTe HHGOpMalHH B OpraHH3alluH

Heo0OxommMmeie
YMEHHS

AHaJ'II/IBI/IPOBaTB KOMIIBIOTEPHYIO CHCTEMY C LCIBIO OIIPERCICHNA HeoOX0oauMOoro
YPOBHS 3aIHIICHHOCTH H JOBEPHUS

Pa3pabatbiBaTh DpoQHIIH 3aMIMTH KOMIIBIOTEPHBIX CHCTEM

q)OpMyJII/IPOBaTL 3adaHusg 0 0€30IaCHOCTH KOMIIBIOTCPHBIX CUCTEM

BemonHaTh aHAIM3 6€30MacHOCTH KOMIIBIOTEPHBIX CHCTEM M pa3pabarhIBaTh
PEKOMEHIAIMH [0 SKCIUTyaTAIlMH CHCTEMBI 3alIUTh HHGOPMaLHH

(I)OpMI/IpOBaTI: MIOJTATHKH 0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTCM H ceTeit

HeobOxoauMEle
3HAHUS

HpI/IHIII/Il'IBI HOCTPOCHUA KOMITBIOTEPHBIX CUCTEM H ceren

Monenu 6e30macHOCTH KOMIIBIOTCPHBIX CUCTCM

Buapr monuTuk 6e30macHOCTH KOMIIBIOTEPHEIX CHCTEM H ceTeit

ITpUHIHIE] TOCTPOEHHMS CPEACTB KpAUNTOrpadhuueckoi 3aliuTh HHGOPMaLHy

Haunonam;nme, MEXTOCYZAapCTBEHHBIC K MCXKAYHAPOIHBIE CTAHAAaPTEI B obnactu
3alllAThI I/IHq)OpMaI_IIfII/I

BO3MOXXHOCTH HCHOJNB3YEMBIX H IUITAHUPYEMBIX K HCIIONb30BAaHMIO CPEICTB
3anIuThl HHGOpMALIH

HopMaruBHEIe paBOBBIE aKTHI B 00JIACTH 3aIUTHI HHHOPMAIHH

PykoBomsmpe M MeTOOWYECKHE NOKYMEHTHl YIOJNHOMOYEHHBIX (enepanbHBIX
OpraHoB HCIIOJHUTENHFHOM BIACTH IO 3aIuTe HHPOpMAIHH

OpraHu3aIOHHBIe MEpPHI 110 3aiTe HHPOpMaluu

HApyrue
XapaKTCPUCTHKH
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3.3.3. TpynoBas pynxkmms

IIpoBencHue ananm3a 6€30MacCHOCTH YpoBeHb
HaumenoBaHue KOMIILIOTEPHBIX CHCTEM Kon | C/03.7 | (momypoBens) 7
KBaTH(HUKAIH
IIpoucxoxneHue
p 6! | Opurmman X 3auMCTBOBaHO U3
TpynoBo# QyHKIIH OpuTHHANA
Kon opurunana PeructparmonHslit HOMep
npodeccroHaIbHOro

CTaHIapTa

Tpynossie neiicTBUA

OHpClICJIeHI/IC YPOBHA 3aIIMIIEHHOCTH A JOBEPHUS B KOMITBIOTCPHBIX CHCTCMaX

OI.ICHKa PHCKOB, CBA3aHHBIX ¢ OCYHICCTBICHHUEM YIPO3 06e30macHOCTH B
OTHOIICHUH KOMIBIOTCPHBIX CHCTEM

OmeHka COOTBETCTBHS MEXAHH3MOB 6e30IMacHOCTH KOMHBIOTepHOﬁ CHCTCMbI
TpeﬁoBaHI/I}IM CYHISCTBYIOIIMX HOPMATHBHBIX JOKYMCHTOB, a TakKXKeEe HX
AACKBAaTHOCTH CYIICCTBYIOONIUM PHCKaAM

IToaroroBka aHATATHYECKOTO OTYETA 110 pe3yjabTaTaM IPOBCACHHOr0 aHalln3a

@opMyIHPOBAHHE TPEUTOKEHHH [10 YCTPAHEHUIO BBIIBICHHBIX YSI3BHMOCTEH

Heobxoxumeie
yMeEHHUS

AHaJIPIBI/IPOBaTB KOMIIBIOTCPHYIO CHCTEMY C IECJIbIO OIIPCACICHUA YPOBHA
3AIMHINCHHOCTHA U TOBEPUA

IMporHo3mpoBaTh BO3MOXHBIE IIyTH Pa3BHTHA  JCHCTBMH  HapyNIMTEIA
nH(}pOpMaIMOHHOHK 6€300acCHOCTH

HpOI/I3BOJII/ITL aHaJIH3 MOJUTHKH 0€30IMaCHOCTH Ha npeIMET aICKBATHOCTH

ITpoBOMUTE MOHHTOPHHI, aHAIH3 H CpaBHEHHE 3(¢EKTHBHOCTH NPOrpaMMHO-
anIapaTHEIX CPEJICTB 3aIMUTH HHGOPMAIUHK B ONEPAlIHOHHBIX CHCTEMAX

CocraBnath # O(i)OpMJBITL AHAJIUTUYECKUHA OTYET 10 pe3yiibTaTaM IIPOBEACHHOTO
aHajIn3a

Pa3pabaTeIBaTh NPEJIOKEHNS IT0 YCTPAHEHUIO BBIBICHHBIX YSI3BHMOCTEH

HeoOxoauMEere
3HAHUI

IIpUHIMOBI HOCTPOSHUS KOMITBIOTEPHBIX CHCTEM H CETEH

Va3BUMOCTH KOMIIBIOTCPHLIX CUCTCM U ceTel

Kpurrrorpapraeckne METOABI 3aIUTH MHPOPMaLH

[ TpHHIAIIBI HOCTPOCHUS CHCTEM YIpaBIeHHS 6a3aMH TaHHBIX

CpencTBa aHaM3a KOH(UTYypaIuii

HaroHansHbIE, MEXIOCYAapCTBEHHBIE B MEXIyHAPOIHbIE CTaHJApTHl B 001acTH
3anmMThl HHGOpMauu

HopMaruBHbie IpaBOBBIE aKTHI B 00JIaCTH 3aI0HTh HHGOPMaIUH

PykoBonsmme M METONHYECKHE JOKYMEHTHI YIOJNHOMOYEHHBIX (enepanbHbIX
OPraHOB MCIIOJHATENHHOM BIACTH IO 3alIMTe HHPOpMaAUH

OpraHu3anfoHHBIE MEPHI [0 3alIuTe HHGOpPMALUK

Apyrue

XapaKTePHUCTHKHU




19

3.3.4. TpynoBas pyHKIHS

IIpoBenenne cepTudmKanuu .
POBEHB

OporpaMMHO-aNINapaTHeIX CPCaACTB

HavumeHoBaH#e porp P pel Kon | C/04.7 | (umoxypoBeHS) 7
3aITUTH HKHPOPMAIIH U aHATIN3 DN N—
pe3ynbTaToB

IT OXCHHE CTBOBAHO U3

pOHCXO; 6l Opurmman X 3anm a
TpyHoBoii ¢yHKIMU OpHrHHaja
Konm opurunana  PerucrpaumoRHEIN HoMep
npodreCCHOHATLHOTO
CTaHpgapTa

TpynoBsie nelicTBAS

HpOBelIeHHC TCOPCTHYUCCKUX HCCIIeIOBaHUI ypOBHefI 3aIUIICHHOCTH
KOMIIBIOTEPHEIX CUCTEM U ceTelt

ITpoBeneHue OSKCHEPHUMEHTANBHBEIX HCCIENOBAHUM YpOBHEH 3alMIICHHOCTH
KOMITBIOTEPHBIX CUCTEM U CeTeH

ITposenenue cepTHHUKAIHOHHBIX HCIIBITaHUH c HCIOJB30BaHHEM
HHCTPYMEHTAJILHBIX CPE/ICTB

IMogroroBka  aHAJIUTHYECKOr0 OTYEeTa [0  pe3ylbraraM  MPOBEHCHHBIX
CepTH(UKAIMOHHBIX HCIBITaHUH

®opMyIHpOBaHAe BEIBOJOB 110 OICHKE 3aIlUILEHHOCTH

Heobxomumsie AHaM3UpOBaTh KOMMBIOTEPHYIO CHCTEMY C UEIBIO ONpENCIICHHA YPOBHSA
yMEHHUS 3aIIUINSHHOCTH M JIOBEPHs
Vicrmosnb30BaTh TpO(IIIA 3aIUTH ¥ 3aJaHUs [0 0€30MIaCHOCTH
[IpuMeHATh HHCTPYMEHTAIBHBIE CPEICTBA IPOBENCHUS CEePTHGOHMKANMOHHBIX
HCIBITAHHMN
CoctaBmare H  O(QOPMIATH AHAJIMTHYCCKHH OTYET IO IHPOBEACHHBIM
cepTA(GHUKAIMOHHBIM HCTILITAHUIM
Jlenate BBIBOIBI MO OIEHKE 3alUIICHHOCTH Ha OCHOBAHMM AHAIUTHYECKOTO
ordera |
Heobxoxumere HarpoHasHbIe, MEXTOCYAapCTBEHHEIE M MEXTyHAPOIHbIE CTAaHAApTHI B 00nacTi
3HAHUSA 3aIIUTHI HHPOpPMAITIH
HanuoHanbHBIE CTaHAAPTEI Ha MPOBEICHHE HAay4HO-HCCIEAOBATENbCKUX H
OIBITHO-KOHCTPYKTOPCKHUX paboT, cepTH(PUKAIMOHHBIX MCOBITAHMHA M CO3JaHHE
CHCTEM 3alIUTHI HHpOpMaIUH
Croco6sl Opranu3anui paboT NpH MNPOBENEHHWH CEPTHQHKAIMH HPOrpaMMHO-
annapaTHBIX CPEJCTB 3aIlUTHI
ITpHHIMIIBEL TOCTPOSHHUS CPEACTB KpunTorpadhudeckol 3aiuThl HHPOpMAIy
HopMaryBHbIE paBoBBIe akTHI B 00/1aCTH 3aIIUTEH HHGOpMAaIHH
PykoBomsipue ¥ METOTMYECKHE JOKYMEHTH YIOJHOMOYEHHBIX (eepanbHBIX
OpraHOB MCIIOJIHATENILHOMN BJIACTH 110 3aMIuTe HHPOopManuu
OpraHu3aIiioHHbIE MEPHI 110 3amuTe HHGOpManuu
Apyrue -

XapaKTCPUCTHKH
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3.3.5. Tpynosas ¢pyHknus

IIpoBeneHHE UHCTPYMEHTAIBHOT'O YpoBeHs

Hammenosanue | MOHHTOPHHTA 3aIUIIEHHOCTH Kon | C/05.7 | (momypoBeHb) 7
KOMIIBIOTEPHBIX CHCTEM U CETEH Kpauduraiyy

IIpoucxo CHHC TBOBAHO W

P KT op ar X 3aumMmc 3
TPyROBOI (YHKIMH OpurnHaia
Kon opurunana PerucrpauioHHBIH HOMED
npodeccCHOHATEHOTO
CTaHAapTa

Tpynosele neiictBus | BemonHenne — aHanmM3a — 3alIUIIEHHOCTH — KOMIBIOTEPHBIX  CHCTEM €
UCITOIb30BaHHEM CKAaHEPOB 0€30MaCHOCTH

BeilofiHeHNe aHau3a 3alIHIEHHOCTH CETEBBIX CEPBHCOB C HCIOIL30BAHHEM
CpPEICTB ABTOMATHYECKOTO PEardpoOBaHMS Ha IONBITKH HECAHKIHOHMPOBAHHOIO
JOCTYTIa K pecypcaM KOMITBIOTEPHBIX CHCTEM H ceTel

CocrapJieHHe OTUYETOB I10 Pe3YJIETaTaM IPOBEPOK

Heobxomumeie @®opMaIM30BEIBATh 33139y YIIPaBICHUA 0€30MaCHOCTHIO KOMIIBIOTEPHBIX CHCTEM
YMEHHS IlpUMeHATP  MHCTPYMEHTAJIbHBIE  CpPECTBA  IPOBEICHMS  MOHHUTOPHHIA
3aIANICHHOCTH KOMITBIOTEPHBIX CUCTEM

IpuMeHsTH METOIBI aHAJIM3A 3AIMUIEHHOCTH KOMIIBIOTEPHBIX CHCTEM M CETEH
CTpyKTypHpOBaTh aHAJIMTHIECKYIO HHPOPMAIHIO AJIs BKIIIOYEHHS B OTYET

Heobxonumeie ITpUHIMITEI HOCTPOEHUS KOMIBIOTEPHBIX CHCTEM H CETEM

3HAHHUA dopMabHEIE MOZIETH 0€30IIaCHOCTH KOMIIBIOTEPHBIX CHCTEM H CETEH

IIpHHIMITEI TOCTPOEHHUS CHCTEM OOHAPYKECHHUS KOMIIBIOTEPHBIX aTaK

Meromsl 006paGOTKM NaHHBIX MOHHMTOpHUHIa O€30IIaCHOCTH KOMIBIOTEPHBIX
CHUCTEM U ceTel

Topsok co3qaHus U CTPYKTYpa 0T4YeTa, CO3aBaeMOro 10 pe3ylbTaraM IIPOBEPOK
CnocoObl  OOHApYXEHWS | HEHTpaiH3alM| MOCICICTBHH BTOPXKCHUH B
KOMIBIOTEPHBIE CHCTEMBI

Kpunrorpadudeckue mpoTOKONEL, IPUMEHIEMEIE B KOMIIBIOTEPHBIX CETAX
HopMaruBHEIC IPaBOBbIE aKThI B 00JIACTH 3alTUTH HHGOPMALlUH

PyxoBoAsIME M METOXMYECKHE JOKYMEHTHI YIONHOMOYECHHBIX (hemepanbHbIX
OPraHoB UCIOJHUTENILHOM BIACTH IO 3aIliTe HHOOPMALUH

OpraHu3anyoHHEIe MEpHI 10 3aluTe HHGOPMAaIMH

Hpyrne -
XapakTEPUCTHKH

3.3.6. Tpynosas ¢pynxnus

IIpoBenenue 3KkCIEpPTH3EI IPU v
poBeHb
acCIICAOBAaHUHN KOMIIBIOTEPHBIX

Hamvenosanme | P A . P . Kon | C/06.7  (nomyposeHs) 7

MpEeCTYIUICHUH, IpaBOHAPYLICHUH U KBAMUGUKAIEH

HHIUACHTOB
IIponucxoxneHue

p K Opurmmanr X 3aBMCTBOBaHO M3
TpynoBo# GyHKIMM OpHTHHAJIA
Kon opurunana Peructpanuonnslii HoMep
npodeccHoHaNBHOTO
CTaHzapTa

| Tpynossle neiictBEs | OmpefieNnenye cBOMCTB aNNapaTHBIX CPEJICTB B COCTABE KOMIIBIOTEPHON CHCTEMBI |
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Hn uX (I)aKTI/I‘{eCKOFO U ICPBOHAYAILHOI'0 COCTOSHUS

Knaccudukanus CcBOHCTB aIapaTHBIX CpeACTB B COCTaBE KOMIBHOTEPHOH
CHCTEMBI

JlMarHOCTAKAa MpPUYHMH, YCJIOBHH W3MEHEHHS CBOKCTB (IKCILTyaTallHOHHBIX
PEXKIMOB) anmapaTHEIX CPEACTB B COCTaBE KOMIBIOTEPHOM CHCTEMEI

Omnpenenenne XapaKTEpUCTHK ONEPAlMOHHON CHCTEMBI H  HCHOJIB3YEMBIX
TEXHOJIOTHH CHCTEMHOTO IPOrpaMMHPOBAHUS

AHann3 GYHKIIMOHATBHBIX CBOMCTB MPOIPaMMHOTO 0beCIeueH

Hccnenosanue anropuT™Ma MpOrpaMMHOTO IPOAYKTA U THIIOB IOUIEPKHBAEMBIX
anmnaparHeIX wiargopm

Onpenenenne NpHWYHH, Iejdell H YCIOBHH M3MEHEHHsS CBOMCTB (COCTOSHMS)
IPOrpaMMHOTr0 obecTIeUeHuUs

VnauBuayaabHOE OTOXAECTBIEHHE OPHTHHAJIA HPOrpaMMBI (MHCTAJUIAIMOHHON
BEPCHH) U €€ KOIIUA Ha HOCUTENSX JAHHBIX KOMIBIOTEPHOH CHCTEMBI

Ycranopienue PPYHHOBOﬁ NPUHAIJICKHOCTH IPOrpaMMHOI'0 obecrieueHus

BaI1paboTKa NpeaIoKeHHH 110 YCTPaHSHUIO BEISIBICHHBIX YI3BIMOCTEH

BrisBieHMe — MHIMBHIOYAIBHBIX  IIPH3HAKOB  IPOTPaMMBl,  IIO3BOJLIONIMX
BIOCJIEACTBUH HACHTU(QHUIMPOBATH €¢ aBTopa, a TakKe B3aHMOCBA3H C
HHGOPMALMOHHBIM 00eCIIEYeHHEM HCCIIEYEMOM KOMITBIOTEPHOM CHCTEMEI

YcraHoBIeHHe BHIa, CBOMCTB H COCTOSHHSA HH(GpopMauuu ((HakTHYECKOro H
IEepBOHAYAILHOTO, B TOM YHCIE JO €€ YHalNeHHd M MoauduKaluu) B
KOMIILIOTEPHOM cHCTEME

OmnpeseneHre TPUYAH W YCIOBHHA H3MEHEHHsS CBOHCTB  HCCIEAyeMOH
uH(popMaIIn

Onpez[eneHne MEXaHu3Ma, THHAMHMKH H 00CTOATENHCTB COOBITHA 10 HMEIOIIEHCS
an)opmannu Ha HOCHUTCJIC TaHHBIX HJIA €C KOIMHIM

VeTaHOBIEHHE YYACTHHKOB COOBITHS, MX POJIM, MECTa, YCJIOBHM, IPH KOTOPHIX
OBUIa co3aaHa, MoAM(HUIMPOBaHa WM yaajJeHa nHpopManus

VYcTaHOBNIEHHE COOTBETCTBHSA JIMOO HECOOTBETCTBHUA NeHCTBHA ¢ MH(bopMmanuein
CIENHAILHOMY perNiaMeHTy (TIpaBHiaM)

Cocrasnenue SKCIICPTHOI'O 3aKJIIOUCHHAS

HeobxoauMmsie
yMEHHS

HpI/IMeHﬂT b HOpPMATHBHEIC H IpaBOBBIC aKThbl IIpH IIPOBCACHHHU
KpI/IMI/IHaJII/ICTPI‘IeCKOﬁ SKCIICPTU3BI H KPUMHUHATTUCTHIECKOIO aHaIi3a

AHaNM3MpOBaTh CTPYKTYPY MeXaHHW3Ma BO3HUKHOBEHHS H 0OCTOSTEILCTBA
COOBITHSA

OmpenensaTh MPUYAHY M YCIOBHUS H3MEHEHUS IPOrPaMMHOTO 00€CTIEUYCHHS

Beigensats cBoicTBa M NPH3HAKM HHGOPMAIlMH, MO3BOJLIIOMHKE YCTAHOBHUTH €€
TIPUHAUIE)KHOCTD OMPEACIICHHOMY UCTOYHUKY

Onpenenars OPUHIMIE AETEHUS IPOrPaMMHOTO OoOeclieueHMs Ha IPYNIBI, HX
crernuduIecKie CBOHCTBA U B3aHMOCBSI3b C KOMIIBIOTEPHON CHCTEMOM

ITpuMeHATs, IEHCTBYIOMIYIO 3aKOHOIATeNIbHYI0O Oasy B obmactu obecnedeHHUs
3a0TUTHl HHGOpPMAITHH

BBISBIIATH BO3MOXHEIE TPACKTOPHH COCTOSHIM (YHKITMOHUPOBAHHS CUCTEMBI

BEISBIAT HECOOTBETCTBHS HMeIolIelics HHQOpMAllMd €€ PpacllOIOKEHHIO B
CHCTEME

ITporso3upoBars BO3MOXHBIE IIYTH PasBUTHS HOBBIX BHIOB KOMIIBIOTEPHBIX
IPECTYIUICHHH, NpaBOHAPYIIEHHH ¥ MHIHICHTOB

HeobxommMeIe
3HAHUS

®Dopmarts! XpaneHns HHOOPMaIAH B aHATH3HPYEMOil KOMIIBIOTEPHOH CHCTEME

OcHoBHbIE GopMaTs (ailiIoB, HCIONB3YEMbIE B KOMITBIOTEPHBIX CHCTEMAX

OcoGeHHOCTH XpaHeHHS KOH(UrypandoHHOM W CHCTEMHOW HHOpOpManuy B
KOMIIBIOTEPHBIX CHCTEMAaX

VY43BUMOCTH KOMITBIOTCPHEBIX CUCTEM U ceTelt
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TexHONOTMM TIOMCKA M aHAIW3a CJIEAOB KOMIBIOTEPHBIX MPECTYIUICHHH,
IIPaBOHAPYIICHHH ¥ MHIIIICHTOB

Iopsanox  ¢ukcamuu W JOKYMCHTHPOBAaHUS  CJEIOB

HPECTYIUICHHH, IIPABOHAPYIICHHI ¥ HHIUICHTOB

KOMIIBIOTCPHBIX

HopMBl yronoBHOro W aiMHHHCTPaTHBHOIO IipaBa B cepe KOMIBIOTEpPHOIM
uHbOpPMaHA ‘

XapaKTepHCTHKY IPaBOHAPYIIEHUH B 00JIaCTH CBA3M H HHPOpMALTUH

Bugpl npectymiennii B cepe KOMIBIOTEPHOH HHGOpMaHu

IMopsinox mpOBeNEHUS HKCHEPTH3HI BEIYUCIUTEIBHOM TEXHHKH W HOCHTENCH
KOMITBIOTEPHO# MHGOPMAIIHH C YIETOM HOPMATHBHEIX IIPABOBHIX aKTOB

Cnocobpl  oOHapyKeHHS W HeHTpalM3alWH [OCNEACTBHH BTOpXKEHHH B
KOMIIBIOTEPHBIE CHCTEMBI

Meronel aBanmm3a cucTeM oOecrmedeHHs HHGPOPMaUHOHHOM 6e30macHOCTH
00bekTOB HH(popMaTu3anuu Ha 06aze KOMIBIOTEPHBIX CHCTEM B 3aIlUIICHHOM
HCIIOTHEHUHI

HOpSIIIOK IIOATOTOBKH  HAay4YHO-TEXHHYECKHX SKCIEPTHRIX 3aKII0YEHUNH 110
pe3yiibTataM BBIITOJTHCHHBIX pa60T Io I/IH(I)OpMaIII'IOHHO-aHaJ'II/ITI/I‘ICCKOﬁ H
TEXHHICCKOHU 3KCIEPTU3C KOMIIBIOTCPHBIX CUCTEM

Metonel  mpoBeAeHHsS ~ pacclCOBAaHMA ~ KOMIBIOTEPHBIX  IIPECTYILICHHUIA,

NpaBoOHAPYUICHUNA U MHIUICHTOB

Mertoap! aHamm3a OCTaTOYHOH WH(OPMAIWH M IONCKA CIEROB JUIA (puKcammu
KOMITBIOTEPHBIX HHITH/ICHTOB

Kpunrorpadpuyeckue anmropuTMel 1 0COOEHHOCTH HX MPOrPaMMHON peayin3aun

HopmatuBHBIe TpaBOBHIE aKThHI B 00JIaCTH 3alIUTH HHPOpMALMH

PyxoBomamue ¥ MeTOAWYECKHE IOKYMEHTHI YIOJTHOMOYECHHBIX (emepatbHbIX
OPraHOB HCIOJHUTEIHHOM BIACTH [0 3aMUTe HHPOpManuy

OpraHu3aloOHHBIE MEPHI 110 3alIUTe HHPOPMAIHH

Hpyrue

XapaKTEPUCTHKA

3.4. O600mennas TpyaoBas PpyHKIUS

PazpaboTka mporpaMMHO-anmapaTHBIX v
POBEHBb

HawumeHoBaHWe | CPEJICTB 3alUTHI HHGOpMALUH 5 Koz D N— 8

KOMIIBIOTCPHEIX CHCTEM H CECTCHU
ITpoucxoxneHue

. N 3aMMCTBOB2HO 3
0606menHoi TpyAOBOH Opurmuan X
OpUrHHaNa
bymxumn
Kon PeructpaloHHELA HOMEp
OpHTHHANIa npodeccHOHATBHOTO
cTaHpxapra

Bo3MmoxHBIE I'aBHBIN CIEMUATHCT 110 3aIKATE HHPOpPMATAU
HAaUMCHOBaHHUA PYKOBOJII/ITCJ'IB OTAC)Ia CACTCM 3alllUTEHI I/IH(I)OpMaI.II/II/I
JIOJDKHOCTEH, 3aMecTHTENE: PYKOBOIUTEINA AeapTaMeHTa (0TAeNna) HCCIeJOBaHUH U
npodeccuit pa3paboTox

PykoBoautens nenapramenTa (0TAEIa) HccaeTOBaHUH U pa3paboTok

TpeboBanus k
o6pa3oBaHHIO U
00yueHHIO

Bricmee o6pa3oBaHue — CHEMUATHTET WM MarucTpaTypa B 06nacTa
HHGOPMANHOHHOH 6€30MacCHOCTH
U
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JonmomHuTeTBHOE MpodeccrnoHanbHoe 00pa3oBaHye — IPOrPaMMBI TOBBIICHHA
KBamuduKalyu B 001acTd HHPopMaroHHOH 6€30I1aCHOCTH

WM

Bricmee o6pazoBaHue - aCIHPaHTypa (aABIOHKTYPA)

7§

JononuutensHOe podeccHoHanTbHOe 00pa30BaHUe — IPOrPaMMBI ITOBBINICHHUS
KBIHHKAIMA B 06/1acT! HHPOpManuOHHOH 6€30MacHOCTH

TpeGoBaHUs K OIIBITY
[IPaKTUIECKOMN
paboTHI

He MeHee matu jier paboThl II0 NPUMEHEHHIO W aHAMM3y 3(¢EeKTUBHOCTH
CpEnCTB 3amuThl HH(pOpMAaIMM KOMIBIOTEPHBIX CHCTEM, B TOM YHCIE Ha
PYKOBOIAIIMX JO/DKHOCTAX HE MeHee Tpex JeT (I HMEIOMMX BEHICIIES
00pasoBaHMe — CIEHUAINTET MM MarucTparypa B o0acTH MHPOpMAaIHOHHOM
6e30I1aCHOCTH)

A :

He MeHee Tpex jieT paGoTHI MO NPHMEHEHHIO W aHamM3y 3(GEKTHBHOCTH
CpencTB 3amMTel MHGOPMAllMM KOMIBIOTEPHBIX CHCTEM, B TOM YHCIE Ha
PYKOBOJAIIMX HOJDKHOCTAX HE MeHee IBYX JeT (U1 HMMEIOMMX BBICIIEE
00pa3oBaHue — aCIMPaHTypa (IBIOHKTYpa))

Ocobsle ycroBus
JloIycKa K pabore

Hayvaue fiomycka K rocyIapcTBEHHOH TaiiHe (IIpH He0OXOIUMOCTH)

Hpyrue
XapaKTEPUCTHKH

I[OHOIIHI/ITGJIBHHC XapaKTCPUCTUKN

HaumenoBanne Kox HaumenoBanue 6a30B0# rpyIIIBL, JOJDKHOCTH (IpodecCHn) WK
JOKYMEHTa CHENHATBHOCTH
OK3 1223 PykoBomuTeny noapas3ieNeHuii 10 HayYHbIM UCCIEI0BAHHAM H
pa3paboTkaM
1330 PyxoBojurenu ciyx06 u noapasnenenuii B chepe
HHPOPMAIHOHHO-KOMMYHHKAITMOHHBIX TEXHOIOTHH
2519 Pa3paboTYMKN W aHATIHTHKY OPOrPaMMHOr0 00eCIIedeHNS B
TIPHJIOKCHAH, HE BXOASIINE B APYTHE IPYIIBI
EKC - I'aBHEIM cCHENHANNCT 10 TEXHHIECKOM 3aluTe HHGOpMAITH
- HagansHuk otaena (1abopaTtopru, ceKTopa) 10 TEXHHIECKOH
3anmTe HHbOpMaITHH
- Crenuanuct no odecrneueHmo 6e30macHoCTH HHGOpPMaLuK B
KJIIOUEBHIX CHCTeMaX HHGQOPMAITMOHHON NHPPACTPYKTYPHI
OKIIATP 20911 I'maBHEI cCIeNHAICT IO 3a01uTe HHPOpMAaIHK
46115 PykoBoauTEh aHATMTUYECKOH IPYIIIBI IOAPA3ACICHHS 110
KOMILIEKCHOM 3ampTe nHpOopMaIiu
46155 PykoBouTens rpynnbl TOpa3esIeHus 10 KOMILIEKCHOM
3amuTe NHGOPMaIUU
OKCO 090101 Kpunrorpadus
090102 KomnrrotepHas 6e300aCHOCTD
090103 Oprasu3aliys ¥ TEXHOJOTHS 3a0MTH HHpopMaIiu
090104 KomrmiekcHas 3ammra 00beKTOB MHGOpMAaTH3alMHI
090105 Kommiexcrnoe obecnederrne nHGOpMAHOHHOH 6€30MaCHOCTH
aBTOMaTH3UPOBAHHBIX CHCTEM
090106 Hudopmaronnas 6€3011aCHOCTb TEIEKOMMYHHKAIIHOHHBIX
CHCTEM
OKCBHK'’ 051319 MeTozb! ¥ CHCTEMBI 3anIUTH HHGOpManuy U HHGOpMaHOHHOH
6e3011acHOCTH
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3.4.1. TpynoBas ¢pyHxkuus

Hammenopanue

Pa3pabotka TpeGoBanmii k

MPOrpaMMHO-aINMapaTHEIM CPEJICTBaM
3aIIUTE HHPOPMAaIUH KOMIIBIOTEPHBIX KBaMMpURATIH
CHCTEM H ceTeil

VpoBeHsb
Kox | D/01.8 | (monyposens) 8

IIpoucxoxnenue
TpynoBoil GyHKIMH

3ayMCTBOBAHO U3

Opurznan X
opuUruHana

Kon opurunana PeructpanwonHslit HoMep
npodeccHOHATBHOTO
CTaHpaapTa

TpynoBbie neficTBUA

OHpC}IeJ'ICHI/IC yrpos 06e30IMaCHOCTH U HX BO3MOXXHBIX HCTOYHHKOB

Ormpenenenne kaHaIOB YTeUKH HHGOPMAIHH

Pa3paboTka MareMarHuecKMX MofeneH, peald3yeMbIX B CPEICTBaX 3allUThHI
uHbOpMaLHU

Onenka 3¢ ($eKTHBHOCTH PeaTM3yEMbIX TEXHHIECKHAX pENICHUI

Onenka TEXHUKO-3KOHOMUIECKOTO YPOBHA peaIM3yEMBIX TEXHUYCCKUX peHICHI/IfI

Boi0op cpeAcTB ¥ METOZOB 3aIUTH HHPOpPMauH

Heob6xonumeie O60o6mare HaydHO-TEXHHYECKYIO JUTEparypy, HOPMAaTHBHBIC H METONHYECKHE

YMEHHUSA MarepHabl B 00J1aCTH 3amMThl HHpopMaun
®opMHpOBaTh MOIENH Yrpo3 M MOAENH HapymmrTeld 6e30IacHOCTH
KOMIBIOTEPHBIX CHCTEM
BeisiBiare  Hambontee HenecooOpasHble MOAXONB! K OOECIIEYEHHIO 3alllUTHI
HHGOPMAHH KOMIBIOTEPHOH CHCTEMEBI
PazpabarbiBars 9acTHBIE IOMUTHKH O€30I1aCHOCTH KOMIIBIOTEPHEIX CHCTEM, B TOM
Y¥CJIe TOJIMTHKY YIPABICHUS JOCTYNIOM U NHPOPMAallMOHHEIMH IOTOKAMH
[IpuMmeHdaTs  HanUMOHANBHBIE, MEXKIOCYAApCTBEHHBIE M MEXIYHapOIHBIE
CTaHmapTel B OO0JacTH 3allUTHl HHPOpPMANMH i1 OLEHKH 3alIMIIEHHOCTH
KOMIBIOTEPHOH CHCTEMBI
IIpuMeHATh AEHCTBYIONIYIO 3aKOHONATENBHYIO Oa3y B o0macTH obecnedeHHs
KOMIIBIOTEPHOH 0€3011acHOCTH
YpTath W [OHMUMATh HOPMAaTHBHBIE M  METOAMYECKHE HOKYMEHTBHI IIO
HHGOpPManuOHHOH 6€301IacCHOCTH Ha aHIJIHICKOM SI3BIKE
OCyIIeCTBIATh NPHHATHE pEIIEHHH O HEOOXOMUMOCTH  HCIOJIB30BAHMS
IIPOrpaMMHO-aMNAaPaTHRIX CPEACTB 3aUTUTH HHOpMALHH

Heo6xomumsie Topsinok opranusanuu paboT mo 3amure HHGOPMaHI

3HaHHA Metomsl ¥ cpeacTBa mONyYeHHS, 0OpaboTKM ¥ nepefayd HHGOpMALUMH B

ONCpalfHOHHBIX CHCTEMaX, CHCTEMax  YIIPaBICHHA 6azaMH JaHHBIX H
KOMITBIOTCPHEIX CETAX

Mertoasr aHanu3a 6e301acHOCTH KOMIBIOTCPHBIX CUCTEM

Buapl atak 1 MEXaHM3MBI UX peaju3anyd B KOMIIBIOTCPHBIX CUCTEMax

MeToapl BHISBJICHAS KaHAJIOB YTCUKH I/IH(I)OpMaIII/II/I

Meronsl u Cp€acTBa 3allUThI I/IH(i)OpMal[I/II/I B KOMIIBIOTEPHBIX CECTIAX,
OHCPaAIMOHHBIX CACTEMAaX ¥ CHCTEMAX YIIPABJIICHUA 6a3aMH TaHHBIX

I TpHHIKIEI DOCTPOEHHS CPEACTB 3aIIUTH HHGOPMAUY KOMIIBIOTEPHEIX CHCTEM

@®opMabHBIE MO YIIPAaBIECHHUS JOCTYIIOM

Kpunrorpadudeckie aropuTMEI 1 0COOEHHOCTH HX IPOTPaMMHON peajiu3aluu

HopMatueHbIe MpaBoOBbIe aKThl B 001acTH 3alllUTHl HHPOpMaLUH

PYKOBOJIHH.II/IC K MCTOOWYECCKHE IOKYMCHTHI YIIOJHOMOYCHHBIX (I)C,IlepaJ'IbHI:]X
OpraHnoB HUCIIOJIHATEIRHOMR BIACTH 110 3aIIUTE nn@opmamm
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OpraHu3aInyoHHEIe MepHI 0 3amuTe HHpopMauy

HauroHanbHEE, MEXTOCYIApCTBEHHbIE B MEXIYHAPOIHbIE CTAHIAPTHI B 00JIaCTH
3a0IMTHI HHGQOPMAIAH

Hpyrne -

XapPaKTCPHUCTHKH

3.4.2. Tpynosas ¢pynxnus

ITpoexTupoBanme NporpaMMHO- v
OBEHBb
aNNapaTHBIX CPEJICTB 3alIUTHI P
Haumenopanwe P pex am Kox | D/02.8 | (momyposens) 8
I/IH(I)OpMaHI/II/I KOMIIBIOTEPHBIX CUCTEM H KBaJIH(l)PIKaIlHH
ceTei
TIpoucxoxaeHn
p % JIeHue Opurmman X 3arMCTBOBaHO M3
TpyAOBOH GyHKIUI OpUTHHAIA
Kon opurunana PerucrpannoHsstii Homep
mpodeCCHOHATLHOTO
cTaHgapTa

Tpyznossie neiictBus | Pa3paboTka TEXHHYECKUX 3aIaHMid, SCKH3HBIX, TEXHUYECKHX U paboauX IIPOEKTOB
pabot 1o 3anmTe HHGOPMALHU

Pa3paboTka M1aHOB ¥ rpa¢UKOB MPOBeIcHUs paboT N0 3aMmuTe HHPOpPMaHu

AHaIH3 CYDIECTBYIOIIHX METOAOB H CPEICTB, IPHUMEHAEMBIX U1 KOHTPOJIA M
3anmTh MHGOPMAIHU

PazpaboTka IpemIoKeHHS 10 COBEPIICHCTBOBAHHMIO CYMIECTBYIOIIMX METOAOB U
CPeACTB, MPUMEHAEMBIX 11 KOHTPOJIA H 3aIIUTHl MH(OPMALKU M MOBHIIICHHIO
3¢ (heKTHBHOCTH 3TOM 3aIIUTH

PazpaboTka mpOEKTOB INpOrpaMMHBIX M aNllapaTHBIX CPEICTB  3AIUTHI
uHGoOpMaIHH B COOTBETCTBHH C TEXHUYECKHUM 33JaHHEM

OneHka TEXHHKO-3KOHOMHYECKOTO YPOBHS M 3()(EKTHBHOCTH NpEAIaraéMbIX U
pEAN3yEMbIX TEXHUIECKUX pemeHu

IIpoBeneHre arrecTalMy NMPOrpaMM ¥ ANTOPUTMOB Ha IIPEAMET COOTBETCTBHA
TpeboBaHMsIM 3aUTE MHPOpPMaLUH

Heobxomumeie IIpoBomuTh WCCIENOBaHHS C LENBI0 HAaXOXAeHHA Hambonee nenecooOpa3HBIX
yMEHHS - IPaKTHIECKUX PEHICHHI 10 00ECICUCHHUIO 3anIUThH HHPOpMalun

[MpuMeHATH OTeYeCTBEHHBIE CTAaHNApPTHl B O0ONAcTH 3amMThl HH(popMamuu s
MIPOEKTUPOBAHHUS CPEJCTB 3aIIUTHI HHPOpMAIIK KOMIBIOTEPHOH CHCTEMEI

Pa3pabarbiBare apXuTeKTypy M uHTepdeiicsl cpeacTB 3amiuThl HHGOpMAIUH,
Iponexypsl BOCCTAHOBJIEHHS PaGOTOCIOCOOHOCTH CPEACTB H CHCTEM 3alllUTHI
ocie cboes

[logbupare W 00600mAaTe HAYYHO-TEXHUYECKYIO JIHTEPATypy, METOAMYECKHE
MaTepHalbl MO MPOrPaMMHBIM M allapaTHbBIM CPEeICTBaM M CHOCO0aM 3amuThl
“H(pOpMAaIIUH, B TOM YHCJIE Ha aHTIMHACKOM A3bIKEe

Heobxonumere Metons ¥ cpexcrtBa IOJydeHHS, 00paboTkM ¥ neperadd HHGOpMAIMU B
3HaHUA ONlEpallHOHHBIX CHCTEMaxX, CHCTeMaX yIpaBleHHsA OazaMH JaHHBIX H
KOMITBIOTEPHBIX CETIX

Buasr atak 1 MEXaHH3MBI HX peam3aiii B KOMIIBIOTCPHBIX CUCTEMaX

Meronsl ® CpemcTBa 3amMTHEl HH(pOpMAIMH B KOMIBIOTEPHBIX CETHX,
ONICPAllMOHHEIX CACTEMAaX U CHCTEMaX YIpaBJeHuUs 6a3aMu TaHHbBIX

ITpuHIUITEI TOCTPOEHHUS CHCTEM 3alUTH HHYOpPMaIHH KOMIIBIOTEPHBIX CHCTEM, B
TOM 9HCIIE aHTHBHPYCHOTO IPOTPaMMHOTI0 00eCIIedeHHUs

MeToab! aHaTH3a 0€30I1aCHOCTH KOMIIBIOTECPHBIX CHCTEM
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Teopernko-yrCIOBEIE METOIBI  AJITOPUTMBI, IPUMEHIEMBIE B CPEICTBAX 3AIUTHI
uHbOpMaUU

d)opMam,Hme MOACJIX YOPaBJICHHUA OJOCTYIIOM

HpI/IHI.II/Il'II:I " MCTOLBI ITIPOCKTUPOBAHNMA IIPOTPaMMHO-aIITIapaTHOTO obecneuenus

MeTo0N0rnu 1 TEXHOIOTHH pa3pa60T1<n IIPOTrpaMMHOTO obecneueHus

IlpuHIMOBE H METONBI YIpPaBICHHS IPOEKTaMH B OOJIAaCTH MH(POPMAMUOHHOMH
bezomacHocT

Kpunrorpapudgeckne alropuTMB] ¥ 0COOEHHOCTH HX MPOrPaMMHON pealTi3aIin

HOpMaTI/IBHBIC IIPABOBLIC aKTHI B 00J1acTH 3aIUThI I/IH(I)OpMaIII/II/I

P}’KOBOIUIHII/Ie A MCTOAUYCCKHC HTOKYMCHTBHI YIIOTHOMOYCHHBIX (beﬂepaJIBHLlX
OpraHoB HCTIOJIHUTENBHOM BIACTH 110 3allUTE I/IH(bOpMaHI/II/I

Opranu3anuoHHbIe MEpHI 110 3aIuTe HHbOpMauu

HanposanrsHbIe, MEXTOCYJapCTBEHHEIE ¥ MEXIYHApOAHbIE CTAHIAPTH B 001acTH
3anTuTH HHQOpPMaH

Apyrue

XapaKTCPUCTHUKH

3.4.3. Tpynosas ¢pyHKIHS

PazpaboTka 1 TECTHpOBaHUE CPENCTB Vpogers
Hammenosanue | 3amuTh! HHEGOpPMaAN KOMIBIOTepHBIX | Kox | D/03.8 | (momyposens) 8
CHCTEM M CeTei KBaMHpUKALMH

IIpoucxoxnenve
TpyZoBoi $yHKIMH

3aMMCTBOBaHO H3
opHrHHaja

Opurmman X

Kon opurvnana PeructpanvioHHsiii HOMEp
npodeccuoHaIBHOTO
cTa"gapTa

Tpynoseie neiicTBus

PazpaboTka cpencTB 3ammThl MHQOpPMALMH B COOTBETCTBHH C TEXHUYECKUM
3aJlaHueM

Uccnenopanune IIporpaMMHO-AaIIIIapaTHbIX CPEACTB 3alINThI I/IH(I)OpMaIII/II/I B
KOMITbIOTCPHBIX CHCTEMAX

Pa3zpaboTka mporpaMMHO-alIAPAaTHBIX CPEACTB 3amMTHl HMHGOpPMALUM B
KOMITEIOTEPHBIX CHCTEMAX

Otnazka co3maBaeMbIX CPEICTB 3aIIUTH HHOPMAUU

HpOBeI[CHI/IC arrécraiMyi nporpaMM U aJITOPUTMOB Ha IPEAMET COOTBETCTBHA
TpC6OBa.HI/I$IM 3alI¥ThI I/IH(i)OpMaI.II/II/I

Pa3zpaboTka MaTeMaTnueckux Mojeieii 6e30NaCHOCTH KOMIIBIOTEPHEIX CHCTEM

BrinonHeHre KOHTPONBHBIX IMpPOBEpOK paborocmocobHOCTH H ddexTHBHOCTH
CHUCTEM U CPEIICTB 3auIuThl HHMOpMAIUH

Heob6xomumeie Hcnons30BaTh IprUeMB] 3alIITHOTO IPOrPaMMHPOBaHHUS
yMEHHS Hcmoinp30Barh MpUEMBI 3aIUTH OT THIIOBEIX aTak KOMIBIOTEPHBIX CACTEM
IpuMeHATH METOIBI M IPHEMBI OTIAIKH
ITpuMeHITh METOBI ¥ CPEACTBA TECTHPOBAHMS
Heobxomumere Meronst ® cpemcTBa mnonydeHus, oOpaboTKM U mepenadd HHPOpMaUUH B
3HaHHA ONCPAallMOHHBIX CHCTEMaX, CHCTeMax yOpamBieHHs ©Oa3aMM JaHHBIX H

KOMIIBIOTCPHBIX CETAX

Meronsl ® cpencTBa 3amUThHl MHGOpPMamMM B KOMIBIOTEPHBIX CETIX,
OTIEpaIlMOHHBIX CHCTEMAX M CHCTEMaX yIpaBJieHHs 6a3aMu JaHHBIX

Mertoas! aHaM3a 6€301MacHOCTH KOMITBIOTCPHBIX CHCTEM

ITpuHIMOE] IPOSKTHPOBAHFS AaHTHBHPYCHOTO IPOrPaMMHOI0 00eCIIeueHHS
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Buagr atak 1 MexaHM3MBI HX peanm3aliui B KOMIIBIOTCPHBIX CHCTEMAX

HpI/IHI_II/IIII:I IIOCTPOCHUSA CUCTEM 3allITEL I/IHQ)OpMaI.II/II/I KOMITBIOTCPHBIX CUCTEM

MeTomoorHd H TEXHOJNOTMH pa3paboTKH HPOrpaMMHOTO ¥ almapaTHOro
obecrneyeHud

Kpunrorpathuieckye alrTOpUTMEI H 0COOEHHOCTH MX IIPOTPAMMHOM peau3alyy

HopMmaruBHEBIe IpaBOBEHIC aKTHI B 00JIACTH 3aIlUTH HH(GOpPMalluH

PykoBomsmue W METOOWYECKHE AOKYMEHTHI YHIOJHOMOYEHHBIX (eepalIbHBIX
OpraHoOB MCHOJHHATEIHHOM BIACTH IO 3amuTe HHGopMauu

Opranu3anuoHHbIe MEPHI MO 3aIuTe HHMOPMaLUK

HanwonanpHele, MEXTOCYIapCTBEHHBIE M MEXAYHAPOIHBIE CTAHIAPTH B 00JIACTH
3aIIUThl “HGOpPMallUH

Hpyrue

XapaKTEPUCTHKH

3.4.4. TpynoBan pysxumusn

ConpoBoxzaenue pa3paboTKU CpesCTB VpoBeHs
Haumernoanue | 3aIIATHI HHPOPMAIIUN KOMIIBIOTEPHBIX Kon | D/04.8 | (momyposens) 8
CHCTEM M ceTei KBaTMuKaLmH
HpOHCXOv)K).ICHI/Ie OpPIFI/IHaJI X 3aMMCTBOBaHO U3
TpYZA0BOH PyHKIHH OpHIHHAIIA
Kon opurugana PerncTpaioHHEINH HOMEp
npo¢decCHOHANTBEHOTO

craHaaprTa

TpynoBsle aeiicTBuA

Pa3paboTKa TeXHMYeCKHX 3aJaHMii, IUIAHOB M IpadMKOB NPOBENEHHS paGoT IO
3ammTe HHGOpPMAH B COOTBETCTBHM C JEHCTBYIOIIMM HOPMATHBHBIMH H
METOANYECKUMH JOKYMEHTaMHI

Pa3paboTka pexkoMeHIamuii ¥ TPeANOXKEHHH IO COBEPIICHCTBOBAHUIO W
MOBHIIEHMIO (P (HEKTUBHOCTH 3aIIUTHI HH(OpMAITHH

CocragnjicHHE U Oq)OpMJICHI/IC PasgciioB HAYTYHO-TEXHAICCKUX OTUCTOB

Omnpenenenre MOTPeGHOCTH B CpeACTBAX 3amIMTHl MH(POPMAIMH, COCTAaBIICHHE
3a4BOK Ha MX MPHOOpETeHHE ¢ HEOOXOMUMBIMU 000CHOBAHUSIMH 1 pacuyeTaMu

IloaroroBka npenIoXeHu# 0 3aKIIOYCHUIO COITIAIIEHHH M JOTOBOPOB C APYTHMH
YIPEeKACHHSIMH, OpraHU3allUsiIMH, IPENOCTABIAIOIIMMH YCIyIH B 00IacTH
3aIuThl HH(POpMaINH

BEIOTHEHHE aTTECTAIlMM NMPOrPaMM M aJrOPUTMOB HAa IPEIMET COOTBETCTBHA
TpeGOBaHUSAM 3aIIUTHl HHPOPMALIUA

BeimosiHeHHEe KOHTPOJBHBIX IIPOBEPOK paboTocmocoOHOCTH M 3ddexTHBHOCTH
CHCTEM M CPEJICTB 3allUTH HH(MOPMalHu

AHaH3 CyIIECTBYIONIMX METONOB M CPEICTB, NPAMEHSIEMBIX I KOHTpPONIA H
3alTuTH HHPOpPMALTHT

PaspaGoTka mnpeqokeHHHd IO  COBEPIUCHCTBOBAHMIO W  IOBBHIMICHHIO
3¢ HexTUBHOCTH METOIOB H CPEACTB, IPHMEHSEMBIX UL KOHTPOJIS H 3aUIUTHI
rHbOpMAHA

IToarotoBka INPOEKTOB  HOPMATHBHEIX M  METOOWYECKHX  MaTepHaloB,
PErIaMEeHTHPYIOMMX PaboTy 10 3amuTe HHGOPMAIIH

Pa3zpaorka oOpraHu3anMOHHO-PaCHOPSIOUTENBHBIX JOKYMEHTOB IO  3ai[uTe
uHpOpMaIHH

Konrpones Ham paGoroit 1O OLEHKE TEXHHKO-?KOHOMHYECKOTO YPOBHSA
paspabaThiBaeMBIX Mep O 3aIiuTe HHGOpPMAIHH
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Mertoauyeckoe pyKOBOICTBO pabOTOH IO OLEHKE TEXHHKO-3KOHOMHYECKOTO
YPOBHS pa3pabaThIBaeéMbIX Mep IO 3aMuTe HHPOpMaluu

Konrpons Hanm cobmomeHHMEM YCTaHOBJIEHHOTO MOpAIKa BHINONHEHHS pabot, a
TalkoKe JeHCTBYIOMIEro 3akoHoaarenbeTa Poccuiickolt Qenepanuu Mpu pelIcCHAN
BOIIPOCOB, KacalOMIMXCsl 3aIUTH HHPOpMAHH

OpraHnsauwl IIPOBECOCHNUS CIICIHAIBHBIX HUCCIEIOBAaHUNA H KOHTPOJIBHBIX
IIPOBCPOK 110 BBELIBJIICHHUIO BOSMOXXHBIX KaHAJIOB YTCUYKH I/IH(l)OpMaI_II/II/I

Heob0xonumeie
YMEHHS

dopMupoBaTh MOAENH Yrpo3 H MOJAENH HApYIIHTEeNs Oe30MacHOCTH
KOMIIBIOTEPHBIX CHCTEM

P%paGaTBIBaTB YacTHBIC TOJIMTHKH 0€301MacHOCTH KOMIIBIOTEPHBIX CUCTEM, B TOM
HTHACIIC IIOJINTHKH YIIPABJICHUA JOCTYIIOM U I’IH(i)OpMaIII/IOHHHMI/I IIOTOKaMH

[IlpumeHAT,  HAIMOHAIBHBIE, MEXTOCYHAPCTBEHHBIE M  MEXAYHAPOIHBIE
CTaHAApTHI B 00JIaCTH 3aIUTH HHA)OPMAIIHH

IlpmMmeHATs JEeHCTBYIONIYyIO 3aKOHOJATeNbHYI0 Oa3dy B oOmactd obecnedeHus
3anmThl HHGOPMALUH

Uurtath ¥ [OHAMAaTh HOPMATHBHBIE M METOAMYECKHE JOKYMEHTHI IIO
HH(POPMAIMOHHON 6€300aCHOCTH Ha aHIIIHICKOM S3BIKE

HeobxomuMmbie
3HAHU

Mertons! ¥ cpeacTBa NOMyYeHUs, 00pabOTKH ¥ Iepeiaddl HHPOPMALUH

MeTob! BBIIBIICHNS KAHAJIOB YTEUKH HHGOPMALUH

Ilopsanok opraru3anyu paboT Mo 3amuTe HHPOpMAaIUU

Meronpl nNaHWpOBAHWA ¥ OpraHW3alldM NPOBEACHUA paboT Mo 3almTe
rH(pOopManyy ¥ 06ecHeIeHHIO TOCyIapCTBEHHON TalHbI

Mertozp! poBeieHNs ClIENHANbHBIX HCCIECNOBAHUH U IPOBEPOK, paboT o 3amure
uHpOpMauU

Meromel ® cpenctBa 3amuThl HHPOpMAMH B KOMIBIOTEPHBIX —CETAX,
OllepalHOHHEIX CHCTEMAaX U CHCTeMax yIpaBieHus 6a3aMu JaHHBIX

MeTtozas!l aHam3a 6€30MacHOCTH KOMITBIOTEPHBIX CHCTEM

ITpuHIMITE IPOEKTHPOBAHUS AHTHBUPYCHOTO IIPOrPaMMHOI0 00€CTICUeHHS

Buzas! atak 1 MEXaHM3MBI MX peajim3alliid B KOMIIBIOTCPHBIX CACTEMax

ITpuHIMOBI DOCTPOSHHUS CHCTEM 3aIMUTH HHHOpPMAaH KOMIBIOTEPHBIX CUCTEM

(I)OpMaJIBHBIC MOICIIA VIIPABJICHUA JOCTYIIOM

Kpunrorpagugeckue aropuTMbl 1 0COOEHHOCTH X NPOrPaMMHOM peann3aluu

HopmarrBHbIe mpaBOBbIe aKTHI B 00JIACTH 3alIUTH HHGOPMAITUA

PykoBomsamue ¥ MeTompuecKkHe MOKYMEHTHI YIOJHOMOYEHHBIX (emepalbHBIX
OpraHOB MCIIOJHHUTEIHHON BJIACTH IO 3alUTe HHGOPMALIUT

Opranu3anuoHHBIE MEPHI 110 3amuTe HHpopMaIH

HanmonanbHbIe, MEXTOCYIapCTBECHHBIE U MEXKIYHApOIHBIE CTAHIAPTHL B 00JIacTH
3amuUTH HHpOpMAIII

Hpyrue

XapaKTEPUCTHKH
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IV. CBenennsi 06 opraHu3anusax — pa3paéborynkax npogeccHOHAJIBLHOI0 CTAHAAPTA

4.1. OTBeTcTBEeHHAs OPraHU3ANHA-Pa3padoTUHK

3A0 «Acconuanys CenHaIuCTOB HHPOPMALIHOHHBIX CHCTEMY, TOPOJ CaHKT-HeTép6ypr

I'enepasbHBILT TUpEeKTOP ~ ConopsanaukoB Anekcasap Brnagumuposud

4.2. HanMeHOBaHMA OpraHH3anuii-pa3padoTunKos

1 MexperunoHaibHas 0ONIECTBEHHAS OpraHu3alus « ACCOIMAINS 3T HHPOPMaII», TOPOJ
Mockga

2 OI'KOY BO «Axanemus ®enepanbHoii ciyxOb1 6e3omacHocTd Poccuiickoit Menepaunny», ropox
Mocksa

w

DI'YII «Haygno-Texaudeckuii neHTp «ATiacy, ropox Mocksa

4 ®denepabHOE yueOHO-MeTOAMYECKOE 00BEIMHEHNE 10 YKPYITHEHHOU I'pyIIe CIENHANbHOCTEH 1
HanpasjieHu# noarotoku «ViapopmanmonHas 6e300acHOCTEY, ropod Mocksa

! O6mepoccuitcxuii K1accupUKaTOp 3aHATHI.

2 O6mepoccuiicknii KIacCHhHKaTOp BHAOB 3KOHOMITIECKON AEATETLHOCTH.
* EMMHBIN KBATH(UKAIMORHEIN CIIPABOYHEK JOXHOCTEH PYKOBOIHTENEH, CIICNHATHCTOB M APYTHX CIIyKallHX.

* O6mepoccuiickmit KaccHpUKaTop NPodeccHil pabodux, 0KHOCTEH CITyKaITHX U TAPH(HEIX Pa3psaoB.

> O6mepoccuiickuit KIacCHHKATOp CIENUANBHOCTEH 10 06pa30BaHMIO.

6 3akon Poccuiickoii denepammun ot 21 mona 1993 r. Ne 5485-1 «O rocymapcTeenHoii Taiine» (Co6paHue 3aKOHOAATENLCTEA
Poccuiickoii Penepamun, 1996, Ne 15, ct. 1768; 1997, Ne 41, ct.c1. 4673, 8220, 8221, 8222, 8223, 8224, 8225, 8226, 8227,
8228, 8229, 8230, 8231, 8232, 8233, 8234, 8235; 2002, Ne 52, ct. 5288; 2003, Ne 6, cT. 549, Ne 27, ct. 2700, Ne 46, ct. 4449;
2004, Ne 27, ct. 2711, Ne 35, ct. 3607; 2007, Ne 49, c1. 6055, c1. 6079; 2009, Ne 29, c1. 3617; 2010, Ne 47, ct. 6033; 2011, Ne
30, ct. 4590, cT. 4596, Ne 46, ct. 6407; 2013, Ne 51, cT. 6697; 2015, Ne 10, ct. 1393).

" O6mepoccuiickmii KIaCCHPHKATOP CHEIHATLHOCTEH BECIIEH HAYIHON KBAIH(bUKAIIH.




